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MO DAU

1. Ly do chon dé tai

Trong cudc song hién dai ngdy nay, v6i viéc mang Internet ngay cang phat
trién khong nging, cong nghé thong tin duoc ing dung vao moi mit cia doi sdng,
kinh té, chinh tri, x4 hoi da gitp cho ca nhan, t6 chue, doanh nghiép va cac co quan
hanh chinh nha nuéc trén thé gidi noi chung va Viét Nam noi riéng dé dang trao doi

thong tin va thyc hién cac giao dich dugc thuén lgi nhanh chong.

Tuy nhién, song song v4i qua trinh phét trién d6 1a kém theo nhimg mbi de
doa vé tin cong mang ciing xuat hién ngdy cang nhiéu, trong sé d6 1a mdi de doa vé
Botnet. Khai thac, phat tin ma doc, phat tan thu rac s luong 16n, tin cong tir chbi
dich vu DDoS va dic biét 1a tin cong APT 1a nhitng hanh vi nguy hiém thuong thay
ctia Botnet, no da gy ra nhiing thiét hai khong nho vé hé théng mang va su mat mat
dir liéu ctia nguoi dung, din dén thiét hai vé kinh té, xa hdi cia cac ca nhan, td chic,
doanh nghiép va co quan hanh chinh nha nudc. Vi¢e phat hién va ngin chan Botnet
12 mot nhiém vu kho khan, ddn dén cac nan nhan cia Botnet khong ngimg gia ting

va véi sO lugng ngay cang 16n.

Thong qua viéc nghién ciru cac phuong phap ki thuat vé phat hién va xu 1y
Botnet, cic td chirc chuyén gia an ninh mang di tim thiy va ngin chin nhiéu dot tin
cong mang Botnet trén Internet. Tuy nhién, qua thoi gian Botnet lién tuc thay doi, cac
nha khai thac Bot ngdy cang trd nén rét tinh vi va cac bién phap chéng tin cong
Botnet ndi by thuong tdn nhiéu thoi gian va khong dat hiéu qua cao.Vi vay viéc
nghién ctru cdc phuong phap phat hién va xtr ly Botnet mdi luon 1a mdt linh vuc
nghién ctru cap thiét va ¥ nghia.

Vi sy phat trién manh mé cua tri tué nhén tao trong nhitng ndm gﬁn day, dac
biét 1a cac k§ thuat may hoc, dd mo ra nhu mot giai phéap rat c6 tiém ning cho viée
mg dung phat hién cac tan cong mang Botnet v&i do chinh xac va dat hiéu qua cao

hon cac phuong phap truéc day. Trong d6 mdé hinh dua vao phuong phap



representatin learning ¢ thé phat huy nhiéu vu diém cho bai toan nay. Tir nhiing 1y

do trén luan van nay xin chon dé tai nghién ctru nhu sau:
“Ung dung phwong phdp representation learning phdt hi¢n tin céng botnet”
2. Tong quan vé van dé nghién cieu

Botnet [3] thuat ngit day du 1a “Bots network” dung dé chi mot mang ludi cac
may tinh bi chi phdi boi ai d6 va bi diéu khién bdi mot con may tinh khac tir xa.
Botnet 1a mot phén mém doc hai, da phﬁn cac may tinh déu bi nhiém boéi mot Bot nao
d6 ma chung ta khong thé nao phat hién dugce. Cac may tinh dang bi nhiém Botnet
ndm na déu goi la cac “Zombie”. May tinh bi nhiém s& bi chi phéi b1 mot Botmaster
& trén va diéu khién moi hoat dong ctia may tinh dang dinh ma doc lam can tr¢ hoat
dong, gian doan gdy mat nhiéu thoi gian, giam ning suat cong viéc clia ngudi ding.
Céch chiing ta tré thanh nan nhan ciia né giong nhu viéc bi 1ay nhiém malware, va
cach thtrc chiém va str dung dit liéu danh cap ciing chi véi muc dich riéng cua hacker.

Botnet 13 tir chi mot tip hop cac robot phan mém hodc cac con bot hoat dong
mot cach tu chil. Tir ndy con duge dung dé chi mot mang cac may tinh sir dung phan
mém tinh toan phan tan. Tuy tir "botnet" c6 thé dung dé chi mot nhom bot bét ky,
chang han IRC bot, tir nay thudng duge ding dé chi mot tip hop cac may tinh da bi
tan cong va thoa hiép va dang chay cac chuong trinh doc hai, thudng 14 sdu may tinh,
trojan horse hay cac ctra hau, dudi cung mét ha tr:ing co s& 1énh va diéu khién. Mot
chuong trinh chi huy botnet (botnet's originator hay bot herder) c6 thé diéu khién ca
nhom bot tir xa, thuong 1a qua mot phuong tién chang han nhu IRC, va thuong 1a
nham cac muc dich bt chinh. Mdi con bot thudng chay 4n va tuan theo chuan RFC
1459 (IRC). Théng thuong, ké tao botnet trudc d6 da thoa hiép mot loat hé théng
béng nhiéu cong cu da dang (tran by nhd dém,...). Cac bot madi hon ¢o thé tu dong
quét moi trudng cua chiing va ty lan truyén ban than bang cach sir dung céac 16 hong
an ninh va mat khau yéu. Néu mot con Bot ¢6 thé quét va tu lan truyén qua cang nhiéu

16 hong an ninh, thi né cang tré nén gia tri d61 véi mot cong dong di€u khién botnet.



Céc botnet di tré nén mot phan quan trong cua Internet, tuy chiing ngay cang
an ki. Do da s6 cac mang IRC truyén théng thuc hién céc bién phap cidm truy nhap
d6i voi cac botnet d3 tirng ngu tai d6, nhitng ngudi didu khién botnet phai ty tim cac
server cho minh. Mot botnet thudng bao gdm nhiéu két néi, chang han quay s6, ADSL
va cap, va nhiéu loai mang may tinh, ching han mang gido duc, cong ty, chinh phu
va tham chi quan su. D61 khi, mot nguoi diéu khién giéu mot cai dat IRC server trén
mot site cong ty hodc gido duc, noi cac duong két ndi tbe d6 cao co thé hd tro mot sb
16n céac bot khac. Chi dén gan day, phuong phép str dung bot dé chi huy cac bot khac
moi phat trién manh, do da s6 hacker khong chuyén (script kiddie) khong du kién
thire dé sir dung phuong phép nay.

Botnet [4] c6 thé bi truc xuit hodc ngimg x4m nhdp vao may tinh bang cach
sit dung chuong trinh chdng phan mém doc hai, c¢6 thé phat hién viéc lay nhiém trén
6 ctng hodc luu lugng mang va xir Iy chung ngay lap tirc. Mt khéc, cach tiép can
hiéu qua nhét s& 1a tim hiéu dé nhan thac duoc toan dién vé cach chéng lai botnet. Co
rat nhiéu bién phap va cach thirc ngan chin va phat hién BotNet, tuy nhién tat ca déu
phai théng qua quan sat, giam sat ctia may tinh va hé théng mang. O cip d6 mang,
phat hién BotNet khong hé don gian, va phirc tap hon khi cac may trong mang cho
phép cac bots nay nhu mét tng dung chinh théng. Chinh vi thé viéc phat hién thong
qua céac cong cu thong thuong phd bién chua that su hiéu qua. Viéc nghién ciru Gng
dung cac phuong phap may hoc dya trén bd dir liéu mang dé phat hién ra cac tin
cong 1a rat can thiét va hiéu qua. P co rt nhiéu nghién ctru 4p dung hoc may vao
phat hién tin cong, dic biét 1a cac k¥ thuat hoc sau.

Trong bai bao [5] cac tac gia dd dua ra mo hinh phat hién cac loai DGA botnet
va FF botnet dya trén phan loai cac tén mién doc hai sir dung bdi botnet va cac tén
mién binh thudng sir dung mot s6 k§ thuat hoc may c6 giam sat thong dung. Trong
do6 co 2 giai doan: (1) giai doan huén luyén va (2) 1a giai doan phat hi¢n. o) giai doan
huén luyén, tac gid da su dung cac thuat todn ctiia hoc may trén cac tap huén luyén dé
dua ra danh gia hi€u qua cua viéc phan loai tén mién binh thuong va tén mién doc hai

sir dung béi botnet. Qua giai doan thyc hién dé phat hién botnet, két qua cho thiy



thuat toan hoc may Rirng ngau nhién cho ti 1 thanh cong cao nhét so véi cac thuat
toan con lai.

Trong bai béo [6] cac tac gia dd dé xuit b sung 4 dic trung: (1) tén mién dang
bam, (2) gi4 tri du kién cho mdi tén mién, (3) s6 luong tir c6 nghia trong mdi tén
mién, (4) d6 dai tén mién. Trong d6, dic trung tén mién dang bam gitp phan biét
nhém tén mién DGA six dung gia tri bam, hodc ky tu thap luc phan; dac trung gia tri
du kién cho mdi tén mién giup ting kha nang phan biét dua trén théng ké; sb luong
tir c6 nghia trong mdi tén mién lanh tinh thudng cao hon so véi tén mién DGA; va do
dai tén mién nho hon 5 thudng 13 tén mién lanh tinh. Ca 4 dic trung trén déu gbp
phan lam ting kha ning phat hién cac botnet dya trén tén mién dat két qua kha cao.
Tuy nhién, n6 cling c6 nhugc diém 13 1am tang thoi gian hudn luyén va phat hién do
tang kich thudc vécto bidu dién tén mién du theo khao sat cua tac gia 1a khong 16n.

Trong bai bao [7] céc tac gia Hoang Xuan Dau, Nguyén Trong Hung, Ninh
Thi Thu Trang di nghién ctru phan tich anh huéng cac yéu té hiéu qua tir phuong
phap phat hién DGA botnet dua trén hoc may sir dung dit lidu truy van DNS. Cac tac
gia d3 dua ra xem xét, phén tich cac yéu t6 bao gdbm: (1) van dé sir dung hoic loai bo
van dé sir dung hodc loai bo phan tén mién cip cao nhat va (2) anh hudng ciia cac
nhém dic trung huan luyén. Két qua nghién ctru cho thiy phan tén mién cip cao nhat
gitip tang dang ké hiéu qua phat hién tan cong Botnet.

Trong bai béo [8] tac gia di trinh bay mot phuong phap dua trén may chu dé
phat hién va phan biét cac loai 1ay nhiém botnet khac nhau dua trén cac kiéu C&C
cta botnet nhu dua trén IRC, dya trén HTTP hoac peer to peer (P2P). Théng qua cac
dac tinh luu luong mang botnet C&C vai luu lang mang hop 1€. Giai phap cua tac gia
dat hiéu qua c6 d6 chinh xac kha cao. Qua bai bao, ta c6 thé tham khao giai phap cho
hudng nghién ctru cia dé tai.

Trong bai bao [9] cac tac gia da co nhitng cai nhin tong quan va phan tich vé
hoc biéu dién (RL) gém nhitng wu diém, nhugc diém va cac phuong phap ky thuat
ctia hoc biéu dién, cling nhu nhitng hudéng can cai thién vé phuong phap hoc biéu

dién trong thoi gian t6i. Cac nghién ciru [10], [11] gitp ta c6 cai nhin téng quan va



c6 thé hiéu hon vé hoc biéu dién, tng dung cua may hoc trong viéc phat hién ra cac
xam nhap tin cong BotNet, va hiéu qua cao ctia phuong phap nay. Tir nhirng tai lidu
nay, cho thiy tiém ning cta cac tng dung nay.

Trong thap ky qua, nhitng nd lyc khoa hoc dang ké di duoc dau tu vao viée
phat trién cic phuong phap c6 thé cung cip kha ning phat hién botnet hiéu qua va
hiéu qua. Két qua 13, mot loat cac phuong phap phat hién dwa trén cac nguyén tic ki
thuat da dang va nhdm muc tiéu cac khia canh khéc nhau cua céc hién tuong botnet
da dugc xac dinh. Vi botnet dua vao Internet dé giao tiép véi ké tan cong cling nhu
dé thuc hién céc chién dich tan cong khac nhau, nén phan tich luu luogng mang la mdt
trong nhitng phuong tién chinh dé xac dinh sy ton tai ciia chung. Ngoai viéc dua vao
phan tich luu luong dé phat hién botnet, nhiéu phuong phap hién dai sir dung ki thuat
hoc mdy dé xac dinh luu lugng doc hai. Bai bao [12] trinh bay mot cudc khao sat vé
cac phuong phap phat hién mang botnet hién dai dua trén hoc may dé xac dinh luu
luong mang botnet. Bai bio cung cip mot cai nhin téng quan toan dién vé cac cong
trinh khoa hoc hién c6, do d6 gop phan hiéu rd hon vé cac kha nang, han ché va co
hoi cua viéc st dung hoc may dé xéac dinh luu lugng botnet. Hon nira, bai bao néu ra
cac kha ning cho sy phat trién trong tuwong lai ciia cac hé thong phat hién botnet dua
trén may hoc.

Phan tich cac chung tich dé lai tir botnet [13], hay con goi 1a phan tich phap y
botnet, gitip hiéu dugc ban chat ciia cac cudc tan cong va phuong thirc hoat dong ma
nhirng ké tan cong str dung. Cac cudc tAn cong botnet rat kho theo ddi vi tc do nhanh,
tinh chat “dich bénh” va quy mé nhé hon. May hoc hoat dong nhu mét lidu thudc
chira bach bénh cho cac van dé lién quan dén tin cong mang botnet. N6 khong chi
tao diéu kién phat hién ma con gitip ngin chin su tan cong cia bot. M6 hinh diéu tra
duoc dé xuit nd luc cai thién chit lugng két qua bﬁng cach phat hién toan dién mang
botnet va phan tich phap y. Kich ban nay da duogc ap dung trong tam sy két hop khac
nhau ciia ky thuat phan loai tong hop dé phét hién bang chimg botnet. Nghién ciru

cling dugc so sanh giita cac bo phan loai dua trén tip hop véi b phén loai duy nhét



stt dung céac tham sé khac nhau. Céac két qua cho thiy rang mé hinh duoc dé xuét co
thé cai thién do chinh x4c trén mot bo phan loai duy nhat.

Android 14 hé diéu hanh di dong phd bién nhit hién nay. Chinh vi thé nén
android da trd thanh muc tiéu cua phén mém nhiéu doc hai. Cac ung dung doc hai
duogc thiét ké dé bién thiét bi di dong thanh cac bot ¢ thé tao thanh mot phan cua
mang botnet 16n hon di trd nén kha phd bién, do d6 chung giy ra méi de doa nghiém
trong. Diéu ndy yéu cau cac phuong phap hiéu qua hon dé phat hién botnet trén nén
tang Android. Do d6, trong bai bao [14], cic tac gia trinh bay mot cach tiép can hoc
tap sau dé phat hién botnet Android dya trén Mang than kinh tich hop (CNN). H¢
thong phat hién botnet dugc dé xuat cia cac tac gia duoc trién khai dudi dang mo
hinh dua trén CNN duogc dio tao vé 342 tinh ning tng dung tinh dé phan biét gitra
ung dung botnet va ing dung binh thuong. M6 hinh phat hién botnet dugc dao tao
dugc danh gia trén mot tap hop 6.802 tng dung thuc c6 chira 1.929 botnet tir tap dir
liéu mang botnet ISCX cong khai. Két qua cho thy rang phuong phéap dua trén CNN
ctia ho c6 d6 chinh x4c tong thé cao nhat so voi cac bd phan loai hoc may phd bién
khac. Hon nita, két qua hi¢u suat duoc quan sat tir mo hinh cia ho tdt hon so vai két
qua duoc bao cdo trong cac nghién ctru trude ddy vé phat hién botnet Android dya
trén may hoc.

Botnet [15] 12 mbi de doa chinh ddi véi an ninh trén Internet. Kha niang phan
biét chinh x4c luu lwgng truy cap botnet voi luu lugng khong phai botnet ¢ thé gitip
giam thiéu dang ké cac botnet doc hai. Céc tac gia trinh bay mdt cach tiép can méi dé
phat hién botnet ap dung hoc sdu trén cac ludng goi tin TCP / UDP / IP. Trong két
qua thtr nghi¢m ctia ho véi moét tap dir liéu 16n, nhém tac gia da thu dugc do chinh
xéac 99,7% dé phan loai luu lugng truy cap P2P-botnet. Didu ndy c6 thé noi lén rang
nghién ctru ctia ho c6 do chinh xac bang hodc tét hon so véi cac phuong phap phat
hién botnet thong thuong, dong thoi giam thiéu nd luc vé k¥ thuat tinh nang va lya
chon tinh nang.

Botnet [16] hién 12 nguyén nhén chinh cho nhiéu cudc tin céng mang, chiang

han nhu tin cong DDoS va thu rac. Tuy nhién, hau hét cac phwong phép phat hién



truyén thdng chu yéu dua vao cac tiéu chi phat hién gdm nhiéu giai doan va duoc
thiét ké cha yéu 13 dya trén kinh nghiém. Trong bai bao ndy, cic tac gia xem xét
nhirng thach thirc vé thiét ké mang no-ron khi st dung cac k¥ thuat hoc sau hién dai
dé tim hiéu cac chinh sach phat hién botnet tu dong. Dé tao dit liéu dao tao, cac tac
gia d4 tong hop cac két ndi mang botnet v6i cac mau giao tiép co ban khac nhau dugc
phu trén cac mang thue quy mé 16n dudi dang tap dir liéu. Dé nim bt ciu tric phan
cAp quan trong cia cic mang botnet tip trung va cdu trac tron nhanh cho cic mang
botnet phi tap trung, ho diéu chinh biéu do mang than kinh (GNN) dé phat hién cac
thudc tinh ctia cac ciu trac nay. Két qua thir nghiém cho thiy cac GNN c6 kha ning
nam bét ciu trac mang botnet tot hon so vdi cac phuong phap khong hoc trude khi
duoc dao tao vdi dit liéu thich hgp va cac GNN sau hon rat quan trong dé hoc céc cdu
tric mang botnet kho. Cac tac gia tin rang dir liéu va nghién ctru ctia ho c¢6 thé hiru
ich cho ca cong déng hoc tap dd thi va an ninh mang.

Botnet [17] 14 cac vector ma qua d6 tin tic c6 thé chiém quyén kiém soat nhiéu
hé théng va tién hanh céc hoat dong doc hai. Cac nha nghién ciru di dé xuit nhiéu
giai phap dé phat hién va xac dinh cac mang botnet trong thoi gian thuc. Tuy nhién,
nhitng giai phap dugc dé xut nay c6 nhitng diém kho khin khi bat kip v6i sy phat
trién nhanh chong ctia mang botnet. Bai bio nay dé xuat mot mo hinh phat hién botnet
bﬁng cach st dung hoc sau dé xac dinh cac cudc tan cong botnet zero-day trong thoi
gian thuyc. M6 hinh dé xuat dugc dao tao va danh gia trén tap dir licu CTU-13 véi
nhiéu thiét ké mang no-ron va cac 16p an. Két qua chirmg minh rang mé hinh mang
than kinh ngh¢ thuat hoc sau c6 thé xac dinh chinh x4c va tién loi cac botnet.

Nhitng tién bd cua Internet dd cho phép két ndi nhiéu thiét bi hon vao cong
nghé nay mdi ngay. Sy xuat hién ciia Internet of Things da tong hop su ting trudng
nay. Thiéu bao mat trong thé gi6i IoT khién céc thiét bi nay tré thanh muc tiéu néng
cho bon t0i pham mang thuc hién cac cudc tAn cong dong ddc hai cua ching. Mot
trong nhitng hanh dong nay 1 cudc tin cong Botnet, mdt trong nhitng mbi de doa pha
hoai chinh d3 phat trién tir nim 2003 thanh nhiéu dang khac nhau. Cudc tin céng nay

la mot mdi de doa nghiém trong doi voi an ninh va quyén riéng tu cua thong tin. Kha



ning mé rong, ciu trac, stcc manh va chién luge cia né ciing dang dugc phat trién
lién tuc va n6 da ton tai trong nhiéu thap ky. Bot [18] dugc dinh nghia 1a mot (rng
dung phén mém thyuc hién mét sd tic vu tu dong (don gian nhung co cAu tric lap di
lap lai) qua Internet. Mot s6 bot tao ra mot mang botnet 1ay nhiém sang mot so thiét
bi va giao tiép v6i bo didu khién cua chiing dwoc goi 1a botmaster dé nhan huéng din
cua chung. Mot mang botnet thuc thi cac nhi€ém vu véi tbc do khong thé duoc thuc
hién boi mot con nguoi. Ngdy nay, cac hoat dong cua bot duoc che gidu giita cac
ludng web binh thuong va chiém hon mét ntra luu lugng truy cap web. Viéc sir dung
bot nhiéu nhat 14 trong viéc khai thac web (trinh thu thap thong tin web), trong do tap
1énh ty dong tim nap, phan tich va tép thong tin tir cac may chu web. Chung cling gép
phan vao cic cudc tin cong khac, chang han nhu DDoS, SPAM, danh cip danh tinh,
Itra ddo va gian diép. Mot s6 ky thuat phat hién botnet da duoc dé xuat, chéng han
nhu dya trén honeynet va Hé théng phéat hién xam nhap (IDS). Cac k¥ thuat nay
khong con hiéu qua nira do sy cip nhat lién tuc cua cac bot va co ché trdn tranh cua
chang. Gan day, cac ky thuat phat hién botnet dua trén may hoc / hoc sau da dugc dé
xudt c6 nhiéu kha ning hon so véi cac k¥ thuat di dé cap trude ddy. Trong nghién
curu nay, cac tac gia dé xuat mot cong cu dua trén hoc tap sau dé phat hién botnet s¢
dugc st dung trong loT va cac thiét bi deo duoc. Trong hé théng nay, dir liéu luu
lugng mang binh thudng va mang botnet duoc chuyén dbi thanh hinh anh trudc khi
duogc dua vao mot mang no-ron phirc hop sau, dugc dat tén la DenseNet c6 va khong
tinh dén qua trinh hoc chuyén giao. Hé thong duoc trién khai bang ngon ngir 1ap trinh
Python va Bo dit liéu CTU-13 dugc st dung dé danh gia trong mot nghién ciru. Theo
két qua mo phong cia cac tac gia, st dung hoc chuyén giao c6 thé cai thién do chinh
xac tr 33,41% 1én dén 99,98%. Ngoai ra, hai bo phan loai khac ctia May vecto hd tro
(SVM) va héi quy hau can di dugc sir dung. Ho cho thdy do chinh x4c lan luot 13
83,15% va 78,56%. Trong mot nghién ctru khac, cac tac gia danh gia hé thong ciia ho
bﬁng mot tap dir li¢u binh thuong tryc tiép ndi bd va mot tap dir licu botnet duy nhat.
Tuong tu, hé théng thuc hién rat tdt viéc phan loai dir li€u trong cac nghién clru nay.

Dé kiém tra kha nang ing dung thoi gian thuc ciia hé thong, cac tac gia do thoi gian



dao tao va kiém tra hé théng. Theo kiém tra cta ho, phai mat 0,004868 mili gidy dé
xtr Iy mdi goi tir dit liéu luu lugng mang trong qua trinh thir nghiém.

Nhén xét danh gia: qua cac bai bao nhin chung c6 nhiéu nghién ctru dwa ra mo
hinh phan tich danh gia dua trén cac dac trung img dung cac thuat toan trong may
hoc dé phat hién cac loai botnet. K&t qua nghién ctru kha da dang va déu cho két qua
kha quan. Tuy nhién, viéc ning cao hiéu qua hon nita dé phat hién cac tin cong botnet
v6i murc do phat trién cong nghé vii bao nhu ngdy nay 1a mot nhu cau thiét yéu. Trong
d6 viéc g dung may hoc véi k¥ thuét representation learning dé phat hién botnet

cling dugce xem nhu 1a mot giai phap can thiét.
3. Muc dich nghién ctiru

Muc ti€u chinh cua nghién ctru: “Xay dung mé hinh may hoc st dung phuong
phap representation learning dé phat hién tan cong botnet nham nang cao d chinh
xac cua phat hién”.

Ttr muc tiu trén, ludn vin s& c¢6 nhitng muc tiéu cu thé nhu sau:

Nghién ciru co s 1y thuyét vé tn cong Botnet, cac ki thuat phat hién ra tan
cong botnet.

Nghién ctru vé thudt todan may hoc Representation Learning, cac wu diém
nhuoc diém va dic tinh cua phuong phap nay.

Nghién ctru va thu thap bo dit lidu lién quan téi tin cong botnet, malware. .. dé
nham phét hién ra botnet. Tir d6 xay dung mé hinh dy bao / canh bao tin cong botnet
thong qua dir liéu huan luyén.

Nghién ctru xay dung g dung phat hién tin cong botnet thong qua md hinh

du bao vdi representation learning.
4. Pdi twong va pham vi nghién ciu
4.1. Poi twong nghién ciu

Dbi twong nghién ctru 1a hé théng phat hién tdn cong bot net bang may hoc

thong qua phuong phap representation learning, cu thé 1a:
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Tim hiéu téng quan vé Bot, Botnet.

Tim hiéu cic dic trung cta Botnet.

Tim hiéu téng quan cac k¥ thuat phat hién Botnet.

Nghién ctru vé representation learning trong hoc méy.

Nghién ctru chinh 14 phat hién tin cong Botnet thong qua may hoc st dung
phuong phap representation learning.

Nghién ciru cac ky thuat may hoc phd bién nhu R, MatLab, Python... dé xay
dyng mé hinh phat hién tin cong bang phuong phap may hoc.

4.2. Pham vi nghién c@u

Mo phong thuc hién trong mang LAN nho (tir 3~5 may) c6 mot s6 may chi
40 o két ndi Internet nhiém ma doc Botnet.

Hoac thur nghiém tai phong lab trung tam tich hop dir liéu cua tinh Tay Ninh.
5. Phwong phap nghién ciru

Phwrong phdp Iudn: Dua trén co so 1a cac 1y thuyét vé tin cong mang Botnet,
phuong phap representation learning trong may hoc.

Du kién tng dung RL dé x4y dung mot trong cac mo hinh sau: representation
learning c6 giam sat, khong giam sat va hoc sau. Dy kién tng dung dua trén tap dit
liéu phan loai cac ddu vét cac luu luong truy cdp mang hop 18 va luu luong truy cap
mang cua Botnet hoac st dung tip dir liéu botnet CTU-13 tai

https://mcfp.felk.cvut.cz/publicDatasets/CTU-13-Dataset/ dé nghién ctru, tng dung.

Phwong phdp ddanh gid dwa trén co sé todn hoc: Trén co s 1y thuyét cia
representation learning, dua ra dé xuat thuat toan thong qua viéc xay dung mé hinh
detect botnet, co kha nang phat hién tan cong Botnet voi do chinh xac cao. Tur d6
danh gia hi¢u qua ctia mo hinh.

Phuong phdp déanh gid bang mé phong thuc nghiém: Xay dung mo hinh mo

phong va dua vao thuc nghiém.


https://mcfp.felk.cvut.cz/publicDatasets/CTU-13-Dataset/
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CHUONG 1. TONG QUAN TAN CONG BOTNET
VA REPRESENTATION LEARNING

1.1. Téng quan vé tin céng Botnet
1.1.1. Botnet la gi?

Botnet [19] dang ndi 1én nhu mdt mbi de doa dang ké nhat ma hé sinh thai truc
tuyén va tai san mdy tinh phai doi mat (Hinh 1.1). Mang botnet doc hai 1a cac nén
tang may tinh phan tan chii yéu duoc sir dung cho cac hoat dong bt hop phap nhu
khai chay cac cudc tan cong DDoS, giri thu rac, trojan va email lira dao, phan phéi
bat hop phap phan mém va phuong tién vi pham ban quyén, danh cip thong tin va tai
nguyén may tinh, téng tién hé théng kinh doanh dién tur, thyc hién gian 1an nhép chuot
va danh cap danh tinh [3, 4]. Uu diém cua botnet 1a kha ning cung cép tinh ning 4n
danh thong qua viéc sir dung kién tric diéu khién va 1énh nhiéu ting (C&C). Hon
nita, cac bot riéng 1¢ khong thudc sé hiru thuc ctiia quan tri vién bot va co thé duogc
dit & mot sb dia diém trén toan cau. Su khac biét vé mai gi0, ngon nglr va luat phap
khién viéc theo ddi cac hoat dong botnet doc hai trén khip cac bién giéi qudc té tro
nén kho khan [2, 5]. Pac diém nay lam cho botnet tré thanh mot cong cu hép dan d6i

v6i1 t01 pham mang va trén thyc t€ 1a mgt moi de doa 16n do1 véi an ninh mang.
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Hinh 1.1: Vi du vé botnet [3]
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Mang botnet [2] 1a mot mang ludi cac may tinh bj xAm nhép, duoc diéu khién
tr xa, dugc st dung cho cac myc dich x4u. Cac hé théng hodc may chu bi nhiém trong
mot mang botnet dugc goi 1a Bots va bo diéu khién ctia mot mang botnet dugc goi la
bot-master. La mang 16p phii khong 10, botnet 12 nén tang hd trg phtic tap dé tan cong
ngudi khac bang cach duy tri quyén kiém soat mot s lwong 16n may tinh va cac thiét
bi khac. Vong doi cta botnet bao gdbm mot sb bude bat dau tir khi bot-master lay
nhiém cho nan nhan qua phén mém ddc hai, v.v... Bot bi nhiém két ndi vi cac C&C
bang cach st dung HTTP, IRC hoic bét ky giao thirc khac. Bot-master gtri 1énh dén
bot bang méy chit C&C va tir tir tao ra mot doi quan bot (Hinh 1.2).

Mirai at a Glance

Command &
Control
DDOS for
Hire User
Adtack Traffic

s~ = @
¢ m g g g g = Bet Master

‘——— O
DDoS Victim Botnet Nodes

Report Server

Scanning Internet A — -
for New Nodes — Y

Malware Loader

Hinh 1.2: So' dé c4ch thic tin cong cia Botnet [3]

Mang botnet [19] la mot mang ludi cac may tinh bi xdm nhap duoc goi la
"Bots" dudi su diéu khién tir xa ciia nguoi diéu hanh con nguoi dugc goi 1a
"Botmaster". Thuat ngit "Bot" c6 ngudn gdc tir tir "Robot"; va twong tu nhu robot,
bot duoc thiét ké dé thuc hién mot sd chuc nang dugc xac dinh trudc theo céach tu
dong. Noi cach khac, cac bot riéng 1é 1a cac chuong trinh phan mém chay trén may
tinh cht cho phép quan tri vién bot diéu khién cac hanh dong cia may chu tir xa [19].
Céc botnet dit ra mot mdi de doa dang ké va ngay cang gia ting d6i v6i an ninh mang

vi chung cung cap mot nén tang phéan tan cho nhiéu hanh vi khong gian mang.
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1.1.2. Cdu trac cia Botnet

Mot Botnet thuong c6 mot trong hai dang nhu sau:

M® hinh client - server (m6 hinh khach - chi)

Trong cAu trac ctia md hinh client — server (Hinh 1.3), mot mang sé& duoc thiét
1ap két ndi véi mot may chu tir d6 hoat dong nhu botmaster. Botmaster nay s& kiém
soat viéc truyén tai thong tin tir may khach dé thiét 1ap céc lénh va diéu khién cac
thiét bi khach khac. M6 hinh hoat dong boi su trg giup ctia C4c phan mém dic biét va
n6 cho phép botmaster gitr quyén kiém soat. Tuy nhién, md hinh nay ton tai mot vai
nhugc diém nhu chi c6 mot diém kiém soét va c6 thé dinh vi mot cach dé dang. Ngoai

ra, véi mo hinh client — server néu may chu bi pha huy thi botnet s& "chét".

-~
—/@\D

Hinh 1.3: M6 hinh client — server [3]

Mo hinh peer-to-peer (ngang hang)

V&i muc tiéu khic phuc nhuoc diém cua viéc chi dua vao mot may chu tap
trung thi cac botnet da phat trién va két ndi voi nhau duéi dang ciu triic ngang hang
(Hinh 1.4). Trong md hinh ngang hang, mdi mét thiét bi duoc két ndi s& hoat dong
mot cach doc 1ap nhu mot client va server, ching phéi hop v6i nhau dé cap nhat va
truyén tai thong tin qua lai. Cau triic botnet st dung mé hinh ngang hang manh hon

do khong c6 noi diéu khién tap trung duy nhat.
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Hinh 1.4: M6 hinh peer-to-peer [3]
1.1.3. Céc loai tdn cong Botnet

Distributed Denial of Operations Service (DDoS)

Céc cudc tan cong DDoS c6 thé sir dung Botnet nham muc dich pha huy két
nbi va dich vu mang bang cach lam qua tai tai nguyén tinh toan hozc lam tiéu tén
bang thong cua muyc tiéu. Nhirng cudc tin cong TCP SYN va UDP flood 13 nhiing
cudc tan cong duoc thuc hién pho bién nhat. Ngoai ra, khong chi giéi han & pham vi
may cha web, cac cudc tdn cong DDoS ¢on c¢6 thé nham muc tiéu vao bat ky dich vu
nao két ndi voi Internet. Bing cach ding HTTP flood 18n trang web ctia nan nhan,
muic ¢ nghiém trong cuia Cac cudc tin cong con cé thé duoc ting 1én (hinh thic nay
goi 1a spidering — dugc tién hanh nham ting tai hiéu qua).

Phat tan thuw rac va giam sat luu lwong

MG&i bot ¢6 thé duoc ding dé xac dinh sy xuét hién cta di liéu nhay cam trong
cac may tinh bi nhiém; xac dinh vi tri cic botnet phia ddi thi néu ching duoc cai dat
trong cing mot may. Mot sb bot c6 thé md giao thirc proxy SOCKS v4/v5, mét khi
proxy SOCKS duoc kich hoat trén may tinh bi nhiém thi né c6 thé dugc ding cho
nhiéu myc dich khac nhau, chang han nhu phét tan thu rac (hay con goi 1a spamming).
Bang cach str dung packet sniffer, bot theo dai thong tin hay dit liéu duoc truyén boi
may bi xAm nhap, tir d6 sniffer co thé truy xuat cic thong tin nhay cam cua nguoi

ding nhu nguoi ding nhap va mat khau.
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Keylogging

Véi su hd tro cia keylogger, viéc botmaster danh cap dir liéu va lay thong tin
nhay cam d3 trd nén d& dang hon. Khi sir dung chwong trinh nay ké tin cong c6 thé
thu thap cac phim dugc nhap vao trong PayPal, Yahoo, v.v... OSX/XSLCmd — mot
loai phan mém gian diép c6 kha ning chuyén tir Windows sang OS X, c6 thé thuc
hién keylogging va chup man hinh.

Ddnh cip danh tinh hang loat

Céc loai bot khac nhau c6 thé két hop lai dé trién khai hanh vi trom cép danh
tinh voi quy mé 16n, day ciing 14 mot trong nhitng hanh vi pham t6i ¢6 toc do phat
trién nhanh nhat. Bot giri email spam dé chuyén hudng luu lugng truy cap dén cac
website gia mao mang chtrc nang dai dién cho bot nham thu thap dit liéu ca nhan.
Thém vao do, bot ¢ thé dugc st dung véi danh phén 13 cong ty hop phap va yéu cau
ngudi dung g cac thdng tin ca nhan cta ho nhu: tai khoan ngan hang, mat khau, chi
tiét thué, chi tiét thé tin dung, v.v... Hanh vi danh cép danh tinh hang loat duogc trién
khai bang cach sir dung C4c email phishing lira nan nhan nhap thong tin diing nhap
cua ho trén cac trang web nhu Amazon, eBay, hoac tham chi ngay ca ngan hang.

Lam dung viéc trd tién cho méi lan nhdp

Ung dung mang tén AdSense (Google) cho phép cac website hién thi quang
c4o Google dé huong loi nhuén tir chiing. Chu so hitu trang web s& dugc Google tra
tién dua trén s6 1an nhap cta ngudi ding vao quang céo ciia ho. May bi nhiém botnet
s& dugc str dung dé ty dong nhip vao quang céo tir d6 lam ting sé 1an nhap duoc gui
dén cong ty.

Lay lan botnet

Botnet c6 kha ning lay lan tir botnet nay sang botnet khac bang cach thuyét
phuc nguoi dung tai vé chuong trinh hay tng dung nao dé théng qua HTTP, email,
hay FTP. Thong thuong, virus st dung botnet dang nay s€ dugc phat tan qua chinh

cac email nay.
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Phéin mém quéng cdo

Phan mém quang cdo duoc dung voi muc dich thu hut ngudi dung bang cac
quang cdo trén cac website hodc tng dung. Cc quang céo ndy xudt hién ma khong
can su cho phép tir nguoi ding, trong d6 quang cdo gdc di bi thay thé bang phan mém
quang cdo lira déo, chiing s& tién hanh 1y nhidm vao hé thong khi cd bit ky ngudi
ding vao nhap vao. Phin mém quang c4o nhin qua c6 vé vo hai nhung ban chit né
tuong ty nhu phan mém gian diép thu thap di liéu tir trinh duyét ngudi dung. St dung
phan mém chin quang cdo co thé gitp ta thoat khoi phan mém quang cao nay. Hién
nay, tuy c6 rat nhiéu phan mém chin quang cio (c6 tra phi hay mién phi) nhung tot

nhat ta nén tin ding phan mém c6 gidy phép, uy tin.
1.2. Cac dac trung cia Botnet

Gidng nhu céac thé hé vi rat va sau trudce ddy, bot 1a mot ing dung ty lan truyén
dé 1ay nhiém cho cac may chu d& bi tin cong thong qua cac hoat dong khai thac dé
mo rong pham vi tiép can ciia chiing. Cac phuong phap 1ay nhiém bot twong tu nhu
cac 16p phan mém doc hai khac tuyén dung cac hé thong dé bi tin cong bang cach
khai thac cac 16 hong phan mém, chén trojan, ciing nhu cac k¥ thuat xa hoi dan dén
tai xuéng ma bot doc hai. Theo cac nghién ciru do ludng trong cic chwong trinh hién
dai dugc trang b1 mot s6 vecto khai thac dé cai thién co hoi khai thac. Tuy nhién,
trong s6 cac loai phén mém ddc hai khac, dic diém xac dinh cua mang botnet 1a viéc
str dung cac kénh ra 1énh va diéu khién (C&C) ma qua d6 chung c6 thé duoc cap nhat
va chi dao. Kién trac C&C nhiéu ting ctia botnet cung cap tinh 4n danh cho botmaster.
Céac kénh C&C c6 thé hoat dong trén mot loat cac cAu trac lién két mang logic va su
dung cac giao thic truyén thong khac nhau.

Botnet thuong dugc phén loai theo kién triic chi huy va diéu khién cua chung.
Theo kién trac 1énh va diéu khién ciia chung, cac botnet c6 thé dugc phan loai thanh
botnet dua trén IRC, dua trén HTTP, dua trén DNS hodc ngang hang (P2P). Cac
botnet P2P str dung giao thirc P2P gan day dé tranh mot diém 151 duy nhat. Hon nira,
céc botnet P2P kho xéac dinh vi tri, tit may, giam sat va chiém quyén diéu khién hon.

Tuy nhién, theo phan tich trong cac mang botnet phd bién nhat dya trén IRC véi co
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ché diéu khién va ra 1énh tap trung. Giao thuc IRC ban dau duge thiét ké cho céc
phong tro chuyén xa hoi 16n dé cho phép mét sé hinh thirc giao tiép va pho bién di
lidu gitta mot sb lugng 16n cac may chu cudi cing. Su phd bién 16n cia mang botnet
dua trén IRC 14 do tinh linh hoat va kha niang mé rong von co6 cua giao thirc nay. Hon
nita, c6 mot s trién khai ma ngudn mé cho phép quan tri vién thuc vat c6 thé mo
rong chung theo yéu cdu cua ho.

Mot mang botnet dién hinh c6 thé dugc tao va duy tri trong nim giai doan bao
gém: lay nhiém ban dau, tiém tha cép, két ndi, ra 1énh va kiém soat doc hai, cap nhat

va bao tri. Vong doi nay dugc mo ta trong Hinh 1.5.

Botet Botnetmaster

@ Malicious Command & Control

. Maintenance & Update

C&C Servers

‘ Initial Infection ’ Secondary Injection

. Connection

( @ Malicious Command & Control
R @ Maintenance & Update

Vulnerable Host

Hinh 1.5: Vong dai cia Botnet [19]

Trong giai doan lay nhiém ban dau, ké tin cong s€ quét mot mang con muc
tiéu dé tim 16 hong da biét va lay nhiém viao may nan nhan thong qua cic phuong
phap khai thac khac nhau. Sau khi 14y nhiém ban dau, trong giai doan tiém thu cap,
cac may chi bi nhiém thuc thi mét tap 1énh duoc goi 1a ma trinh bao. Ma shell tim
nap hinh dnh ctia nhi phan bot thuc té tir vi tri cu thé thong qua FTP, HTTP hoac P2P.

H¢ nhi phan bot ty cai dat trén may muc ti€u. Sau khi chuong trinh bot dugc cai dat,
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mAy tinh nan nhén s& chuyén sang dang “Zombie” va chay ma doc. Ung dung bot tu
dong khot1 dong mdi khi khoi dong lai zombie. Trong giai doan két néi, chuong trinh
bot thiét 1ap kénh chi huy va diéu khién (C&C), dong thoi két ndi thady ma véi may
chu chi huy va diéu khién (C&C). Khi kénh C&C duoc thanh 1ap, thay ma tré thanh
mot phan cua d6i quin botnet cia ké tin cong. Sau giai doan két ndi, cac hoat dong
diéu khién va chi huy botnet thuc té s& dugc bat dau. Quan tri vién bot sir dung kénh
C&C dé phé bién 1énh cho doi quan bot ciia minh. Cac chuong trinh bot nhan va thyc
hién céac lénh duoc giri boi botmaster. Kénh C&C cho phép quan tri vién bot diéu
khién tir xa hanh dong cuia mdt sb lugng 16n bot dé tién hanh céc hoat dong bat hop
phap khac nhau.

Giai doan cubi 1 duy tri bot sdng dong va cap nhat. Trong giai doan nay, cac
bot duoc 1€nh tai xuéng mot tép nhi phan dugc cap nhat. Bo diéu khién bot co thé can
cap nhat mang botnet cua ho vi mot s6 1y do. Vi du: ho co thé can cap nhat nhi phan
bot dé tranh céc ky thuat phat hién hoac ho co thé c6 y dinh thém chirc nang mai vao
doi quan bot cua minh. Hon nira, d6i khi nhi phan dugc cap nhat di chuyén cac bot
sang mot may chu C&C khac. Qua trinh nay duoc goi 1a qua trinh di chuyén may chu
va no rét hitu ich cho céac quan tri vién bot dé gilr cho mang botnet ctia ho ton tai. C4c
nha quan tri thuc vat c¢b ging giir cho cac mang botnet ctia ho vo hinh va di dong bang
cach sir dung Dynamic DNS (DDNS), 13 mét dich vu phan giai tao diéu kién cho cac
cap nhat va thay doi thuong xuyén & cac vi tri may chil. Trong trudng hop co quan
chtrc nang lam gian doan may chu C&C tai mdt dia chi [P nhét dinh, quan tri vién bot
c6 thé dé dang thiét 1ap mot phién ban may chu C&C khac ¢ cung tén tai mot dia chi
IP khéc. Cac thay ddi vé dia chi IP trong cac may chit C&C truyén gan nhu ngay 1ap
tirc dén cac bot do gia tri thoi gian ton tai ngan (TTL) dbi véi cac tén mién do nha
cung cap DDNS dit. Do do, cac bot s& di chuyén dén vi tri may chi C&C mdi va van

ton tai.
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1.3. Tong quan cac k¥ thuat phat hién va co ché phong vé Botnet
1.3.1. Phét hién dwa trén cha ky - Signature-based Detection

Kién thirc vé cac chit ky hitu ich va hanh vi ciia cic mang botnet hién c6 rat
hitu ich cho viéc phat hi¢n botnet. Vi dy, Snort [24] 1a m{t hé théng phat hién xam
nhap mi ngudn mé (IDS) theo ddi luu lwong mang dé tim ra cac dau hiéu xAm nhap.
Gidng nhu hau hét cac hé théng IDS, Snort dugc ciu hinh véi mot tdp hop cac quy
tac hodc chit ky dé ghi lai luu luong truy cap duoc cho 13 dang ngo [24]. Tuy nhién,
cac k¥ thuat phat hién dua trén chit ky c6 thé dugc sir dung dé phat hién cac mang

botnet d biét. Vi vay, giai phap nay khong hitu ich cho cac bot khong xéc dinh.
1.3.2. Phat hign dwa trén diém bt thuong - Aomaly-based Detection

Céc k¥ thuat phat hién dua trén su bat thuong ¢ gang phat hién cac botnet
dua trén mot sd diém bat thuong vé luu lugong mang nhu 4o tré mang cao, luu lugng
16n, luu lugng truy cip trén cac cong bat thuong va hanh vi hé thong bat thudng c6
thé cho thr?'ly su hién dién cua bot doc hai trong mang. Mac du cac k¥ thuat phat hién
di thuong giai quyét dugc van dé phat hién cac mang botnet khong xac dinh, nhung
céc van dé v4i phat hién bat thuong c6 thé bao gdm viéc phat hién mang IRC c6 thé
13 mdt mang botnet nhung chua duoc str dung dé tin cong, do d6 khong c6 bat thuong.
Pé giai quyét van dé nay, Binkley va Singh di dé xuat thuat todn khong hiéu qua két
hop phat hién bat thudng dua trén TCP véi ma thong bao IRC va thong ké tin nhin
IRC d¢é tao ra mot hé thong c6 thé phét hién rd rang cac botnet ctia khach hang. Thuat
toan nay ciing c6 thé tiét 1 cic may chii bot. Tuy nhién, cach tiép can ciia Binkley c6
thé dé dang bi danh bai chi br:?mg cach st dung mot mat ma tam thuong dé m3 hoa cac
1énh IRC. Nam 2007, Karasaridis va cong sy [20] da trinh bay mot thuat toan dé phat
hién va m6 ta dic diém cua botnet bang cach str dung phan tich thu dong dua trén dit
lidu ludng trong 16p truyén tai. Thuat toan ndy c6 thé phat hién cac giao tiép botnet
dugc ma hoa. No giup dinh luong kich thudc cia mang botnet, xac dinh va mo ta dac
diém hoat dong ctia chung ma khdng can tham gia mang botnet. Gan day, Gu et al.

da dé xuat Botsniffer sir dung tinh nang phat hién bat thuong dwa trén mang dé xac
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dinh céc kénh botnet C&C trong mang cuc bd. Botsniffer dua trén quan sat r?mg cac
bot trong cung mot mang botnet co thé sé& thé hién su déng bd hoa rat manh trong cac
phan hdi va hoat dong cua ching. Do dé, nd sir dung mot sb thudt toan phan tich
tuong quan dé phat hién méi tuong quan khong gian-thoi gian trong luu lugng mang

v6i ty 16 duong tinh gia rat thap.
1.4. Tong quan cac wng dung hoc may vé phat hién tan céng Botnet

Dua theo nghién ctru ctia Mustafa Alshamkhany va cac cong sy [21] dugc
cong bd vao nam 2020, ching ta s& tim hiéu vé mot s6 thuat toan machine learning
dung dé phat hién botnet.

Mot sb thuat toan machine learning hién nay thuong dugc st dung dé phat
hién tan cong botnet 12 gdm cac thuat toan: Naive Bayes (NB), K-Nearest Neighbor
(k-NN), Support Vector Machine (SVM), Decision Tree (DT)

1) Naive Bayes (NB) with Gaussian probabilities- mot bo phéan loai xac suét
st dung dinh 1y Bayes va gia dinh su doc 1ap co diéu kién gilra cac dac diém khac
nhau cua tap dit liéu. NB udc tinh xac suit ctia 16p dua trén tdp huan luyén.

2) K-Nearest Neighbor (k-NN) - mot thuat toan khong tham sé duoc sir dung
dé phan loai va hoi quy. Pé du doan 16p, mé hinh chi dinh 16p ctia mau thtr dua trén
phan 16n k 14n can gan nhit cia miu thir da cho do.

3) Support Vector Machine (SVM) véi nhan phi tuyén, cu thé 1a ham co so
xuyén tam (RBF) - tao ra mét ranh gi6i quyét dinh dua trén cac mau cua cac 16p khac
nhau. Hinh dang ciia ranh gi6i quyét dinh dugc tao dwa trén chirc nang hat nhan duoc
sir dung va cic siéu tham sé chinh nhu C diéu khién sy cAn bang giita do tron ciia
ranh gidi quyét dinh va tinh dang din cta phan loai va gamma xac dinh anh hudng
clia cac diém dir liéu 'phan b trén hinh dang cia ranh gidi quyét dinh.

4) Decision Tree (DT) - mot md hinh phan loai dang cay trong d6 mdi nut
trong cdy chi dinh mot bai kiém tra trén mot ddi twong dia 1y va mdi nhanh giam dan

tir nit d6 twong Ung v4i mot trong cc gia tri c6 thé ¢ cho ddi tuong dia 1y do.
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1.5. Mang no-ron va Deep Learning
1.5.1. Mang no-ron

Neural network [22] hay con goi la mang no-ron dugc xay dung dua trén mang
no-ron sinh hoc. N6 1a mot mang lugi gém cac nat duoc két néi véi nhau — goi 13 no-
ron va cé&c canh ndi ching lai v&i nhau. Nhiém vu chinh cia mang no-ron la nhan vao
mot tap dau vao, thuc hién cac phép tinh toan phic tap va sau do sir dung dau ra dé
giai quyét van dé. Mang no-ron la mot mang c¢6 cau tric va nhiéu 16p (layer). Mot

mang no-ron ¢6 3 I6p chinh 1a: input, hidden va output.

A
i

s
o§

output layer
input layer
hidden layer 1 hidden layer 2
Hinh 1.6: Mang no-ron véi hai lép hidden [22]

MOdi két nbi gidng nhu khép than kinh trong ndo sinh hoc, ¢é thé truyén tin
hiéu dén céc té bao than kinh khac. Mot no-ron nhan maot tin hiéu sau do6 xir Iy n6 va
c6 thé phat tin hiéu cho cac no-ron khac két néi véi nd. "Tin hiéu" tai mot két ndi
(hay canh) 1a mot s6 thuc va dau ra caa mdi no-ron duoc tinh bang mét sé6 ham phi
tuyén tinh (con duoc goi 1a ham kich hoat hay activation funtion) cua tong cac dau
Vvao ciia nd. Cac no-ron va cac canh thuong cd trong sé duoc diéu chinh khi qué trinh
hoc tap dién ra (trong sb nay duoc goi 12 bias ddi voi cac no-ron va weight ddi véi
c4c canh). Trong sé lam tang hoic giam cudng do cua tin hidu tai mot canh. Céc no-
ron cd thé c6 ngudng sao cho tin hiéu dugc guri di chi khi tin hiéu tong hop vuot qua

ngudng do, khi do cac output cuaa I6p nay s€ la input cua lop phia sau. Thong qua viéc
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lap lai cac budc trén, mang noron hoc théng qua nhiéu 16p va cac no-ron rdi sau do

két hop lai & 16p cudi cung dé cho ra mot du doan.
1.5.2. Deep Learning

Khi ma kha ning tinh toan ctia cac may tinh ngay cang dugc nang 1én mot tam
cao méi va luong dir liéu ngay cang khong 16, Machine Learning (ML) da tién thém
mot budce dai va mot linh vuc méi dugc ra doi goi 1a Deep Learning. ML [23] la mot
tap hop con cua Al cung cdp cho may tinh kha nang tu dong hoc hoi dua trén dit liéu
dua vao ma khong can phai duogc lap trinh cu thé. Do d6, hoc may 1a mot phuong
phap gilip may moc giai quyét van dé bang cach dat duoc kha ning suy nghi. Trong
khi d6 Deep Learning [1] lai tap trung giai quyét cac van dé lién quan dén mang than
kinh nhan tao nham nang cip cac cong nghé nhu nhan dién giong noi, thi giac may
tinh va xir ly ngdn ngir tw nhién. Chi trong thoi gian ngan, Deep Learning da gitip
may tinh lam dwoc rat nhiéu cdng viéc phic tap nhu: chinh mau cho anh den trang,
thém am thanh vao phim cam, dich may tu dong, phan loai cac ddi tugng trong anh,
tao chit viét tay tu dong, tao phu dé cho hinh anh,... Ngoai ra con rat nhiéu linh vuc
khac da dugc don gian hda va nang cao hiéu qua hoat dong vai su tro gilp cua Deep

Learning.

ARTIFICIAL INTELLIGENCE

Programs with the ability to
learn and reason like humans

MACHINE LEARNING
Algorithms with the ability to learn
without being explicitly programmed

DEEP LEARNING

Subset of machine learning
in which artificial neural

networks adapt and learn
from vast amounts of data

Hinh 1.7: Méi lién hé giira Al, Machine Learning va Deep Learning [1]
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1.6. Téng quan vé Representation Learning

Nhiéu tac vu xtr Iy thong tin c¢6 thé rat dé hodc rat kho tuy thudc vao cach
thong tin duoc biéu dién. Dy 1a nguyén tic chung 4p dung cho cudc sdng hang ngay,
khoa hoc may tinh ndi chung va hoc may. Vi du, mot nguoi s€ don gian la chia 210
cho 6 bang cach sir dung phép chia dai. Nhiém vu tré nén kém don gian hon dang ké
néu thay vao d6 n6 dugc dit ra béng cach str dung biéu dién s La M3 cua cac con
s6. Hau hét nhitng ngudi hién dai duoc yéu cau chia CCX cho VI s& bat dau bang
cach chuyén do6i cac s6 sang biéu dién chir sé A Rap, cho phép cac quy trinh phan
chia dai str dung hé thdng gia tri vi tri. Cu thé hon, ching ta c6 thé dinh luong thoi
gian chay tiém cén cila cac hoat dong khac nhau bang cach sir dung cac biéu dién phu
hop hodc khong phit hop. Vi du: chén mét s6 vao vi tri chinh xéac trong danh sach céc
s6 da duoc sip xép 1a mot phép toan O (n) néu danh sach dugc biéu thi dudi dang
danh sach lién két, nhung chi O (log n) néu danh sach dugc biéu thi duéi dang mau
do-den cay.

Trong bdi canh ciia hoc may, mot biéu dién t6t 1a mot biéu dién gitp cho nhiém
vu hoc tap tiép theo tro nén dé dang hon. Vi¢c lya chon biéu dién thuong s€ phu thudc
vao su lua chon cua nhiém vu hoc tap tiép theo. Hau hét cac van dé vé hoc biéu dién
déu phai d6i mit véi sy cin bang giita viéc luu giir cang nhiéu thong tin vé dau vao
cang tot va dat duoc cac dic tinh t6t dep (chang han nhu tinh doc lap).

Vay hoc dai dién hay hoc biéu dién (Representation Learning) [24] la mét tdp
hop cdc ky thudt cho phép hé thong tw dong khdam phd cdc biéu dién can thiét dé phat
hién hodac phan loai tinh nang tir dir liéu tho.

Hoc dai dién dac biét tha vi vi nd cung cép mdt cach dé thue hién hoc khong
giam sat va ban gidm sat. Thuong c6 mdt luong rat 1on dir liu dao tao khong duoc
gén nhan va tuong ddi it dit liéu dao tao duoc gén nhan. Viéc dao tao voi cac k¥ thuat
hoc tip co giam sat trén tap hop con duoc dan nhan thuong din dén tinh trang qua
murc nghiém trong.

Hoc tp ban giam sat mang lai co hoi giai quyét van dé qué tai nay bang cach

hoc hoi tir dit li¢u khong duoc gén nhén. Cu thé, ching ta co thé tim hiéu cac cach
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biéu dién tot cho dir li¢u chua dugc gan nhan va sau do sir dung cac cach biéu dién

nay dé giai quyét nhiém vu hoc tip c6 giam sat.
1.7. Cac ky thuat Representation Learning

Tai liéu [9] trinh bay vé cac k¥ thuat khac nhau tir cc tai lidu gan day. Cac k¥
thuat nay dua trén cac thuat toan RL va duoc thiét ké cho cac ung dung an ninh mang
khac nhau. Cac k¥ thuat nay dugc phan bd thanh ba loai 16n bao gom: kién trac co
giam sat, khong dugc giam sat va kién triic sau, nhu thé hién trong Hinh 1.8. Trong

mdi loai, cac k¥ thuat dugc thao luan chi tiét véi wu va nhuge diém trong cac phan

Supervised Dictionary Learnin@

Supervised
Neural Networks )
K-means Clustering )

Unsupervised
upervt Principal Component Analysis)

phu sau:

Representation Learning Techniques

Restricted Boltzmann Machine)

Deep
Autoencoder )

Hinh 1.8: Céac ky thuat Representation Learning

Supervised Dictionary Learning: Trong nhitng nim gan day, cac k¥ thuat dya
trén viéc hoc dai dién c6 gidm sat dugc st dung dé diéu tra cAc van dé lién quan dén
bao mat trong cac hé thong an ninh mang. Panh gia vé nhiing tién b gan day trong
k¥ thuat hoc may cung véi cac phuong phéap tinh toan mém dé bao mat cac hé thong
dya trén Cong nghé Thong tin va Truyén thong (ICT) dugc trinh bay trong Tai liéu
tham khao [17]. Trong bai danh gia nay, cac van dé bao mat khac nhau lién quan dén
Internet va cac dich vu cua nd d6i véi cac hé théng CNTT-TT duoc phan tich va cac

xu hudng cua viée hoc tir dién c6 giam sat cung voi cac phuong phép tinh todn mém
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duoc nghién ciu dé dam bao an toan cho cac hé théng CNTT-TT. Mot cudc khao sat
khac vé cac phuong phap hoc may dé bao vé cac hé thong san xuat khong gian mang
chdng lai cac cudc tin cong mang di duoc trinh bay trong tai liéu [17]. Cac hé théng
san xuit khong gian mang mo ta khai niém két hop cac hé théng CNTT-TT khac
nhau, vi dy: IoT, dién toan ddm may, mang cam bién va nén tang may hoc. Tuy nhién,
cac hé thdng nay phai déi mit v6i nhiéu cudc tin cong mang manh mé khac nhau,
bao gdm ca Stuxnet va cac cudc tAn cong xay xat duge diéu khién bang sé may tinh.
Trong cudc khao sat nay, thong qua cac thi nghiém goi ¥ rang cac thuat toan hoc biéu
dién, dic biét 1a thuat toan hoc tir dién c6 giam sat, co thé phat hién cac cudc tin cong
mang vadi ty 1€ chinh xac cao néu dir lidu vat 1y dugc nghién ctru dung cach. Mot cudc
khéo sat vé cac hé thong vat Iy mang cong nghiép cing véi cac co ché phat hién tin
cong va kiém soat an ninh cia ching da dugc trinh bay trong Tai liéu tham khao [31].
Cudc khao sat nay thao luan vé cac cudc tan cong DoS, Ira ddi va phat lai ciing véi
cac diém yéu cua ching. Hon nita, cac phat trién khac nhau vé phat hién tdn cong
duoc xem xét tir goc d6 phat hién. Nhitng phat trién ndy c6 thé duogc sir dung dé phat
trién cac thuét toan hoc tir dién c6 giam sat nham bao vé cac hé théng an ninh mang
cong nghiép.

Artificial Neural Networks (ANN) dugc lay cam hing tir mang noron sinh
hoc dé thuc hién cac nhiém vu khac nhau. Cac nhiém vu dugce thuc hién thong qua
viéc hoc duya trén cac vi du duoc cung cap. Trong qua trinh hoc, khong c6 quy dinh
cu thé nao. ANN bao gé)m cac don vi nho khac nhau dugc goi la té bao than kinh
nhén tao, noi mdi té bao than kinh co thé giao tiép véi cac té bao than kinh duge két
ndi khac. Cac két ndi gifta cac no-ron dugc goi la cac canh. Cac té bao than kinh va
céc canh c6 trong luong cu thé ting hodc giam khi qua trinh hoc tap dién ra. No6i
chung, cac t& bao than kinh dugc phan phdi thanh nhiéu 16p dé thuc hién cac hoat
dong khac nhau trén dir liéu dau vao. Ngay nay, ANN 1a mét vi du tiéu chuan va pho
bién trong cac linh vuc xtr Iy dit 1i€u khac nhau, vi du: thi gidc mdy tinh, nhan dang
mau, XU 1y giong nodi, mang xa hoi, phan loai dir li€u, tro choi dién tu, theo doi doi

tuong, phan tich dir liéu 16n va an ninh mang.
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K-mean clustering 1a mot ky thuat dé phan tich va phan ving dir liéu dau vao
(tirc 1a cac quan sat) thanh k-cluster. Phan cum k-mean dugc coi la mét bai toan phirc
tap vé mat tinh toan; tuy nhién, cac thuat toan heuristic hi€u qua co thé duoc trién
khai dé chuyén d6i nhanh chéng. Cac cum dugc hinh thanh c¢é thé cé hinh dang va
kich thuéc khac nhau. K§ thuat nay khac véi bai toan k-gan nhit trong mién hoc may.
Mot thuét toan 1an can n c6 thé duoc ap dung trén mot cum dugc hinh thanh tur ky
thuat phan cum k-mean dé phan loai dit liéu m&i duge nhap trong cadc cum hién co.
Phan cum k-means c6 thé dugc 4p dung trong cac ing dung khac nhau bao gom thi
gidc may tinh, thién vin hoc, tiép thi va nong nghiép.

Principal Component Analysis (PCA) 1a mot tha tuc dé chuyén doi mot tap
hop cac quan sat thanh mot tap hop cac bién khong tuong quan tuyén tinh dugc goi
la cac thanh phan chinh. Trong cac thanh phan chinh duoc chuyén d6i, phuong sai
16n nhét c6 thé dugc gilt boi thanh phan dau tién va mdi thanh phan tiép theo gitr gia
tri phuong sai cao nhat. PCA 14 hinh thtrc don gian nhét ciia phén tich dua trén vecto
eigen va duoc str dung nhu mot cong cu dé phan tich dir liéu va dua ra cac mé hinh
du doan. PCA kha phd bién trong linh vuc khoa hoc than kinh va tai chinh dinh lugng.

Restricted Boltzmann Machine (RBM) dua trén ANN tong hop ngau nhién.
RBM c6 thé hoat dong & ca ché d6 c6 giam sat va khong dugc giam sat. Trong RBM,
cac nut tir mdi nhom don vi 6 thé chia sé mot két ndi d6i xting. Tuy nhién, khong co
két ndi nao gitra cac nat trong ciing mot nhém don vi. Cac RBM c6 thé dugce str dung
dé tao mang hoc sau bang cach xép chong nhiéu RBM. Cac mang hoc sau dugc hinh
thanh sau nay c6 thé dugc diéu chinh bang cach sir dung cic mang lan truyén nguoc
va gidm do dbc. Cac RBM c¢6 thé duoc st dung trong cac ing dung thuc té khac nhau,
vi du: hoc tinh nang, phan loai dir li¢u va giam kich thudc cua dir li¢u dugce thu thap.

Autoencoder dua trén ANN va hoat dong theo cach khong duoc giam sat dé
hoc dit liéu ma hoa hiéu qua. N6 duoc st dung dé hoc cac biéu dién cua dir liéu dau
vao cho muc dich nén. Nén duoc ap dung bang cach giam kich thudc cua dit lidu
dugc cung cép. Dit liéu dau vao duoc chuyén ddi thanh mot doan ma ngén ma sau

nay khong dugc nén dé khop véi dir liéu dau vao ban dau. Cac ma tu dong co6 thé
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duogc st dung ¢ dang xép chong 1én nhau trong cac tng dung nhét dinh, vi du: nhan
dang hinh anh. O dinh dang xép chong 1én nhau, cac 16p dudi hoc va ma héa cac tinh
ning dé dang trong khi cac 16p trén phan tich két qua dau ra cua cac 16p trude va mi
hoa céc tinh ning bi thiéu, kho hodc an. Qua trinh nay tiép tuc cho dén khi toan bo
dir liéu dugc ma hoa.

1.8. Céc trinh nghién ciru lién quan.

1.8.1. Cac cong trinh nghién ciru trong nwoc

Niam 2018, Nguyén Trong Hung va cic cong su [5] dd cong bd nghién ctru
“Phat hién botnet dwa trén phan loai tén mién sir dung cac ky thudt hoc may”. Trong
nhirg nim gan day, cac botnet di trd thanh mot trong cac nguy co gy mat an toan
thong tin hang dau do chung khong ngimg phat trién vé ca quy mo va muec do tinh vi.
Nhiéu giai phap phat hién botnet, nhu dua trén honeynet, hodc IDS di duoc dé xuat.
Tuy nhién, cac giai phap dua trén IDS st dung chir ky t6 ra kém hi¢u qua do botnet
duoc trang bi kha nang tu cap nhat ma va nhiéu ky thuat lan tranh tinh vi. Két qua
nhiéu nghién ctru cho thiy cac phuong phap phat hién botnet dya trén bat thudng to
ra hi€u qua hon. Bai bdo nay gidi thi€éu md hinh va khéao sat hi¢u qua phat hién botnet
dua trén phan loai cac tén mién ddc hai cia botnet va cac tén mién binh thuong st
dung cac k¥ thuit hoc may. Két qua thir nghiém cho thay cac thuit toan hoc may c6
giam sat ¢6 thé sir dung hiéu qua trong phat hién botnet dya trén phan loai tén mién
va thuat toan hoc may Rumng ngau nhién cho d6 chinh x4c phat hién cao nhat.

Niam 2019, Vii Xuan Hanh va Hoang Xuan Dau [6] d3 cong bd nghién ctru vé
“Phdt hién dga botnet sir dung két hop nhiéu nhém dic trung phén loai tén mién”.
Trong nhing nim gan déy, cac botnet da trd thanh mét trong cic nguy co gdy mat an
toan thong tin hang dau do ching khéng ngirng phat trién vé ca quy mé va mirc do
tinh vi. Nhiéu dang botnet sir dung k¥ thuat DGA dé sinh va ding k¥ nhiéu tén mién
ngau nhién khac nhau cho may chu 1énh va diéu khién (C&C) cua chung nham chéng
lai viéc bi kiém soat. Viéc phan tich phat hién cac tén mién truy vin hé thong DNS
c6 thé gitip phat hién cac hoat dong ciia botnet do cac bot ton tai trong hé thong mang

cling lién tuc str dung k¥ thuat DGA dé sinh tén mién va truy van hé thng DNS dé



28

tim dia chi IP cua cac may chu C&C. Cac mo hinh phat hién DGA botnet dua trén
phan phan loai tén mién do botnet sinh ty dong v6i tén mién binh thuong da dugc
nghién ctru, dé xuat. Bai bao ndy dé xuit bd sung mot nhom goém 4 dic trung phan
loai tén mién mdi két hop voi 3 nhom gdom 18 didc trung da c6 nham cai thién hiéu
qua phat hién ctia mé hinh phat hién DGA botnet dya trén hoc may. Céac két qua thir
nghiém cho thiy, nhom dic trung phan loai méi gitip ting dang ké d6 chinh xac phat
hién va giam ty 1& phat hién nham. Trong bai bao ndy dé xuét bo sung 4 dic trung
phan loai mé&i két hop véi 18 dic trung di co dé hinh thanh 4 nhom dic trung phan
loai tén mién nhim nang cao d6 chinh x4c phat hién va giam ty 18 phat hién sai. Cac
két qua thir nghiém trén tap dir liéu mo rong khang dinh, cac dic trung bo sung gitip
cai thién déng ké hiéu qua phat hién. Dic biét, trong trudng hop bd sung ca 4 dic
trung tén mién moéi, do chinh xac phan loai chung ACC ting 1.16%, d6 chinh xac
duong Pre tang 1.79% va ty 1¢ am tinh gia gidm 1.78%.

Niam 2019, Hoang Xuin Dau va cac cong su [7] dd cong bd nghién ciru “Phdt
hién botnet dwa trén hoc may sw dung div liéu truy van DNS: Phadn tich anh hwong
cua cdc ddc trung hudn luyén”. Bai bao dua ra mo6 hinh phat hién botnet dya trén hoc
may sir dung dit liéu tén mién trich xuat tir dir liéu truy van DNS cho két qua phat
hién DGA botnet kha quan. M6 hinh ndy loai bo phan tén mién cip cao nhét trong
mdi tén mién truy van va str dung 18 dic trung dé vector hoa mdi tén mién cho khau
huan luyén va phat hién. Trong bai bao ndy, cic tic gia tip trung phan tich anh huong
ctia mot sd yéu t6 1én hiéu qua ctia mé hinh phat hién. Cac yéu t6 duoc xem xét phan
tich bao gom (1) van dé loai bo hodc giir nguyén phan tén mién cap cao nhat va (2)
anh huéng ctia cac nhom dic trung huén luyén. Bai bao nay khao sat anh hudng cia
hai yéu t6 dén do chinh xac cia mé hinh phat hién DGA botnet dua trén hoc may sir
dung dit liéu truy vin DNS. Céc yéu t6 duoc khao sat bao gom (1) viée st dung hay
loai bo tén mién cip cao nhét va (2) anh hudng ctia cac nhom dic trung huan luyén
1én d¢ chinh xac phat hién. Cac két qua trén 4 kich ban thur nghiém cho théy viéc sur
dung tén mién cip cao nhét lam ting dang ké do chinh xac phan loai chung (ting

1.21%). Trong 3 nhém dic trung, nhom 8 dic trung 2-gram cé anh huéng 16n nhat
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dén d6 chinh xac phan loai chung, xép sau 1a nhom 3-gram va cudi cing 13 nhom cac
dic trung nguyén am. Két qua thir nghiém ciing cho thiy timg dic trung 2-gram co
anh hudong khong dang ké dén do chinh xac phén loai chung. Du vy, tap hop 16 dic

trung 2-gram va 3-gram c6 anh hudng quyét dinh dén d6 chinh xac phan loai chung.
1.8.2. Cac cbng trinh nghién cizu trén thé gidi

Niam 2009, Maryam Feily va cac cong su [19] di cong bd nghién ciru “4
Survey of Botnet and Botnet Detection”, bai bao nay 1a mot cudc khao sat vé nhiing
tién bd gan day trong nghién ciru mang botnet. Cudc khao sat phan loai nghién ctru
botnet thanh ba linh vuc: hiéu botnet, phat hién va theo ddi botnet, cudi cung la bao
vé chong lai botnet. Miac dit mang botnet phd bién rong rai, nhung nghién ciru va cac
giai phap cho mang botnet van con so khai. Bai b4o ciing tom tit cac nghién ctru hién
c6 va dé xuét trong tuong lai hudng nghién ciru mang botnet. Bai bao nay duoc st
dung nhu co s¢ 1y thuyét vé botnet cho luan vin nay.

Nam 2011, Gregory Fedynyshyn va céc cong su [8] da cong bb nghién ciu
“Detection and Classification of Different Botnet C&C Channels”. Khong giéng nhu
cac loai phén mém doc hai khéc, botnet duoc dic trung boi cac kénh chi huy va kiém
soat (C&C), qua d6 co quan quan 1y trung tAm, quan tri vién bot, c6 thé st dung may
tinh bi nhiém dé thuc hién céac hoat dong doc hai. Do cac mang botnet c6 kha nang
gdy ra thiét hai, viéc phat hién va giam thiéu cac mdi de doa tir botnet 13 bét budc.
Trong bai béo ndy, nhém tac gia trinh bay mot phwong phap duwa trén may chu dé
phat hién va phan biét cic loai lay nhiém botnet khac nhau dya trén kiéu C&C ciia
chung, vi du: dya trén IRCbased, dua trén HTTP hodc peer-to-peer (P2P). Kha nang
phat hién va phan loai cac kénh C&C clia mang botnet cho thiy c6 su giéng nhau cb
hiru trong cau trac C&C cho céc loai bot khac nhau va dic tinh mang cua luu luong
botnet C&C vén di khac véi luu lwong mang hop phap. Hiéu sudt tot nhit cua hé
thong phat hién ctia chung t6i c6 do chinh xéac téng thé 14 0,929 va ty 1& duong tinh
gia la 0,078.

Nam 2019, Riaz Ullah Khan va cac cong su [25] di cong bd nghién ctu vé

“An Adaptive Multi-Layer Botnet Detection Technique Using Machine Learning
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Classifiers”. Bai bao nay trinh bay mét k¥ thuat nhiéu 16p dé phén loai (lvu lwong
mang botnet P2P va luu luong khong phai P2P) va xac dinh cac botnet bang cach ap
dung bd phan loai hoc may. Luu luong mang dugc loc ra béng cach khai thac cac tinh
nang mang nhu loc cong, truy van DNS va dém luéng. Hon nita, co ché xac thuc chéo
10 1an d3 duoc trién khai dé so sanh va phan tich hiéu suét cuia phién khong c6 bd loc
va tinh ning phién dugc loc sau khi phan loai. Gié tri ngudng duogc st dung dé phan
tich va so sanh két qua. Trén thuce té, ngudng 1 gia tri ti thiéu hodc téi da (duwoc phat
trién cho mot dic tinh, tinh nang hodc bién) dung lam diém chuan dé so sanh hodc
huéng dan va co thé yéu cau xem xét toan b hé thdng. Toc d6 nhan dang cua luu
lugng truy cép internet co lién quan dén tap hop cac ngudng, dém luéng va nhan dang
céng. Ty 1€ phat hién cua botnet 1a 99%, 98,9%, 98,7%, v.v. Ty 1€ bao ddng gia cua
Iuu lwgng truy cap binh thuong lan luot 12 9%, 7,6%, 3% cho céc nguong 1, 2 va 3.
Ty 1¢ bdo dong sai ctua luu lugng truy cap binh thuong cho cac ngudng 4, 5, 6, 7 va
8 1a 1%. Trong thir nghi€ém nay, cac tac gid s dung cac ngudng khac nhau (1, 2, 3,
4,5,6,7,8) dé xac dinh luu luong truy cap internet. Két qua duoc thé hién trong
Hinh 16, ttc 13 khi ngudng dat dén 3, ty 1& phat hién giam xubng nhanh chéng. Véi
su gia ting ciia gia tri ngudng 16n hon 3 va ty 1 bao dong sai khong thay do6i. Tuy
nhién, khi ngudng qua nho trong trudong hop cua chiung téi 1a 1, do dé ty 1€ bao dong
sai s& tang 1én va ty 1é phat hién khong thay d6i nhiéu. Do d6, theo két qua kiém tra,
chung toi dat ngudng 3 trong toan bd qua trinh phat hién luu luong P2P. Két qua cho
thiy viéc phan loai cong nbi tiéng, DNS va loc dém ludng khéng chi tot hon P2P ma
khong can loc, ma ty 1¢ bao dong sai cta luu lugng thong thuong cling giam hon nira.
Hon nita, cac thir nghiém cua ching t6i cling chimg minh rang d6 chinh xac cua
khuon kho duoc dé xuat da dugc cai thién 1én dén 99%, tuy nhién, véi cai gia 1a bao
c4o sai vé cac tép lanh tinh nhu botnet cling nhu bao co sai vé botnet 14 lanh tinh.
Xem xét yéu t6 lidu cac tép lanh tinh c6 giri yéu cau tim kiém mot cach nhat quan dé
céc tép lanh tinh c6 thé bi bao cdo 1a botnet hay khong. Ngoai ra, ngudi ta cam thay
thit vong rang d6 chinh x4c co thé dugc cai thién bang cach ting ky nguyén cua cic

thuat todn hoc sau véi chi phi thuc hién nhi€éu hon. Dya trén cac dac di€ém cua phién,
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bai bao nay sir dung thuit toan phan loai Ciy quyét dinh dé phan loai luu lwong truy
cap mang botnet va P2P thong thuong. Do sau cta thuat toan Cay quyét dinh duoc
dit thanh 8 va cdy phan loai duoc dit thanh 100. Ty 1& phat hién Cay quyét dinh 13
98,7% d6i voi ngudng 3 cia ty 1& duong tinh gia.

Nam 2020, Ankit Bansal va céc cong su [2] dd cong bd nghién cau “A
Comparative Analysis of Machine Learning Techniques for Botnet Detection ”, Trong
bai bao nay, cac tac gia so sanh ba k§ thuat khac nhau dé phat hién botnet véi mdi k§
thuat c6 cac truong hop sir dung riéng. Két qua phat hién cac phuong phap da duoc
xac minh béng cach st dung Bo dir liu phat hién xam nhép ISCX va B¢ dir li¢u
CTU-13. Cac k¥ thuat dugc dé cap dén trong bai bao bao gom céc ky thuat Clustering
Method, Neural Network Method, Recurrent Neural Network Method. Phuong phap
Neural Network vuot troi hon tat ca cac phuong phap phat hién khac véi hiéu suat

ctia n6 nhu dugc hién thi trong Hinh 1.9 bén dudi.

Method F1 Sensiti- Specifi- Preci- Accu-
Score vity city sion racy

Clustering 08545 0.8447 0.9922 0.8645 0.9339

NN 0.8897 0.8570 0.9305 0.9250  0.8938

RNN 0.58044 0.6953 0.9666 0.9541  0.8309

Hinh 1.9: Két qua so sanh hai phwong phap véi cac d9 do [2]

Phuong phap nay yéu cau mot sd luong 16n cac diém dir liéu va ciing can sy
phan bo dong déu cua ca ludng doc hai va ludng binh thuong dé huan luyén hiéu qua.
Trong cac tinh hudng thuc té, khong thé c6 duoc sé lwong ludng doc hai va ludng

binh thuong bang nhau.

Method  Dataset Training Feature

Size Time Extraction
Clustering Moderate  Low Manual
NN Large Moderate Manual
ENN Very Large High Automatic

Hinh 1.10: So sanh cac phwong phap phat hién [2]
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Hinh 1.10 bén trén tém tit cac yéu cau cua timg phuong phap phat hién.
Phuong phap Clustering khong yéu cau mét tap dir liéu khong 10 va phan phdi dong
déu cac ludng trong cé hai danh muc mic du né co hiéu suat thip hon. RNN c¢6 diém
dang khen 1a khong yéu cau k¥ thuét tinh nang tha cong nhung dé dao tao mo hinh,
n6 yéu cau mot tap dir lidu 16n hon. Cac CTU Dataset da khong thé cung cip du vi
du huén luyén dé dao tao mé hinh nay mot cach hi¢u qua. Hon nira, hi¢u suét cla
RNN c¢6 thé duge cai thién voi mot tap dit licu 16n hon. Bai bdo nay tap trung chu
yéu vao cac phuong phap phat hién botnet, day cling 1a mot trong nhiing co sé nghién

ctru cho de tai.
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CHUONG 2. XAY DUNG MO HINH PHAT HIEN
TAN CONG BOTNET

2.1. Thiét ké mé hinh

Mo hinh dugc xay dung va lam viéc nhu bg phan loai. M6 hinh nhan dir li¢u
tir mang bao gém dit lidu cua cac Gng dung thong thudng va c6 dit lidu tdn cong
botnet. M6 hinh chi ra chinh xéc dit liéu tin cong botnet.

Hién nay cdc mé hinh hoc RL str dung mang neural hoc sau d cho két qua
rat kha quan trong linh vuc thi gidc may tinh, 4p dung thanh cong trong phan loai anh
va video. Ap dung cac mo hinh nay vao linh vuc an toan théng tin ma cu thé 1a phat
hién tan cong botnet dé cai thién kha nang phat hién cho céc hé¢ théng phat hién xam
nhap. Tuy nhién dit liéu tn cong mang khac véi dit liéu multimedia trén cdc mé hinh
thi gidc may tinh. Can c6 phuong phap tao su twong thich dé co thé ap dung duoc.

Mo hinh dugc xay dung su dung cong nghé DL va dung bd phan loai CNN
hoc c6 giam sat dya vao nhan dé phan loai phat hién nhén dang dit liéu mang nao la
binh thuong, dit liéu nao 1a tin cong Botnet, dit liéu nao 13 tan cong C&C

Mo hinh gdm c¢6 3 phan chinh:

Normal

Dir liéu tho

Botnet

C&C

Hinh 2.1: Thiét ké chi tiét mo hinh
2.2. Bo dir liéu

CTU — 13 [32] la tap dir liéu vé luu lwong tin cong mang botnet da duoc thu
thap tai truong dai hoc CTU, Cong Hoa Séc vao nam 2011. Tép dit liéu bao gdom 13
ban chup cac méu botnet khac nhau duoc chup lai trong méi truong mang thuc té va
dd duoc gan nhin. Trong mdi ban chup thu thip bao gdm mot lugng 16n luu luong bi

tan cong botnet, luu lwong théng thuong (normal) va luu luong nén (background). O
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mdi ban chup, tac gia da thuc thi mot phﬁn mém doc hai cu thé, cac phz‘in mém nay

st dung mat sb giao thuc va thuc hién cadc hanh dong khac nhau dé phan tich dac

diém cua timg ban chup. Bang 2.1 cho thay nhitng dic diém cua cac kich ban mang

botnet trong b dit li¢u.

Bang 2.1: Pic diém cac kich ban mang Botnet trong b dir li¢u CTU-13

Id | IRC | SPAM | CF | PS | DdoS | FF | P2P | US | HTTP Ghi chu

1 v v v

2 v v v

3 v v v

4 v v v UDP va ICMP DdoS

5 v v v Scan web proxies.

6 4 Proprietary C&C. RDP.

7 v Chinese hosts

8 Proprietary C&C. Net-
BIOS, STUN.

9 v v v

10 v 4 4 UDP DdoS

1| v 4 4 ICMP DdoS

12 v Synchronization

13 v v v Captcha. Web mail.

M&i ban chup dugc ghi lai trong mot tép peap (Packet Capture Data: ding dé

thu thap va ghi dit liéu goi tir mang) chua tat ca cac gbi (package) cta ba loai luu

luong truy cip. Céc tép pcap ndy duogc xu 1y dé thu thap cac loai théng tin khac nhau,

chang han nhu NetFlows, WebLogs, V.v...

Mdi quan hé giira thoi lwong ban chup, s6 lwong géi tin, s6 lugng NetFlows

va kich thudc ctia cac tép pcap, dinh danh cua cac Bot duoc hién thi trong Bang 2.3.

Bang 2.2: Lwgng dir liéu trén méi ban chup mang botnet

Id Thoi lwgng (gio) #Packets #NetFlows Size Bot #Bots
1 6.15 71,971,482 2,824,637 52GB Neris 1
2 421 71,851,300 1,808,123 60GB Neris 1
3 66.85 167,730,395 4,710,639 121GB Rbot 1
4 421 62,089,135 1,127,077 53GB Rbot 1
5 11.63 4,481,167 129,833 37.6GB Virut 1
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6 2.18 38,764,357 558,920 30GB Menti 1
7 0.38 7,467,139 114,078 5.8GB Sogou 1
8 19.5 155,207,799 2,954,231 123GB Murlo 1
9 5.18 115,415,321 2,753,885 94GB Neris 10
10 4.75 90,389,782 1,309,792 73GB Rbot 10
11 0.26 6,337,202 107,252 5.2GB Rbot 3
12 121 13,212,268 325,472 8.3GB NSIS.ay 3
13 16.36 50,888,256 1,925,150 34GB Virut 1

Tap dir liéu CTU-13 dugc cac tac gia phan tich va gan nhan cho tirng tinh ban

chup theo cach thu cong. Qua trinh gan nhan da dugc thuc hién bén trong cac tép.

Bang 2.4 cho thdy mdi quan hé giira s6 lwong nhin cho Background, Botnet, C&C va

Normal trén moi ban.

Bang 2.3: Phan phdi nhan trong NetFlows cho mdi truwong hep trong tap dir liéu

Scen. Total Botnet Flows | Normal Flows | C&C Flows | Background Flows
Flows
1 2,824,636 | 39,933(1.41%) | 30,387(1.07%) | 1,026(0.03%) | 2,753,290(97.47%)
2 1,808,122 | 18,839(1.04%) | 9,120(0.5%) | 2,102(0.11%) | 1,778,061(98.33%)
3 4,710,638 | 26,759(0.56%) | 116,887(2.48%) | 63(0.001%) | 4,566,929(96.94%)
4 1,121,076 | 1,719(0.15%) | 25,268(2.25%) | 49(0.004%) | 1,094,040(97.58%)
5 129,832 695(0.53%) 4,679(3.6%) | 206(1.15%) 124,252(95.7%)
6 558,919 4,431(0.79%) | 7,494(1.34%) | 199(0.03%) | 546,795(97.83%)
7 114,077 37(0.03%) 1,677(1.47%) | 26(0.02%) | 112,337(98.47%)
8 2,954,230 | 5,052(0.17%) | 72,822(2.46%) | 1,074(2.4%) | 2,875,282(97.32%)
9 2,753,884 | 179,880(6.5%) | 43,340(1.57%) | 5,099(0.18%) | 2,525,565(91.7%)
10 1,309,791 | 106,315(8.11%) | 15,847(1.2%) | 37(0.002%) | 1,187,592(90.67%)
11 107,251 8,161(7.6%) | 2,718(2.53%) | 3(0.002%) 96,369(89.85%)
12 325,471 2,143(0.65%) | 7,628(2.34%) | 25(0.007%) | 315,675(96.99%)
13 1,925,149 | 38,791(2.01%) | 31,939(1.65%) | 1,202(0.06%) | 1,853,217(96.26%)

Trong tap dir liéu nay, trong mdi ban chup ngoai tép *.pcap ching ta con co

mot tap tin *.binetflow, tap tin ndy ciing chtra thong tin cua cac flow va moi flow da

dugc gan nhin sin nén ta s& s dung dé tién hanh huin luyén va danh gia mé hinh.
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Cu thé trong Nhan ctia mdi loai luu lwong s& nhu sau:

- Flow normal: nhan khong chira chudi "Botnet"

- Flow botnet: nhan c6 chtra chudi "Botnet" va khong chira chudi "CC"

- Flow C&C: nhén chtra ca chudi "Botnet" va "CC"

Chung ta s& dwa vao nhitng dic diém nay dé tién hanh xay dyng mé hinh cho
dé tai nay.
2.3. Hién thuc mo hinh

2.3.1. Chuan bj va xi ly di li¢u

Dau tién, ta tién hanh tao noi dé luu trit cac ban chup cua b dir li¢u CTU-13,
v6i tong s6 13 ban chyp ta khoi tao cac thu myc véi dudng dan tir Google Drive bang
cac cau lénh sau:

[1] # Tao cac thu myc dé chua dir 1iéu
import os
def create_directory(path):
try:
os.mkdir(path)
except:
pass

main_dir = '/content/CTU-13-Dataset/’
create directory(main dir)
for i in range(1, 14):

path = main_dir + str(i)

create directory(path)

Hinh 2.2: Khéi tao the muc lam viéc va lwu trir div liu

Tiép theo ta tién hanh tai xudng 13 ban chup nay vao cac thu muc twong tng

vira dugc tao ra, duong dan dén cac tép duoc cong khai trong [26]

Iwget -P /content/CTU-13-Dataset/1 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-42/detailed-bidirectional-flow-labels/capture20110816.binetflow
lwget -P /content/CTU-13-Dataset/2 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-43/detailed-bidirectional-flow-labels/capture20110811.binetflow
Iwget -P /content/CTU-13-Dataset/3 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-44/detailed-bidirectional-flow-labels/capture20110812.binetflow
Iwget -P /content/CTU-13-Dataset/4 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-45/detailed-bidirectional-flow-labels/capture20110815.binetflow
Iwget -P /content/CTU-13-Dataset/5 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-46/detailed-bidirectional-flow-labels/capture20110815-2.binetflow
lwget -P /content/CTU-13-Dataset/6 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-47/detailed-bidirectional-flow-labels/capture20110816.binetflow
Iwget -P /content/CTU-13-Dataset/7 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-48/detailed-bidirectional-flow-labels/capture20110816-2.binetflow
Twget -P /content/CTU-13-Dataset/8 https://mcfp.felk.cvut.cz/publicDatasets/CTu-Malware-Capture-Botnet-49/detailed-bidirectional-flow-labels/capture20110816-3.binetflow
Iwget -P /content/CTU-13-Dataset/9 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-50/detailed-bidirectional-flow-labels/capture20110817.binetflow
lwget -P /content/CTU-13-Dataset/10 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-51/detailed-bidirectional-flow-1labels/capture20110818.binetflow
Iwget -P /content/CTU-13-Dataset/11 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-52/detailed-bidirectional-flow-labels/capture20110818-2.binetflow
Iwget -P /content/CTU-13-Dataset/12 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-53/detailed-bidirectional-flow-labels/capture20116819.binetflow
Iwget -P /content/CTU-13-Dataset/12 https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-54/detailed-bidirectional-flow-labels/capture20110815-3.binetflow

--2022-10-15 04:18:42-- https://mcfp.felk.cvut.cz/publichatasets/CTU-Malware-Capture-Botnet-42/detailed-bidirectional-flow-labels/capture20110816.binetflow
Resolving mcfp.felk.cvut.cz (mcfp.felk.cvut.cz)... 147.22.82.194

Connecting to mcfp.felk.cvut.cz (mcfp.felk.cvut.cz)|147.32.82.194]|:443... connected.

HTTP request sent, awaiting response... 200 0K

Length: 386629271 (369M)

saving to: ‘/content/CTU-13-Dataset/1/capture20110816.binetflow’

capture20110816.bin 100%[ ===>] 368.72M 9.65MB/s in 33s

2022-10-15 ©4:19:16 (11.2 MB/s) - “/content/CTU-13-Dataset/1/capture20110810.binetflow’ saved [386629271/386629271]

Hinh 2.3: Tai xudng cac ban chup cia bd dir liéu CTU-13
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Cai dat cac thu vién can thiét, cai dit GPU cho notebook dé ting toc d6 xir 1y
(Google Colab mac dinh chay trén CPU)

# import cac thu vién can thiét

import numpy as np

from glob import glob

from tqdm import tqdm

import torch

import keras as k

import torchvision.models as models

from keras.preprocessing.image import ImageDataGenerator
from keras.layers import Conv2D, MaxPooling2D, GlobalAveragePooling2D
from keras.layers import Dropout, Flatten, Dense, Activation
from keras.models import Sequential

from tensorflow.keras.layers import BatchNormalization
from torchvision import datasets, models, transforms
import torch.nn as nn

import torch.optim as optim

from tensorflow.keras.optimizers import Adam, Adamax
import gc

import matplotlib.pyplot as plt

import pandas as pd

import seaborn as sns

from sklearn.preprocessing import LabelEncoder

from sklearn.preprocessing import OneHotEncoder

import math

from sklearn.preprocessing import MinMaxScaler

from PIL import Image

from sklearn.model_selection import train_test_split
import time

gc.collect(ﬂ

torch.cuda.empty_cache()

Hinh 2.4: Import cac thw vién cin thiét va kiém tra runtime

Tiép theo ta s& chuyén cac ban chup (binetflow) sang tép csv dé dé dang doc
va xu ly dir lidu.

def rename(path_file, new_name):
dir = os.path.dirname(path_file)
path_new_name = os.path.join(dir, new_name)
os.rename(path_file, path_new_name)

dir = '/content/CTU-13-Dataset’

listDir = os.listdir(dir)

listcsv = []

for subDir in 1istDir4
path_subDir = os.path.join(dir, subDir)
binetflow file = os.path.join(path_subDir, os.listdir(path_subDir)[@])
new_name = subDir + '.csv'
rename(binetflow file, new_name)
listcsv.append(os.path.join(path_subDir, new_name))

print(listcsv)

['/content/CTU-13-Dataset/11/11.csv', '/content/CTU-13-Dataset/10/1@.csv’, '/content/CTU-13-Dataset/7/7.csv’,

Hinh 2.5: Chuyén dix liéu dang binetflow sang csv va lwu trir vao thu muc da

tao trudc do
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O bude xir 1y dir liéu nay, ta s& chon 1 trong 13 ban chup dé lam dataset cho

bai toan, vi s6 lugng dit licu rat I6n nén s€ ton kém nhiéu thoi gian d€ huan luyén.

Cu thé, ta s& chon ban chup thtr 8

df = pd.read_csv('/content/CTU-13-Dataset/8/8.csv")

df
StartTime Dur Proto SrcAddr
0 2011/08/16 14:18:55.889839 3599 725830 tcp  88.176.79.163
1 2011/08/16 14:18:55.890497 3532.512939 tcp  134.2.99.108
2 2011/08/16 14:18:55.892530 3599.922852  udp 109.80.124.147
3 2011/08/16 14:18:55 892624 82457962 tcp 147.32.8459
4 2011/08/16 14:18:55.894121 3599 954346 tcp  88.176.79.163
2954225 2011/08/17 09:47:11.104593 0177685 udp 109.87.182.34
2954226 2011/08/17 09:47:11.124201 0.000630 udp 72225154183
2954227 2011/08/17 09:47:11.165013 0.047071 udp  147.32.84229
2954228 2011/08/17 09:47:11.206812 0.000491 udp 823.163.36
2954229 2011/08/17 09:47:11.231725 0000463  udp 76.21.111.166

2954230 rows x 15 columns

Sport Dir DstAddr Dport
49375 <?> 147.32.84.172 46696
12106 <?= 147.32.84590 51472
10227 <> 147.32.86.77 43332
34394 <?> 7412539117 80
49410 <?> 147.32.84.172 52935

7116 <> 147.32.85.84 13716
35027 <> 147.32.84229 13363
13363 <> 86.188.207.200 35910
36771 <> 147.32.84229 13363
63026 <> 147.32.84229 13363

State sTos dTos TotPkts TotBytes SrcBytes
APA 00 00 274708 271837036 6887036
PALPA 00 00 513 42640 21205
CON 00 00 69490 14362350 11870607
FPA_FPA 00 00 12526 8472421 8118714
APA 00 00 285606 281932488 7230814
CON 00 00 4 256 120
CON 00 00 2 659 80
CON 00 00 2 551 I
CON 00 00 2 137 7
CON 00 00 2 133 73

Label

flow=Background
flow=Background-Established-cmpgw-CVUT
flow=Background-UDP-Established
flow=Background-Established-cmpgw-CVUT

flow=Background

flow=Background-UDP-Established
flow=Background-UDP-Established
flow=Background-UDP-Established
flow=Background-UDP-Established
flow=Background-UDP-Established

Hinh 2.6: Nhitng thudc tinh ciia ban chup 8 va cac dong dir liéu dau tién

Ban chup thtr 8 nay c6 2954230 dong dir li¢u véi 15 thude tinh, trong do c6 3

thudc tinh véi kiéu dir lidu s thuc, 3 thude tinh kiéu s6 nguyén va 9 thudc tinh kiéu

object. Chi tiét cac thudc tinh, tén goi, kiéu dit liéu, y nghia s¢ dugc mo ta cu thé

trong bang dudi day.

Bang 2.4: Chi tiét cac thudc tinh trong bd dir liéu

STT

Tén thudc

tinh

SL dir li¢u
khong null

Kiéu dir liéu

Y nghia

StartTime

2954230

object

Thoi gian bat dau ghi

Dur

2954230

float64

Téng thoi gian ghi

Proto

2954230

object

Giao thuc giao dich

SrcAddr

2954230

object

Dia chi IP nguén

Sport

2923545

object

M4 port nguon

Dir

2954230

object

Hudng giao dich

DstAddr

2954230

object

Dia chi IP dich

Dport 2939943

object

Ma port dich

O©| O Nl O O | W| N| B~

State 2954227

object

Source packet trén mdi gidy

=
o

sTos 2921292

float64

Gi4 tri byte TOS ngudn

-
-

dTos 2799837

float64

Gié tr1 byte TOS dich
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12 | TotPkts 2954230 int64 Tong s gbi giao dich

13 | TotBytes 2954230 int64 Tong s6 byte giao dich

14 | SrcBytes 2954230 int64 Sb byte tir giao dich ngudn
dén dich

15 | Label 2954230 object Nhan

Budc tiép theo 1a chuin hoa cot Label — chita nhin cua dix liéu, cot Label c6 4

gia tri 12 Normal, Botnet, C&C va Background. Muc dich cua ta la phan loai luu

luong c6 phai 12 Botnet, C&C hay khong, vi thé ta s& bo qua luu luong co label

Background va tinh né nhu mét luu lugng binh thuong. Két qua sau khi xu 1y ta thu

duoc cOt Label voi 3 loai nhdn Normal, C&C va Botnet ¢0 ti 1€ nhu sau:

Count

301

25 1

20 1

15 1

10 1

05 1

00 -

Bigy do6 tuong quan s lugng clia Normal, Botnet va C&C

Normal

T
Botnet
Flow

C&C

Hinh 2.7: Biéu dé twong quan so lweng giita 3 nhin trong bd dir liéu

Luc nay ta thdy rd su chénh 1éch dit liéu gitra 3 nhan, diéu nay 1a khong t6t vi

¢ qud it dir liéu cho nhan Botnet va C&C dan dén mo hinh s& kho co thé hoc dugc

chinh x4c khi bo dit liéu mit can bang. Chinh vi thé ta s& gi6i han lai bo dit liéu sao

cho ti I¢ gitra 3 nhan 1a can ddi. Ta thuc hién giam dong dir liéu cho nhan Normal.

Sau khi giam dong Normal, ta c6 dugc bo dir liéu dugc can béng nhu hinh 2.8.
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Biéu d6 tuong quan s luong clia Normal, Botnet va C&C sau khi da can bang dit liéu
6000 1

Botnet C&C Normal
Flow

Hinh 2.8: Biéu d6 twong quan s6 lwgng giira 3 nhiin trong b dir liéu sau khi cin bing

Tiép theo, ta s tién hanh bién d6i va ma hoéa dit liéu cta cac thudc tinh c6 kiéu
dir liéu object. Nhirng thudc tinh ndy c6 thé chia thanh 2 nhom, nhém khong phan
loai bao gdom: thoi gian bit dau record, dia chi ngudn va dich cua IP va port
(StartTime, SrcAddr, Sport, DstAddr, Dport). Nhom c6 thé phan loai bao gdm Proto,
Dir va State. Vi ddc trung cua dir li€u nén ta s€ chia 2 cach ma hoa khac nhau. Cu thé
sir dung fit_transform ctia LabelEncoder dé bién d6i nhom dau tién gdm 5 thudc tinh

va OneHotEncoder dé bién d6i nhoém con lai.

StartTime Dur SrcAddr Sport DstAddr Dport sTos dTos TotPkts TotBytes ... State 51 State 52 State 53 State 54 State 55 State 56 State 57 State 58 State 59 State 60
0 1798 0.0 180 3197 221 56 0.0 NaN 1 62 - 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
1 3644 00 180 1787 327 56 00 NaN 1 62 00 00 00 00 00 00 00 00 0.0 00
2 395 6.758171 180 2041 599 348 00 00 18 6592 00 00 00 00 00 00 00 00 0.0 00
3 3321 0.0 180 4620 551 56 0.0 NaN 1 62 - 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
4 261 00 180 4179 318 56 00 NaN 1 62 00 00 00 00 00 00 00 00 0.0 00
12122 4619 0.000286 178 4464 139 279 00 00 2 214 - 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
12123 6540 0.000013 232 8471 434 0 NaN 00 2 148 00 00 00 00 00 00 00 00 0.0 00
12124 6534 0.000377 759 6958 351 54 00 00 2 231 00 00 00 00 00 00 00 00 0.0 00
12125 6535 0.000475 726 8107 351 54 00 00 2 559 - 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
12126 6537 0.000241 207 7785 139 279 00 00 2 208 00 00 00 00 00 00 00 00 0.0 00

Hinh 2.9: Dir liéu sau khi dwg'c ma hoa
Két qua tir hinh 2.9 cho thiy két qua sau khi thuc hién qua trinh bién d6i cac
thudc tinh trén, ta théy kich thudce cua b dir li¢u da tang 1€n tir 15 1én 85 cdt dir licu.
Ly do 1a vi voi cac cot sit dung OneHotEncoder s€ tao ra nhiing c¢dt dit liéu moi cod
) luong béng véi sb luong phan loai dit liéu ciia mdi cot déy. Tir 15 ¢ot ban dau, bo
di 3 cot Proto, Dir va State va thay thé boi sb lugng phén loai cot tuong tng ta s& dat

duoc téng s6 cot 1a 85.
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2.3.2. Chuyén déi va phan chia dé ligu hinh anh

Pén luc ndy, cac thudc tinh déu da dugc chudn hoa, tuy nhién ching lai c6 do
dai ngdn khac nhau boi dic trung dit liéu va phuong phap ma hoa vi thé ta can dua
chung vé cing mot d6 dai. O day ta s& st dung MinMaxScaler dé dua dir liéu sang
mién gia tri cua céc pixels (0, 255) trude khi chuyén ddi ching sang dit liéu dang hinh
anh. Mdi anh s& mang kich thudc 192x192 va duoc luu trit trong thu muc
Images Data/Botnet ddi véi hinh anh c6 nhian Botnet va Images Data/Normal cho

nhan Normal, twong tu cho nhan C&C. Ta st dung thu vién PIL dé chuyén sang hinh

anh.
# Convert sang anh
scaler = MinMaxScaler(feature_range=(@, 255)) # Chuyén sang ving gia tri cia cac diém anh (@, 255)
botnet = 1
cc=1
normal = 1

for i in range(len(X)):
pixels = np.resize(X[i], (HEIGHT, WIDTH))

pixels = scaler.fit_transform(pixels)

pixels = np.rint(pixels).astype(np.uint8)

image = Image.fromarray(pixels)

if y[i] == 'Botnet':
name = 'Botnet_' + str(botnet) + '.jpg’
image.save('/content/Images_Data/Botnet/' + name)
botnet += 1

elif y[i] == 'C&C':
name = 'C&C_' + str(cc) + '.jpg’

image.save('/content/Images_Data/C&C/' + name)
cc.d= 1

else:
name = 'Normal_' + str(normal) + '.jpg’
image.save('/content/Images_Data/Normal/' + name)
normal += 1

Hinh 2.10: Chuyén dir liéu vé dang hinh &nh
Sau khi da hoan tat cac cong doan trén ta tién hanh budc cudi cung, chia dir
liéu thanh tap train, test véi ti 1€ 80:20; Sau do, tur tap train vira chia xong & trén ta
chia tiép train, validation theo ti 1& 75:25 dé kiém tra va danh gia d6 chinh xéc cua
model trong qua trinh training, nhu vay ta c6 3 tap dir li€u la train, test, validation
dugc chia theo ti 18 60:20:20. Do ti 1& 60:20:20 1a ti 1¢ dugc sir dung pho bién va di
liéu khong qua 16n nén md hinh lya chon ti 18 nay dé luyén. Tiép theo, chuyén cac

tap dir liéu vura chia xong vao céac thu muc luu trit trong Ung nhu sau:



42

# Tao ba thu muc chi¥a t3p anh train, test va validation
create_directory('/content/image dataset')

# Thu muc train

create_directory('/content/image dataset/train_data')
create_directory('/content/image dataset/train_data/Botnet')
create_directory('/content/image_dataset/train_data/Normal')

create_directory('/content/image dataset/train_data/C&C')

# Thu muc test
create_directory('/content/image dataset/test_data')
create_directory('/content/image_dataset/test_data/Botnet')

create_directory('/content/image_dataset/test_data/Normal')
create_directory('/content/image_dataset/test_data/C&C')

# Thur myc validation
create_directory('/content/image dataset/validation_data')
create_directory('/content/image_dataset/validation_data/Botnet')

create_directory('/content/image dataset/validation_data/Normal’)
create_directory('/content/image_dataset/validation_data/C&C")

Hinh 2.11: Tao thw muc lru trir trong tng cho méi loai Normal, Botnet va C&C

def move image(path, dir):
for img in path:

if img.find('Botnet') I= -1:
os.rename(img, img.replace('Images_Data/Botnet', 'image dataset/' + dir))
elif img.find('C&C') != -1:

os.rename(img, img.replace('Images_Data/C&C', 'image_ dataset/' + dir))
else:
os.rename(img, img.replace('Images Data/Normal', 'image dataset/' + dir))

dir_nor = '/content/Images Data/Normal’

dir_bot = '/content/Images_Data/Botnet'

dir_cc = '/content/Images_Data/C&C’

list_botnet = []

Iisticc = [

list_normal = []

for img in os.listdir(dir_nor):
list_normal.append(os.path.join(dir_nor, img))

for img in os.listdir(dir_bot):
list_botnet.append(os.path.join(dir_bot, img))

for img in os.listdir(dir_cc):
list_cc.append(os.path.join(dir_cc, img))

Hinh 2.12: Dinh nghia noi luu trir dir liéu cia tirng loai
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# Chia train, test tir tdp dir 1liéu anh d3 convert

train_botnet, test botnet = train_test_split(list_botnet, test _size=0.2, random_state=42)
train_cc, test_cc = train_test_split(list_cc, test_size=0.2, random_state=42)
train_normal, test_normal = train_test_split(list_normal, test_size=0.2, random_state=42)

# Chia train, validation tir t3p dir liéu train

train_botnet, val_botnet = train_test_split(train_botnet, test_size=0.25, random_state=42)
train_cc, val_cc = train_test_split(train_cc, test_size=0.25, random state=42)
train_normal, val _normal = train_test_split(train_normal, test_size=0.25, random_state=42)

move_image(train_botnet, 'train_data/Botnet')
move_image(train_cc, 'train_data/C&C')
move_image(train_normal, 'train_data/Normal')

move_image(test_botnet, 'test data/Botnet')
move_image(test_cc, 'test_data/C&C')
move_image(test _normal, 'test data/Normal')

move_image(val_botnet, 'validation_data/Botnet')
move_image(val_cc, 'validation data/C&C')
move_image(val_normal, 'validation_data/Normal')

os.rmdir(dir_nor)
os.rmdir(dir_bot)
os.rmdir(dir_cc)
os.rmdir('/content/Images Data')

Hinh 2.13: Chia dir li¢u va di chuyén vao noi luu trir twong ving mdi loai
2.3.3. Xay deng mé hinh phan logi
Mo hinh phan loai dugc xdy dung bang viéc str dung Resnet-18. Resnet-18 1a
mang CNN phé bién dugc sir dung nhiéu trong linh vuc hoc sau Deep Learning, duoc
st dung cho nhitng hé thong phan loai va du doan véi do chinh xac cao.
Pau tién ta khai bao duong dan dén cac thu muyc train, test va validation cua
b dir lidu.

[ ] train_data_dir = '/content/image_dataset/train_data’

test_data_dir = '/content/image_dataset/test_data’
val_data_dir = '/content/image_dataset/validation_data’

Hinh 2.14: Pinh nghia duwong din chira cac tip da chia
Budc tiép theo, ta thuc hién khéi tao Resnet-18 CNN va thyuc hién kiém tra so

lugng feature cua vector ddu vao véi sb 16p dau ra twong Gng, ¢ day 1a 512 feature
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cho mot vector dic trung va 1000 16p. Két qua trén khong phi hop voi bai toan hién

dang thuc hién nén ta can phai khoi tao lai sé 16p déu ra cho mé hinh

resnet = models.resnetlB(pretrained=Trueﬂ
print(resnet)
print(resnet.fc.in_features)
print(resnet.fc.out_features)

# check if CUDA is available

use_cuda = torch.cuda.is_available()

Hinh 2.15: Thyc hién khai bao mang Resnet-18 CNN va kiém tra feature

Ké tiép, ta thuc hién transforms va load dit lidu tir c&c tap train, test va
validation. Ta phai transform dit liéu sang kiéu tensor dé phui hgp véi mé hinh cia
thu vién tensorflow

° transform = transforms.Compose([transforms.ToTensor()])
train_data = datasets.ImageFolder('/content/image_dataset/train_data', transform=transform)
test_data = datasets.ImageFolder('/content/image_dataset/test_data', transform=transform)
val_data = datasets.ImageFolder('/content/image_dataset/validation_data', transform=transform)
print('Num training images: ', len(train_data))
print('Num validation images: ', len(val_data))
print('Num test images: ', len(test_data))

Hinh 2.16: Transform dir liéu sang kiéu tensor dé phit hop véi mo hinh
O bai toan nay chlng ta can phan loai ra 3 16p 1a Normal, Botnet va C&C
nén ta s& khai tao lai s6 output dau ra cho mé hinh 1 3.

n_inputs = resnet.fc.in_features
last_layer = nn.Linear(n_inputs, 3)
resnet.fc = last_layer
print(resnet.fc.out_features)

Hinh 2.17: Khéi tao gia tri output dau ra

Trich xuat vector dac trung va nhan tir anh cla cua céc tap train, test va

validation dé dua vao md hinh thuc hién train
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# define dataloader parameters
batch_size = 124
num_workers = 8

# prepare data loaders
train_loader = torch.utils.data.Dataloader(train_data, batch_size=batch_size,
num_workers=num_workers, shuffle=True)
valid_loader = torch.utils.data.Dataloader(val_data, batch_size=batch_size,
num_workers=num_workers, shuffle=True)
test_loader = torch.utils.data.Dataloader(test_data, batch_size=batch_size,
num_workers=num_workers, shuffle=True)
loaders = {
'train': train_loader,
'valid': valid_loader,
'test': test_loader

Hinh 2.18: Trich xuit vector diic trung cho mdi tip
Tiép theo ta thyc hién xdy dung ham train dé thuc hién train mé hinh, sau d6
tra vé mé hinh da duoc luyén.

# specify loss function (categorical cross-entropy)
criterion = nn.CrossEntropylLoss()

# specify optimizer (stochastic gradient descent) and learning rate = 9.061
optimizer = optim.SGD(resnet.fc.parameters(), lr=6.661)

def train(n_epochs, loaders, model, optimizer, criterion, use_cuda, save_path, last_validation_loss=None):
"""peturns trained model™""
# initialize tracker for minimum validation loss
valid_loss_min = np.Inf

[]

[]

train_loss_ls
valid_loss_ls

for epoch in range(1, n_epochs+1):
# initialize variables to monitor training and validation loss
train_loss = 0.0
valid_loss = 0.0

trainLoss = 0.0
train_batch = @
validlLoss = 0.0
valid_batch = @
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BREFREHREEHATRETHES

# train the model ﬂ

HREGHBFRASHAFHATHEE

model.train()

for batch_idx, (data, target) in enumerate(loaders['train']):

# move to GPU
if use_cuda:
model = model.to('cuda')
data, target = data.to('cuda'), target.to('cuda')
## find the loss and update the model parameters accordingly
## record the average training loss, using something like
## train_loss = train_loss + ((1 / (batch_idx + 1)) * (loss.data - train_loss))
optimizer.zero_grad()
# forward pass: compute predicted outputs by passing inputs to the model
output = model(data)
# calculate the batch loss
loss = criterion(output, target)
# backward pass: compute gradient of the loss with respect to model parameters
loss.backward()
# perform a single optimization step (parameter update)
optimizer.step()
# update training loss
train_loss = train_loss + ((1 / (batch_idx + 1)) * (loss.data - train_loss))
trainLoss += train_loss
train_batch += 1

EHAFHHERFHAB IR ASHIHAFH

# validate the model #

HRESFHERFHAFER SR FHAEH

model.eval()

for batch_idx, (data, target) in enumerate(loaders['valid']):

# move to GPU
if use_cuda:
model = model.to('cuda')
data, target = data.to('cuda'), target.to('cuda')
## update the average validation loss
output = model(data)
# calculate the batch loss
loss = criterion(output, target)
valid_loss = valid_loss + ((1 / (batch_idx + 1)) * (loss.data - valid_loss))
validlLoss += valid_loss
valid_batch += 1

trainLoss = trainlLoss.cpu().numpy()
validlLoss = validLoss.cpu().numpy()
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# print training/validation statistics
print('Epoch: {} \tTraining Loss: {:.6f} \tValidation Loss: {:.6f}'.format(
epoch,
train_loss,
valid_loss
))
valid_loss_ls.append(validloss/valid_batch)
train_loss_ls.append(trainlLoss/train_batch)
## TODO: save the model if validation loss has decreased
if valid_loss <= valid_loss_min:
print('Validation loss decreased ({:.6f} --> {:.6f}). Saving model ...'.format(
valid_loss_min,
valid_loss))
torch.save(model.state_dict(), 'model.pt')
valid_loss_min = valid_loss
if len(valid_loss_ls) > 1 and abs(valid_loss_min - valid_loss) <= stopping_threshold:
break

# return trained model

plt.
plt.
plt.
plt.

plt

plt.

plt

plot(train_loss_ls,'-o')
plot(valid_loss_ls,'-0")
xlabel('Epoch')
ylabel('Loss"')

.legend(['Train’', 'Valid'])
title('Train vs Valid Loss')
.show()

return model

Hinh 2.19: X4y dung ham train va tri vé mé hinh d train
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CHUONG 3. THI NGHIEM VA PANH GIA

3.1. Cac trwong hop thi nghiém

Luan van da hién thuc mo hinh véi ban chup tha 8 ciia bo dit ligu CTU-13 véi
kich thudc hinh anh dau vao tir dit liéu dd qua xir Iy 1a 192x192. Tuy nhién, thuc
nghiém chi mot kich thudc anh khong dam bao rang viéc xu 1y dir liéu va ap dung nd
vao mé hinh d& xuét co that sy hiéu qua, déng thoi ta cling chua can nhac dén viéc
thay doi kich thudc s& anh huong dén do chinh xac ctia mé hinh theo chiéu hudng
nao va dau 1a kich thudc pht hgp nhat cho mé hinh phan loai.

Véi muc tiéu kham pha d6 phit hop ciing nhu chét luong ciia mé hinh sé ting
giam nhu thé nao khi diéu chinh kich thudc cta hinh anh ddu vao, luin van dé xuat
viéc 4p dung ba truong hop voi kich thudc anh lan luot 1a: 192x192, 200x200,
224x244. Thi nghiém s& thuc hién ting truong hop va quan sat do chinh xac, d6 mat
mat cling nhu thoi gian thuc thi cia moé hinh, tir d6 hiéu duoc sy anh huong cua kich

thudc anh vo1 mo hinh phan loai
3.2. Luyén va kiém thir mé hinh

Dé thuc nghi¢m mo hinh da xay dung, luan van da s dung tinh nang GPU cua
Google Colab dé cai thién tdc do tinh toan. Hién nay, Google Colab c6 hd trg nhiéu
loai GPU, thuong 1a Nvidia K80s, T4s, P4s and P100s, tuy nhién ta khong thé tu do
chon loai GPU trong Colab vi chiing thay ddi theo thoi gian. 1 GPU cho phép xir Iy
nhiéu phép tinh song song véi rat nhidu core s& nhanh hon nhiéu so véi CPU.

Sau khi chay training mé hinh véi cac kich thudc nhu trén, ta thu dugc két qua
dugc két qua vé bo bién thién ciia ham mat mat nhu trong hinh 3.1-3.3. Ngoai ra,
thong tin chi tiét vé qua trinh huén luyén ciing di duoc thong ké lai trong bang dudi
day, bang trinh bay cu thé gia tri cia ham mat mat, thoi gian thyc thi va sé luong

epoch dung dé huin luyén mé hinh phan loai cta ca ba truong hop da dé xuit:
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Kich thwéc anh , Thoi gian thue
. Epoch dirng Do mat mat ]
dau vao thi
192x192 93 17.75% 28 phut 33 giay
200x200 46 12.33% 17 phat 02 giay
224x224 79 22.59% 30 phat 31 giay

Bang 3.1: Két qua huin luyén 3 kich thwée anh

Tuong ung véi s6 luong epoch sir dung dé training, kich thudc anh 192 va 224

tiéu t6n kha nhiéu thoi gian hon so voi trudng hop 200 mic du d6 mat mat lai thua

kém dang ké. Diéu nay da phan nao noi 1én su phu hgp cia md hinh véi cac kich

thudc anh khac nhau. Tiép theo, ta sé& theo ddi su bién thién ctia mdi mo6 hinh trong

qué trinh huan luyén. Mdi biéu d6 dudi day sé thé hién sy bién thién vé gia tri clia

ham mat mat, trong d6 duong xanh tuong trung cho tap train va cam dai dién cho tap

validation. Ttrg mé hinh déu c6 do mat mat giam dan tir 100% dén khoang 20% theo

chiéu ting dan cta lugng epoch.

Train vs Valid Loss
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Hinh 3.1: P bién thién cia ham mat mat trong truong hep kich thwéc 192x192




50

Véi truong hop kich thude 192x192 ta nhan thdy dudng cam va xanh bit dau
tir vi tri 80% va 70%, chiing giam ngay vé khoang 35% vé&i epoch dau tién va dong
thoi giam dan khi epoch ting dan. Tuy nhién ta thdy rang hai dudng train va validation
khong that sy fit véi nhau, cu thé tir epoch thir 40-80 cac diém dit liéu gifra tap train
va validation dan xa nhau hon. Bén canh dé, cac diém trén duong validation ting
giam kha nhiéu va chua c6 sy muot ma, gia tri cia ham mat mat ciing khong c6 xu
huéng giam thém nhiéu khi epoch & gia tri tir 20. Piéu ndy chimg to rang trudng hop

kich thudc dau vao 192x192 nay khong phut hop véi mé hinh phén loai ciia bai toan.

Train vs Valid Loss
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Hinh 3.2: P bién thién ciia ham mat mat trong truong hep kich thwéc 200x200

Nguoc lai voi Hinh 3.1, Hinh 3.2 ta théy r0 su phu hop cua ca hai duong train
va validation. Cac diém cua tap validation nam vira van véi tap train, do dbc ctia ham
mat mat ciing giam dan mot cach tw nhién rat mugt ma. S6 lugng epoch dugc sir dung
trong qua trinh huan luyén chwa dén 50, c6 nghia 1a m6 hinh ding lai & vong 1ap ma
validation dat gi4 tri nhé nhat. Ching t6 kich thudc anh dau vao nay rat phu hop véi

md hinh phan loai.
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Hinh 3.3: P§ bién thién cia ham mat mat trong trwdng hop kich thwéc 224x224

Truong hop 224x224 khong mang lai két qua kha quan hon so véi truong hop
200x200. Biéu db di thé hién su thay d6i dot ngdt vé gia tri cia ham mat mat ngay
tai epoch dau tién. Ca hai duong validation va train tuy fit véi nhau nhung ko muot
ma bang truong hop trude do, cac diém gia tri trén duong validation xé dich 1én xudng
khong may 6n dinh. Ngoai ra, gia tri ciia ham mat mat ciing khong thay d6i qua nhiéu
so voi nhitng epoch dau tién.

Budc cudi cing cua qué trinh thi nghiém 13 chay kiém thr, ta tién hanh kiém

thir mo6 hinh v6i doan code sau day:
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def test(loaders, model, criterion, use_cuda):

# monitor test loss and accuracy
test_loss = 9.

correct = 0.

total = o.

model.eval()
for batch_idx, (data, target) in enumerate(loaders['test']):
# move to GPU
if use_cuda:
model = model.to('cuda')
data, target = data.cuda(), target.cuda()
# forward pass: compute predicted outputs by passing inputs to the model
output = model(data)
# calculate the loss
loss = criterion(output, target)
# update average test loss
test_loss = test_loss + ((1 / (batch_idx + 1)) * (loss.data - test_loss))
# convert output probabilities to predicted class
pred = output.data.max(1l, keepdim=True)[1]
# compare predictions to true label
correct += np.sum(np.squeeze(pred.eq(target.data.view_as(pred))).cpu().numpy())
total += data.size(@)

print('Test Loss: {:.6f}\n'.format(test_loss))
print(f'Test Accuracy: {round(10@. * correct / total, 2)}% ({int(correct)}/{int(total)})")

# call test function
test(loaders, resnet, criterion, use_cuda)

Hinh 3.4: Kiém thir mé hinh
3.3. Két qua va nhan xét

Sau khi hoan thanh qua trinh kiém thir, két qua ctia ca ba truong hop duoc tong

hop trong bang dudi day:

Kich thwéc anh S6 diém phan
. Do chinh xac
dau vao loai chinh xac
192x192 96.29% 2336/2426
200x200 97.16% 2357/2426
224x224 93.16% 2260/2426

Bang 3.2: Két qua thwe nghiém véi tap test ciia 3 kich thwée dnh

Véi ba truong hop thi nghiém, ta d3 nhan duoc két qua cao nhat vé& do chinh
xéac 14 97.16% tir kich thudc anh 200x200, md hinh di phan loai duoc 2357 diém
chinh x4c trén téng sd 2426 diém dir liéu. Xép thtr hai chinh 13 truong hop 192x192
v6i do chinh xac 96.29% va cudi cung la 224x224 véi do chinh xac 93.16%.
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Qua céc trudng hop thi nghiém, luin vin d3 tim hiéu va xay dung duoc mé
hinh phén loai str dung Representation Learning cu thé 13 gray scale image ciing nhu

kham pha ra sy anh huéng cua kich thudc anh dén chit luong cia mo hinh.

Tuy nhién, do gidi han vé phan cimg khi chay thir mé hinh va s lugng dir liéu
kiém nghiém chua nhiéu mic du mé hinh phan loai dat két qua kha cao nhung ciing
can phai cai thién thém, vi thuc té néu ta bo s6t mot vai truong hop ciing du dé cac

hacker tan cong va lam hai dén hé théng.
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KET LUAN
1. Két qua dat dwoc
1.1.Vé mat Iy thuyét

Nim dugc nguyén 1y cac ki thuat tin cong co ban, cach thirc ciia tin cong
Botnet.

Tim hiéu vé Tri tué nhén tao (Al), cac k¥ thuat Representation Learning va
g dung vao dé phan tich di liéu.

Céc loai kién trac mang CNN ciia cong nghé Deep Learning.
1.2.Vé mdt thuec tién

Luan van da dua ra duoc giai phap canh béo tin cong dua vio phan tich logs,
c6 thé cho ngudi quan tri biét duge mdi nguy hiém trude khi co xay ra tin cong.

Dua ra giai phap phan tich logs dua vao tng dung Tri tué nhan tao (Al), cac
k¥ thuat Representation Learning.

Xay dung thanh cong phan mém c6 thé dua vao phan tich cac pha ban dau cua
tan cong dé canh bao dén nguoi quan tri mot cach sém nhat trude khi xay ra cudc tan

cong thyc sy ndi chung va Botnet noi riéng.
2. Han ché

Tap dit liéu tmg dung nghién ctru di cii cong voi phan cing gidi han nén do
chinh x4c c¢6 thé khéng nhu mong mudn. Két qua dat duge chua bao quat duoc hét

cac truong hop, dit liéu mau can duge training va mé rong moi trudng ap dung.
3. Huéng phat trién

Tap trung nghién ctru rat trich cac dac trung phu hop hon cho qua trinh phan
tich, ting d0 chinh xac trong viéc nhan dang cac hanh dong trinh sat .

Nghién ctru cac mé hinh tin céng mang, cac phuong phép trinh sat méi nham
phat hién va canh bao tot hon.

M0 hinh can dugc cai thién va thuc nghiém véi tap dir liéu mai hon.
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BAN CAM DOAN

T6i cam doan d3 thuc hién viée kiém tra mirc do tuong déng ndi dung luan
van/luan an qua phén mém DolIT mot cach trung thyuc va dat két qua muc do tuong
dong 12 % toan bd ndi dung luan van. Ban ludn van kiém tra qua phan mém 1a ban
cung luan van da nop dé béao vé trude hoi déng. Néu sai toi xin chiu cac hinh thirc ky
luat theo quy dinh hién hanh ctia Hoc vién.
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