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MO PAU
Tir khi Internet 1an dau xuat hién tai Viét Nam, dén nay Internet 14 da phat trién rong
khip dén moi noi va tré nén phd bién. Cung véi do, linh vuc céng nghé thong tin ciing da
phat trién manh mé va tré thanh nganh khoa hoc déng vai tro thuc day kinh té x4 hoi phat
trién. Nhiéu co hdi duge tao ra, nhiéu tri thirc ctia nhan loai duoc tiép can do luc luong lao

dong ting budc duge nang cao trinh do lao dong, hi¢u suat lam viéc.

Bén canh nhiing thuan loi, cac loi ich mang lai, cong nghé thong tin cling tao ra nhiéu
thach thirc. Trong céc thach thirc vé an toan va an ninh thong tin thi an ninh mang c6 vai trd
hét strc quan trong. Cac hinh thirc, tin suat va mtrc d6 tan cong, pha hoai trén mang Internet
dang ngay cang trd 1én tinh vi, phirc tap va gy ra nhiéu hau qua nghiém trong. Do vay, doi

hoi vai tro cia nguoi quan tri mang phai ddm bao an toan h¢ thong trd nén hét strc can thiét.

Thong qua viéc tim hiéu vé mot s kicu tdn cong pho bién hién nay, dé tai sé tap
trung tim hiéu vao hinh thtc tdn cong an ninh mang deface (con duoc goi 14 tAn cong lam
thay doi ndi dung website). Mot loai tin cong phd bién nhung c6 anh hudng nghiém trong
dbi v6i nha quan tri website va cac t6 chirc, doanh nghiép. Sau d6 dé xuat cac bién phap va

xay dyng mot hé thong c6 kha ning dua ra canh bao khi website bi tin cong an ninh mang.
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CHUONG 1: GIOI THIEU PE TAI

1.1 Tinh cap thiét caa dé tai

Hién nay, toi dang cong tac tai S& Thong tin va Truyén thong tinh Tay Ninh, day la
mot co quan phu trach vé hoat dong Gmg dung Cong nghé thong tin trén dia ban tinh. Viéc
phat hién cac cudc tAn cong an ninh mang, trong d6 tin cong an ninh mang deface 1a mot
trong nhitng mdi quan tdm nham kip thoi phong, chong lai viéc bi up cac thong tin sai léch,
cac hinh anh phan dong, boi nho lanh dao ctia Bang, Nha nudc trén website cua So, ban,
nganh cta tinh. Pén nay, chua c6 cong cu nham phét hién cudc tin cong néu trén. Va do 1a
1y do t6i chon dé tai nay.

Tir céc kién thire tim hiéu duoc, t6i mong mudn gép mot phan nhé vao viée nghién
ctru, xac dinh cac dau hiéu phat hién cudc tan cong an ninh mang deface. Tur do, xay dung
hé thdng c6 kha ning kip thoi canh bao dén ngudi quan tri hé théng, giup cho cic website

ctia tinh dugc van hanh 6n dinh.
1.2 Muc tiéu ciaa dé tai

Tim hiéu cach thirc hoat dong, trinh bay cia mot website, cac k¥ thuat tan cong va

bao mat website.

Xac dinh cic dau hiéu nham phat hién mot cude tan cong an ninh mang deface:

- D4u hiéu phat hién su thay ddi tinh toan ven: Ung dung ham bam dé kiém tra su
thay d6i cia ma ngudn cua website trén may cha web;

- D4u hiéu phat hién sy thay d6i dit liéu;

- DAu phat hién tan cong lam té liét website;

Dé xuit xay dung mot hé théng giam sat website c6 02 tinh ning nhu sau:

- bdt tai may chu website nham phat hién kip thoi cudc tan cong an ninh mang
deface. Dur kién ap dung ddi véi cac website ctia cic S&, ban, nganh trén ban tinh T4y Ninh.
Céc thong tin canh bao s& dugc xir Iy dé quyét dinh c6 giri thong bao dén ngudi quan tri hay
khong, tan suit canh bao phai pht hop. Hinh thirc canh bao: Str dung email va tin nhin SMS
dé thong bao.

- Dit bén ngoai may chu ciia website dé tiép tuc thuc hién chtrc ning canh bao ngay

ca khi website bi ké gian chiém quyén diéu khién hodc pha huy.



1.3 Phwong phap thuc hién dé tai

- Phuong phap luan: Dya trén bai bao, dé xuat nham phat hién, chong tan cong lam

thay d6i noi dung da duogc trinh bay, céng bd trude do.

- Phuong phép thong ké: Phuong phap nay duoc ap dung dé téng hop, chon loc

nhiing thong tin, dit liéu theo dung yéu cau dat ra.

- Phuong phép thuc nghiém: Xay dung hé thong va thuc nghiém thuat toan da dé

Xudt.
1.4 Cau truc luan viin
Luan van dugc trinh bay 6 Chuong, cu thé nhu sau:
Chuong 1. Gidi thiéu dé tai
Chuong 2. Nhirng cong trinh li€én quan
Chuong 3. Nén tang 1y thuyét lién quan dén tan cong an ninh mang deface
Chuong 4. Dé xuat bién phap nham phat hién cudc tin cong an ninh mang deface

Chuong 5. X4y dung hé théng gidm sat va canh bao cudc tin cong an ninh mang

deface

Chuong 6: Két luan
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CHUONG 2: NHUNG CONG TRINH LIEN QUAN

Chuong nay s& trinh bay mot sd cong trinh, cac bién phap cta cac nha khoa hoc da

thuc hién hodc dé xuat nham phat hién mot trang website da bi tn cong deface.

Hai tic gia Andrew Cooks va Martin S Olivier (2004) dé xuat giai phap han ché bi
tan cong an ninh mang deface béng chién thuét chi doc tai bai bao [1]“curtailing web

defacement using a read-only strategy”.

Tai bai bao [2]“Anti Web Site Defacement System (AWDS)” dang bd1i tac gia Mazin
S.Al-Hakeem (2010) di d¢ xuat mot hé thong c6 kha nang phat hién va khoi phuc website

bang cach ap dung thuat toan Rabin’s Fingerprinting cai tién.

Nam 2010, ba nha nghién ctru Bartoli, A.; Davanzo, G. va Medvet, E. tai bai bao
[3]“A Framework for Large-Scale Detection of Web Site Defacements” da dé xuat mot bién
phap nham phét hién cudc tan céng deface & quy mo 16n dua vao k¥ thuat phat hién su bat

thuong (anamoly detection technique).

Nam 2011, ba tac gia G. Davanzo, E. Medvet va A. Bartoli da dé xuat sir dung k¥
thuat hoc may dé phat hién cudc tan cong an ninh mang deface [4] “Anomaly detection

techniques for a web defacement monitoring service”.

Trong bai bao [5] “An approach to Reveal Website Defacement” cua ba tac gia Rajiv
Kumar Gurjwa, Divya Rishi Sahu, Deepak Singh Tomar d3 trinh bay bién phap nham phat
hién tin cong an ninh mang deface dua vao viéc st dung ma CRC 32, k¥ thuat ham bam
(hashing), ty suat nhiu so véi tin hiéu (Peak Signal to Noise Ratio - PSNR), cau triic tuong
ddng (Structural Similarity - SSIM) vao nam 2013.

Ramniwas, Nikhil, va Deepak (2014) dé xuat phan tich tap tin ghi nhan sy thay doi
ctia website [6]: Cac thong tin thay ddi s& dugc ghi nhdn, xtr 1y va phan tich nhim xac dinh

website bi tin cong.

Ebot Enaw va Djoursoubo Pagou Prosper (2014) dé xuat str dung tri tué nhan tao dé

phat hién cudc tdn cong an ninh mang tai bai bao [7].

Mot phuong phap nham phét hién tan cong an ninh mang deface thong qua mg dung
ham bam vao nim 2015 do Rashmi va Shahzia dé xuit. X4y dung mot moédun tich hop vao
may cha web dé phat hién cudc tan cong trong cac website. hé théng nay con c6 kha ning tu

thay d6i cAu hinh dé trang web bj tdn cong khong hién thi. DAy 1a mot phuong phap méi so
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v6i cac phuong phap da biét trude day. Tuy nhién n6 ciing chi phi hop cho céc trang tinh
[8].
Céac tac gia Francesco Bergadano, Fabio Carretto, Fabio Cogno va Dario Ragno
(2019) dé xuét phat hién cudc tin coéng an ninh mang deface thong qua bién phap may hoc

dbi thu thu dong (Passive Adversaries)[9].

Trén Tap chi khoa hoc Pai hoc Ba Lat (Tap 8, S6 2, nam 201 8), cac tac gia Tran Dic
Tét, Pang Lé Nam, Pham Nguyén Huy Phuong dé xuét xay dung [10]“h¢ thong canh bao
tin cong thay doi giao dién website” bang viéc két hop giam sat trong mang ndi bo (Local
Area Network - LAN) va giam sat tir xa. O ting thoi diém xac dinh, hé théng sé tién hanh
giam sat may chu, co s dir liéu, md ngudn cua website dé phat hién su thay do6i bat hop

phap.



6
CHUONG 3: NEN TANG LY THUYET LIEN QUAN DPEN TAN

CONG AN NINH MANG DEFACE

3.1 Toéng quan vé an ninh mang

3.1.1. Tim hiéu vé an toan thong tin va an ninh mang

An ninh mang 1a sy bao dam hoat dong trén khong gian mang khong gay phuong hai
dén an ninh qudc gia, trat ty, an toan x4 hoi, quyén va loi ich hop phap cia co quan, to chirc,

ca nhan.
3.1.2. Sw cdn thiét phdi bdo vé an toan thong tin

C4 c4 nhan, to chirc, nhat 1 doanh nghiép s& hirng chiu nhiéu thiét hai khi gip cac su
¢ vé an toan, an ninh mang nhu 1a: Ton that vé chi phi; Ton that vé thoi gian; Hé thong
hoat dong tri tr¢, kém hi¢u qua, Ton that dén danh du, uy tin cua doanh nghiép; Mat co hoi
kinh doanh.

3.2. Mot so 16 hong an ninh trén maéi trudng mang

L6 hong bdo mat c¢o thé duge hiéu 1a cac diém y€u cua h¢ thong ma ké gian c6 thé

khai thac, tan cong nham xam nhap, diéu khién trai phép hé thong.
3.3 Mt s6 ky thuat tan cong va bao mat website
3.3.1 Ky thudt tin cong SOL Injection
T4n cong SQL Injection 1a kiéu tin cong hé thong bang cach dua vao cac ciu van tin

SQL va thyc thi bat hgp phép.

SQL Injection

http://students.com? SELECT * FROM students
studentld=117 or 1=1;-- WHERE studentld=117 or 1=1;
a8 [
L — 4
S~/ p—
Attacker : . Web API Server :
Data for all students is Return data for
returned to the attacker I

Hinh 3.1 Mb hinh tin céng SQL Injection
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3.3.2 Tin céng XSS (Cross Site Scripting)

XSS 1a viét tat ciia Cross-Site Scripting, day 1a mot ki thuét tin cong ma ké tdn cong

s& chén vao cac website dong nhitng doan ma c6 thé thuc thi mot cdu 1énh bat hop phép.
3.4 V& tan coéng an ninh mang deface

T4n cong Deface (Website Defacement) 13 hinh thtc tin cong lam thay ddi giao dién

truc quan cua mot trang web.
Céc hau qua cua tin cong an ninh mang deface gom [9]:
- Thay d6i mot phan hodc toan bd ndi dung cua trang web.
- Thay d6i ma ngudn cua trang web.
- Chuyén hudng cua trang web.
- Huy hodc x06a toan bd trang web.
3.4.1 Nguyén nhén website bi tin céng an ninh mang deface
- Mat khau cta tai khoan quén tri yéu, dé doan.

- Cai dat cac module, plugin, extension,... trong cdic ma nguén mod hién nay ( thuong

la c&c website joomla, wordpress,...).
- B¢ 160 mat khau quan tri....
3.4.2 Déu higu nhin biét website bi tin cong an ninh mang deface

Thong thuong, khi cac trang mac dinh nhu: home.html, trangchu.html,

default.html... bi thay d6i nghia 12 website da bi tdn cong Deface.
3.4.3 Tinh hinh vé tin coéng an ninh mang deface

Theo B thong tin va Truyén thong thdng ké cho thiy trong thang 9/2021, tai Viét
Nam d3 xuat hién 1.074 cudc tin cong an ninh mang, giam 6,45% so voi thang trude do.
Qua phan loai, c6 192 cudc Phishing, 743 cudc Malware va 139 cudc tan cong an ninh
mang Deface.

3.5 Ham bam

3.5.1 Khdi niém ham bam
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Ham bam 13 ham chuyén d6i mot thong diép co do dai bat ky thanh mot day ky tu

(hodc diy bit) nhung c6 do dai ¢ dinh.

qua.

3.5.2 Tinh chdt va yéu ciu ciia ham bim

Mot s6 tinh chit co ban ctia ham bam 1a: Tinh tat dinh; Tinh mét chiéu. Tinh hiéu

Yéu cau dbi voi mot ham bam tdt, an toan: Tinh todn nhanh; Tinh khang va cham.
3.5.3 Mt s6 ham bim phé bién

- Ham bam MDS5.

- Ham bam SHA-1.

- Ham bam RIPEMD-160.

- Ham bam SHA-2.

- Ham bam SHA-3.

- Ham bam BLAKE?2.

3.5.4. Thudt toan Rabin-Karp

Thuat toan Rabin-Karp 12 mét thuét toan duoc st dung dé tim kiém hozc ddi sanh cac

mau trong doan van ban.

3.5.5 Thudt todn Rabin-Karp cdi tién

Piu vao: Tai liéu (trang web cong khai)

Piu ra: Thyuc hién bam dé 1ay dau van tay tai liéu.
3.6 Thuat toan déi sanh chudi

D61 sanh chuoi 1a viée so sanh mot hodc vai chudi (thuong dugc goi la mau hoac

pattern) voi toan bg van ban dé tim ra noi va so lan xuat hi¢n cua chuoi dé trong van ban.

3.6.1 Phdn logi thudt todn déi sanh chudi
- Theo thir ty ddi sanh:
- Theo s6 lugng pattern:

- Theo dd sai khac ddi sanh:
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- Theo sy thay ddi ciia pattern va van ban
3.6.2 Déu vin tay tai ligu (Document Fingerprint)
DAu van cua tai liéu 1a tap hop cac ma dugc sinh ra tir cac khoa ndi dung cua tai li¢u
d6. Mo6i ma do6 dugc goi 1a mot gia tri bam.
3.7 Ung dung thuit toan Rabin Karp dé so sanh tim dd twong dong caa 02
tai liéu
3.7.1 Cdc budc tién xir Iy truwée khi thwe hign bam tai lidu
C6 04 budc nhu sau [11]:
Budc 1-Ma hoa (Tokenizing): Chuyén tai liéu can bam thanh cac nhom ky tu va tir
viét hoa sang viét thuong.
Budc 2-Loai bo cac tir thuong xuat hién (Stopword Removal): Béi vi, voi, va,
hoac,...
Budc 3-Dua céc tir ¢o tién td (prefix) hodc hau td (suffix) tro lai cac tir goc.
Budc 4-Thuc hién bam tai liéu.
3.7.2 Vi du tinh ma bam ciia chuéi “MEDAN”
Chon hé s6 K-Gram=5; hé s6 mii B (basis)=7; Chudi A = MEDAN
A1) =77; A(2) =69; A(3) =68; A(4) =65; A(5) =78
Gia tri bam = (77 x 7°) + (69 x 7%) + (68 x 72%) + (65 x 7?) + (78 x 7%)
= 1.486.863
3.7.3 Vi du tinh ma bam ciia mot tai liéu
- Gia st chon hé s6 K-Gram=5, tinh gia tri bam cta 5 ky tu dau tién. Sau dé tinh gia
tri bam cua 5 ky tu ké tiép.

- Gid su ta ¢6 02 bang gid tri bam nhu hinh dudi day cta 02 tai licu [11]:
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Bang 3.1 Bang gia tri bam cuaa 02 tai liéu

19875 | 16830 | 23124 | 17433 | 20546 28432 | 26406 | 28424 | 13930 | 19187
21489 | 26753 | 13498 | 23846 | 16528 18049 | 10867 | 18516 | 26753 | 19975
21848 | 28447 | 29994 | 10301 | 13009 10152 | 13053 | 24120 | 21896 | 18351
18832 | 27217 | 23157 | 25854 | 22492 12605 | 25101 | 21215 | 20750 | 15513
14952 | 14337 | 29348 | 19978 | 28809 22949 | 26006 | 25045 | 25932 | 10695
13485 | 14188 | 13131 | 21215 | 12053 13254 | 21504 | 20286 | 22492 | 10615
25669 | 13809 | 26508 | 19455 | 25356 25565 | 29941 | 17403 | 23018 | 22666
29964 | 17723 | 2663 | 17445 | 11803 19744 | 19769 | 19877 | 29535 | 13139
19477 | 27142 | 24814 | 15155 | 26266 25669 | 16830 | 14297 | 20916 | 24640
28432 | 19007 | 21896 | 16625 | 20681 16960 | 20681 | 13131 | 13009 | 18947

M&i bang nay c6 50 gia tri bam, trong d6 c6 10 gia trj bam 1a gidng nhau. Khi nay

mirc d twong dong cua 02 tai liéu dugc tinh bang cong thic sau:

2x10

P= 50350 * 100

= 2 x100

100
= 20%
3.7.4 Vi du vé tinh ma bam ciia 02 chuéi vdi hé s6 K-Gram=5, hé s6 B=7
Chudi 1= “MEDANCDEMABCC”
Chudi 2= “MEDANZXYMABCC”

Ta c6 02 bang bam nhu sau:



Bang 3.2 Bang gia tri bam caa 02 chudi véi hé s6 K-Gram=5, hé s6 B=7
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M&i bang bam c6 9 phan tir, trong d6 2 phan tir c6 gia tri gibng nhau. Vay, muc do

trong dong la:

P =(2x2)/(9+9) x 100% = 22,2%

3.7.5 Vi du vé tinh ma bam ciia 02 chudi véi hé s6 K-Gram=3, hé
s6 B=7
Chudi 1= “MEDANCDEMABCC”
Chudi 2= “MEDANZXYMABCC”
Ta c6 02 bang bam nhu sau
Bang 3.3 Bang gia tri bim caa 02 chudi véi hé s6 K-Gram=3, hé s6 B=7

1 2 3 4 5 6 7 8 9 10 [ 11 | 12
4256 | 3857 | 3787 | 3731 | 4291 | 3759 | 3815 | 3920 | 4228 | 3647 | 3703 | 3752

1 2 3 4 5 6 7 8 9 10 [ 11 | 12
4256 | 3857 | 3787 | 3731 | 4452 | 5026 | 4935 | 4900 | 4228 | 3647 | 3703 | 3752

M&i bang bam c6 12 phan tir, trong d6 8 phan tir c6 gi tri giong nhau. Vay, mirc do

trong dong la:

P =(2x8)/(12+12) x 100% = 66,6%
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CHUONG 4: PE XUAT BIEN PHAP NHAM PHAT HIEN CUQC

TAN CONG AN NINH MANG DEFACE

Mot website bao g6m cac thanh phén chinh nhu la Domain (tén mién), Host, Source
(mi ngudn) va Database (co so dit liéu). Twong Gng véi moi thanh phan 1 bién phép tin

cdng khac nhau.
4.1 Bién phap giam sat viéc thay d6i ndi dung cia website

Nhu tén goi ctia cudc tAn cong nay, muyc ti€u cua tin tac nham thay doi noi dung trinh
bay tai trang chu ctia website dé thdng bao hé thdng da bi xdm nhap. Pay 1a co ché giam sat

website tir xa, hudng tir bén ngoai:
Budc 1 - Khai bao thong tin cua website.
Budc 2 - Lay tai liéu CSS cua website.
Budc 3 - So sanh ndi dung ctia website voi ndi dung da luu trude do.
4.2 Bién phap giam sat tinh trang hoat dong cua website

Pé biét tinh trang hoat dong hay khong hoat dong cua mot Website, ta dua vao ba
tham s dé kiém tra 1a DNS, HTTP Request, va IP:

- Bude 1 - Kiém tra DNS.

- Buéc 2 - Kiém tra HTTP Request.

- Buédc 3 - Kiém tra IP Public.

4.3 Bién phap phat hién sw thay doi tinh toan ven

Bién phap nay nham phat hién sy thay d6i ma ngudn, giam sat thu muc hodc giam sat
tap tin cua website: Mot Website mudn hoat dong tdt va an toan thi can phai bao v¢ thu muc

chira ma ngudn ciia Website trén may chu web.

4.4 Bién phap phat hién cudc tan cong lam té liét website

Pé phét hién truong hop ké tan cong pha hily chuong trinh gidm sat hay bi tan cong
tr chdi dich vu 1am té liét may chu web. Hoc vién dé xuét sir dung m6 hinh Agent —
Controller. Agent chinh la mot tng dung dugc cai dat trén cac may cha. Controller l1a trung

tam giam sat dugc cai dit trén mot may doc lap voi may chu web, Controller nay s& tiép
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nhan cac thong tin tir Agent giri vé. Véi mo hinh nay giita Agent va Controller s& duy tri
kénh lién lac riéng sir dung Advanced Encryption Standard (AES) dé ma hoa cac thong diép
trao doi va dinh ky Controller s& giri thong tin lién lac néu mat thong tin lién lac trong mot

khoang thoi gian nhit dinh thi s& canh béo.
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CHUONG 5: XAY DUNG HE THONG GIAM SAT VA CANH BAO

CUQC TAN CONG AN NINH MANG DEFACE
5.1 Cac yéu cau doi véi hé thong dé xuat

Nhu da tim hiéu néu trén, hau qua cua cudc tan cong an ninh mang deface giy ra hau
qua rat nghiém trong. Hoc vién dé xuat xay dung mot hé thong c6 kha nang giam sat va

canh bao khi c6 cudc tan cong an ninh mang deface voi cac yéu cau nhu sau:

- Kip thoi phat hién va canh bao khi co su thay d6i bat thuong cia ndi dung cua

website: Co thé kiém tra sy thay d6i toan bo hodc mdt phan cua website.

- Kip thoi phat hién va canh bao: Khi ¢d sy thay déi tinh toan ven; khi website khong

hoat dong va khi website pha hity hoac bi lam té liét.

- Giam sét lién tuc hodc giam sat trong mot khung gid ¢b dinh.

- C6 thé giam sat nhiéu website cung lic.

- C6 luu trix két qua giam sat dé phuc vu viéc tra ctru, danh gia tinh hinh.

- Thyc hién canh bao dén may tinh, guri tin nhin va thu dién tir dugc chi dinh.

- Hé théng hoat dong on dinh, tin cay.

- C6 giao dién don gian, than thién.

5.2 M0 ta hé thong dwoe dé xuat

Hé thong dé xuat s& gom cac giao dién nhu sau:

- Giao dién Chinh: Day 1a giao dién dau tién hién thi va cho phép nguoi s dung di
dén céc giao dién khac cia hé thong.

- Giao dién Tham s6 hé théng: Giao dién nay cho phép nguoi str dung thiét lap cac
tham sb cua hé théng nhu tan suét giam sat, sb dién thoai, email dé gui canh bao...

- Giao di¢n Két qua giam sat: Giao dién nay cung cap thong tin két qua cua viéc giam

sat theo thoi gian ctia hé thong.
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HE THONG GIAM SAT VA CANH BAO
CUQC TAN CONG AN NINH MANG DEFACE

NPt ud gk sat

BAT PAU GIAM SAT

> ‘ ) THAMSOHTF

Hinh 5.1 Giao dién chinh ciaa hé théng

THAM SO HE THONG

Hg 56 K-gram
Hésd B 256
WEBSITEL F:\GiamSat BaoTuoiTre0] files | Bt dau gs |
WEBSITE2 F.\GiamSal BaoTuoiTre02 files
WEBSITE3 F-\GiiamSat BaoTuoiTre03 files
WEBSITE4 F-\GiiamSat BaoTuoiTre04_files
WEBSITES F:\GiamSatBaoTuoiTre05 files Batdau gs |
Tan suat KTra 5
Ngudng canh bio 98
EMAIL thanhtuto@gmail.com

g | SDT 1234567890

£ | BDKT 8:00

i KTKT 20:00

3

Fom Vew mmiok (B OH ¥

Hinh 5.2 Giao dién tham sé ciia h¢ théng
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HeThongGiamSat TanCongDeface: Database- C:\Users\Helol Desktopt HeThongGiamSatTanCongDeface.accdb [Access 2007 - 2016 e format) - Access

ErtemalDats  DotcbascTools  Hep Q) Tell me whet youwant todo

> ‘ = KETQUAGSF X
z > ¥ ¥ =
KET QUA GIAM SAT i
| Ngay Gir Kétqud gitmsit  Mirc TDong Ngwimg CBHe 6 K Hé 56 B
M § = 84 Binh Thuong 100 98 5 127
|| | 04/02/2023 8:41 Binh Thuong 100 98 5 127
| 04/02/2023 §:41 Gui Canh Bao 95 98 5 127
|| | 04/02/2023 841 Gui Canh Bao 50 98 5 127
|| | 0470212023 841 Gui Canh Bao 9 98 5 127
|| | 04/02/2023 844 Binh Thuong 100 98 10 127
|| | 0470272023 8:44 Binh Thuong 100 98 10 127
| | 04/02/2023 8:44 Gui Canh Bao 91 98 10 127
L] 04/02/2023 §:44 Gui Canh Bao 40 98 10 127
|| | 04/02/2023 8:44 Gui Canh Bao 7 98 10 127
|| | 04/02/2023 8:49 Binh Thuong 100 98 5 256
. 04/02/2023 849 Binh Thuong 100 98 5 256
5| | 04/02/2023 8:49 Gui Canh Bao 95 98 5 256
5 || | 04/02/2023 8:49 Gui Canh Bao 50 98 5 256
:é | 04/02/2023 8:49 Gui Canh Bao 9 98 5 256
2| | | 04/022023 8:32 Binh Thuong 100 98 10 256
|| | 04/02/2023 8:32 Binh Thuong 100 98 0 256
| | 04/02/2023 8:52 Gui Canh Bao 91 98 10 256
L] 04/02/2023 8:52 Gui Canh Bao 46 98 10 256
|| | 04/02/2023 8:52 Gui Canh Bao 7 98 10 | 256
|| | 0470212023 8:56 Binh Thuong 100 98 I5 256
| | 04/02/2023 8:56 Binh Thuong 100 98 15 256
|| | 0470272023 8:56 Gui Canh Bao 90 98 5 256
|| | 04/02/2023 836 Gui Canh Bao 3 98 15 256
L] 04/02/2023 8:56 Gui Canh Bao 7 98 15 256
A 0 0 0 0
e B
Fom View Nmiork (BB B ¥

Hinh 5.3 Giao dién két qua giam sat

5.3 Xay dwng hé théng

Nham thyc hién hé théng da dé xuat, hoc vién sir dung ngdn ngit VBA(Visual Basic
For Applications) trong phan mém Microsoft Access dé hién thuc hoa thuat todan Ham bam
Rabin-Karp va viéc sir dung ham bam dé phat hién cudc tan cong an ninh mang deface da
néu trén.

Hoc vién gia str hé thong s& thuc hién giam sat file “font.css” trén websibe ctia Bio
Tudi tré dién tt & 05 trang thai dugc luu tai 05 thu muc “Giamsat” tai 6 F: cla may tinh nhu
hinh:

- Trang thai 1: Day 1a trang thai ddu tién ctia websibe ctia Bao Tubi tré.

- Trang thai 2: Gia st trang thai ctia Bao Tudi tré van khong doi (file “font.css”
khong d6i ndi dung so vai trang thai 1).

- Trang thai 3: Gia st trang thai ctia Bao Tudi tré c6 thay dbi do file “font.css” thay
d6i noi dung 1a cac kiéu dinh dang tir “font-style: normal;” chuyén thanh “font-style:

italic;”
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- Trang thai 4: Gia st trang thai ctia Bao Tudi tré c6 thay d6i do file “font.css” do noi

dung bi x6a mot phan.

- Trang thai 5: Gia st trang thai ctia Bao Tudi tré c6 thay d6i do file “font.css” do noi

dung 14 cac phan dinh dang chit font-face bi x6a hét.

5.3.1 Ham tinh gia tri bam cua chuéi ky tw

Public Function TINHGIATRIBAMCHUCIEYTIU (chuoi As String,
Tinh gia tri bam chuoi ky
'Ham tinh gia tri bam cua

'h 1a (bass)=256

b As Integer) Ls Long

A8 ]

he so co so

songuyento = 9%

Dim i As Integer
Dim sokytu Ls Integer
Dim p As Long

Dim =songuyento As Integer
p=20
songuyento = 997
sokytu = Len (chuoi)
For 1 = 1 To sokytu
p=Ilb * p+ Asc(Mid(chuci, i, 1))} Mod songuyento
Hext i

TINHGIATRIBAMCHUOIEYTU
End Function

= F

5.3.2 Ham tinh bdang bam ciia mét file text

Pukblic Function TINHBANGBAMFILETEXT (FText As String, BANGGTE As Integerx)
inh bang bam file text

cac gia tri

H-gram) l& so

:bang gia tri bam = 1

» db As DAO.Database
rsl As DAO.Recordset
1 strSQL As String

1 i As Integer

1 sokytu As Integer
1 p As Long

1w chuoiK As String

1 sochuoi As Integer
1 HSCB As Integer

1 HSOK As Integer

1.Lay gia tri hsoB
Set db = CurrentDb()
str5QL = " SELECT THAMSCHT.IDTHS, THAMSOHT.HSCOE, THAMSCHT.HSOB, THAMSCHT.WEBSITEL,
" FROM THAMSOHT " & _
" WHERE | ((THAMSOHT.IDTHS)=1)): "
Set rsl = db.CpenRecordset (str5QL, dbCpenDynaset)
HS50B = rs1!'HS0B
HSOK = rsl!HSCK
rsl.Close
'2.Xoa cac record trong Bang gia tri bam 1 hoac 2

If (BANGGTB = 1) Then

sStr3QL = " Delete BANGGIBLl.GIB " & _
" FRCM BANGGTBL;"
Else
sStr3QL = " Delete BANGGIBZ.GIB " & _
" FRCM BANGGTBZ;"
End If

DoCmd. SetWarnings False
DoCred . RunSQL strSQL

THAMSCHT .WEBSITEZ

" s




'3.Them moi cac record trong Bang gia tri bam 1 hoac 2
If (BANGGIB = 1) Then
str3QL = " SELECT BANGGTBL.GTE " & _
" FRCM BANGGTIB1:™
Else
str5QL = " SELECT BANGGTBZ.GIB " & _
" FRCM BANGGTIBZ:™
End If

S5et rsl = db.CpenRecordset (str5QL, dbCpenDynaset)

'4,Tinh cac gia tri bam va luu vao bang

p =20

sokytu = Len (FText)

gochuoi = ((sokytu - (Sokytu Mod HSOE)) / HSOE) 'tinh 2o chuoi cua file

For i = 1 To sochuoi
chuoll = Mid (FText, (i - 1) * HSOK + 1, HSCE)
p = TINHGIATRIBAMCHUOIEYTU (chuoiK, HSOB)
r=sl,AddNew
r2l!'GTB = p
rsl.Update

HNext i

rsl.Close
diz.Close
End Function

5.3.3 Ham tinh mirc dp twong dong ciia hai tai liéu

Public Function pakslikirugrlaiteiblalols(iFycheleicans () As Integer

'Tinh su tuong 02 bang Gia Tri Bam
Dim db As DAC.Database
Dim rsl, rs2, rs3 As DAO.Recordset
Dim strSQL1l, strS5QL2, strSQL3 As String
Dim 5H A= Integer 'SH (Identical Hash): so gid tri bam giong nhau.
Dim TyleTD A= Integer 'ty le tuong dong
Dim a, b &s Integer
Dim sophantuBangGIBl, sophantuBangGIB2 As Integer

SH=20
TyleTD = 0
sophantuBangGIBl = O
sophantuBangGIB2 = 0
strSQLl = " SELECT BANGGTEL.GIE " & _
" FROM BANGGTBL " &
" GROUP BY BANGGTBLl.GTB: ™
str5QL2 = " SELECT BANGGTEZ.GIE " & _
" FROM BANGGTBZ " &
" GROUP BY BANGGTB2.GTB: ™
Set db = CurrentDb ()

Set rsl = db.CpenRecordset (str5QL1l, dbfpenDynaset)
Set rs2 = db.COpenRecordset (str50L2, dbOpenDynaset)
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1, EKiem tra bang bam 1 va bang bam 2 co phan tu nao ko
If (r=sl.BOF = True) And (rsl.ECF = True) Then
MsgBox "BANG GIA TRI BAM 1 EHONG CO GIA TRI NAOQ!™
TinhSuTuongDong02BangGIB = TyleTD
Exit Function
End If
If (rs2.BOF = True) And (rs2.EQOF = True) Then
MsgBox "BANG GIA TRI BAM 2 EHONG CO GIA TRI NAOQ!'™
TinhSuTuongDong02BangGIB = TyleTD
Exit Function
End If
rzsl.Close
rs2.Close

2. Lay tong phan tu cua tung bang

str3QL1 = " SELECT Count (BANGGTB1.GIB) AS CountOfGTE " &
" FRCM BANGGTEBL; "
str5QL2 = " SELECT Count (BANGGTBEZ.GIB) AS CountOfGIB " &

" FRCHM BANGGIBZ; "

Set rsl = db.CpenRecordset (str50QL1, dbOpenDynaset)
Set rs2 = db.0penRecordset (str5QL2, dbCpenDynaset)
sophantuBangGIBL = rsl!CountOfGTB
sophantuBangGTB2 = rs2!'CountCLGTR
rsl.Close
rs2.Close
str5QLl = " SELECT BANGGIBL.GIE " & _
" FROM BANGGIBL " & _
" GROUP BY BANGGIBL.GIB; "
str5QL2 = " SELECT BANGGIB2.GIB " & _
" FROM BANGGIBZ " & _
" GROUP BY BANGGIBZ.GIB; "
Set rsl = db.CpenRecordset (str50QL1, dbOpenDynaset)
Set rs2 = db.0penRecordset (str5QL2, dbCpenDynaset)




'3. Xet tung gia tri bam cua kang bam 1 voi tat ca gia tri bam cua bkang kam 2
rsl.MoveFirst
Do Until rsl.ECF
rs2.MoveFirst
Do Until rs2.ECF
If rs1!'GTB = rs2'GTIB Then
strSQL3 = " SELECT BANGGTBLl.GIB, Count (BANGGTBLl.GIB) AS CountOfGIE " & _
" FROM BANGGIBlL " & _
" GROUP BY BANGGTBL.GIB " & _
" HAVING (((BANGGIBL.GIB)= " & rsl!GIB & " )):s "™
Set rs3 = db.CpenRecordset (stxSQL3, dbOpenDyvnaset)
If (r33.BOF = True) And (rs3.ECF = True) Then
a =210
Else
a = r33!'CountCEGTB
End If
rs3.Close
2tr3QL3 = " SELECT BANGGTBZ.GTB, Count (BANGGTBZ.GIB) AS CountOfGTE " & _
" FROM BRNGGIBZ " & _
" GROUP BY BRNGGIB2.GTE " & _
" HAVING (((BANGGTB2.GTB)= " & rs2!GTB & " )}, "
Set rs3 = db.OpenRecordset (str50QL3, dblpenDynaset)
If (rs3.BCOF = True) &nd (rs3.ECF = True) Then
=20
Else
b = rs3!CountCEfGIB
End If
rs3.Close
If {(a <« b) Then
SH =5H + a
Else
SH=5H + kb
End If
End If
rs2.MovelNext
Loop
rsl.Movelext
Loop
rsl.Close
rs2.Close
ty le tuong dong
TyleTD = (2 * SH) / (sophantuBangGIBl + sophantuBangGITB2Z) * 100
TinhSuTuongDong02BangGTE = TyleTD
" MsgBox SH & "--" & sophantuBangGTBl & "--" & sophantuBangGTB2 & "--" & TyleTD
End Function

5.4 Két qua thuc nghiém hé théng va nhan xét

Dé thyc nghiém hé thong di xay dung, hoc vién di giam sat 05 trang thai gia thuyét

v6i1 cac tham so cua thuat toan Rabin-Karp nhu sau:

K=5 va B=127.

K=10 va B=127.

K=5 va B=256.

K=10 va B=256.

K=15 va B=256.
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Bang 4.1 Bang két qua thuc nghiém

NGAY |GIO KQGS HESOK |HESOB | NGUONGCB | P |

04/02/2023| 8:41|Binh Thuong 5 127 98| 100
04/02/2023| 8:41 Binh Thuong 5 127 98| 100
| 04/02/2023| 8:41|Gui Canh Bao | 5/ 127 98| 95
| 04/02/2023| 8:41|Gui Canh Bao | 5/ 127 98| 50
04/02/2023| 8:41|Gui Canh Bao 5 127 98| 9
04/02/2023| 8:44|Binh Thuong 10 127 98| 100
04/02/2023| 8:44 Binh Thuong 10 127 98| 100
| 04/02/2023| 8:44|Gui Canh Bao | 10, 127 98| 91
| 04/02/2023| 8:44|Gui Canh Bao | 10, 127 98| 40
| 04/02/2023| 8:44|Gui Canh Bao | 10| 127 98| 7
| 04/02/2023| 8:49|Binh Thuong | 5/ 256 98| 100
| 04/02/2023| 8:49|Binh Thuong | 5/ 256 98| 100
| 04/02/2023| 8:49|Gui Canh Bao | 5/ 256 98| 95
| 04/02/2023| 8:49|Gui Canh Bao | 5/ 256 98| 50
| 04/02/2023| 8:49|Gui Canh Bao | 5/ 256 98| 9
| 04/02/2023| 8:52|Binh Thuong | 10, 256 98| 100
| 04/02/2023| 8:52|Binh Thuong | 10, 256 98| 100
| 04/02/2023| 8:52|Gui Canh Bao | 10, 256 98| 91
| 04/02/2023| 8:52|Gui Canh Bao | 10| 256 98| 46
| 04/02/2023| 8:52|Gui Canh Bao | 10, 256 08| 7
| 04/02/2023| 8:56 Binh Thuong | 15| 256 98| 100
| 04/02/2023| 8:56 Binh Thuong | 15| 256 98| 100
| 04/02/2023| 8:56|Gui Canh Bao | 15| 256 98| 90
| 04/02/2023| 8:56|Gui Canh Bao | 15| 256 98| 31
| 04/02/2023| 8:56|Gui Canh Bao | 15| 256 08| 7

Dua vao két qua thuc nghi¢m trén, ta nhan théy:

- Khi hai trang thai giam sat ctiia website khong doi thi hé thong dé xuét s& khong dua

ra canh bao: Mirc twong ddng cua 02 trang thai =100%.

- Khi trang thai giam sat clia website co thay doi thi hé thong c6 phat hién su thay
d6i: Mirc tuong dong cua hai trang thai <100%.

- Khi ¢ dinh hé s6 co s& B ciia thuat toan Rabin-Karp thi murc twong dong cua hai

trang thai s€ giam khi K cang 16n.
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CHUONG 6: KET LUAN

1. Két qua nghién ciru cia dé tai

T4n cong an ninh mang deface 13 mét kiéu tin céng phd bién va gay ra nhiéu hau qua
nghiém trong dbi v6i bat ky t6 chire, c4 nhan nhat 1a dbi vi cac doanh nghiép. Do vay viéc
kip thoi phat hién website b tdn cong dé dua ra cac bién phap phong chdng 1a can thiét dé
han ché téi da cac hau qua khong mong mudn.

- Thong qua d& tai, hoc vién hiéu dugc cach ma trinh duyét web trinh bay mot trang
web; cach thirc mot website hoat dong va cac van dé vé an ninh mang, nhimg 15 hong bao
mat, nhitng k¥ thuat tdn cong dé xam nhap, khdng ché website va cling nhu cach phong
chong.

- Hiéu duoc thuat toan Rabin-Karp va tmg dung cta thudt todn nham phat hién cudc
tan cong an ninh mang deface.

- Giai quyét mot phan cac yéu cau dit ra.

2. Han ché ciia luén viin

Tuy nhién do gi6i han vé thoi gian va c6 nhiéu kién thic can phai nghién ctru nén
luan van con ton tai cac han ché sau:

- Chua xay dung duoc hé thong giam sat ddi voi cac website trén moi truong thuc té
ma chi dirng & méi trudng gia thuyét.

- Chua xay dung dugc hé thong giam sat dit ngoai website can giam sat dé danh gia
website c6 con hoat dong hay khong.

3. Kién nghi va huéng nghién ciru tiép theo

Dé tai can dugc nghién ciru, cai tién trong thoi gian téi nhu sau:

- Xay dyng hé thdng giam sat d6i véi cac website trén moi truong thyc té va hé thong
giam sat dat ngoai website.

- Xay dung nhiéu kich ban vé cudc tin cong an ninh mang deface dé xé4c dinh céc
tham sb hé théng nham 1am cho hé théng hoat dong hi¢u qua, dang tin cay.

- Nghién ctru, tmg dung cac k¥ thuat khac nham ting cudng kha ning phat hién cudc

tan cong an mang deface.



