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MO PAU
1. Ly do chon dé tai

Thong tin 13 mot tai san vo cung quy gia cua chinh phu, cac td chirc, doanh
nghi¢p hay bt cr c4 nhan nao. Ai ¢ duoc thong tin 1a c6 thé dat duoc ti 1¢ thanh
cong cao. Chinh vi vy viéc trao d6i va giit bi mat thong tin 1d mot van dé rat quan
trong. Ngdy nay cong nghé thong tin bung nd véi su phét trién cua Internet va mang
may tinh da gitp cho viéc trao doi thong tin va cac giao dich mot cac dé dang hon.
Tuy nhién lai phét sinh nhitng vin dé mai d6 1a t6i pham mang may tinh da phat
sinh, ton tai va nhanh chong phat trién khong ngimg. Thong tin quan trong dugc
nam trong kho dit liéu hodc nam trén dudng truyén c6 thé bi trom cip, c6 thé 1am
sai léch, c6 thé bi gid mao. Nhirng bi mat kinh doanh, tai chinh 1a muyc ti€u cua doi
thi canh tranh. Nhiing tin tirc vé an ninh qudc gia 1a muc tiéu tinh béo trong va
ngoai nudc. Nhitng vin dé xoay quanh t6i pham mang may tinh thuong bao gém
cac hoat dong bat hop phap nhu: chiém dung va str dung trai phép tai nguyén may
tinh, vi pham ban quyén, cic chuong trinh gidm sat bat hop phap, ¢ nhitng mirc do
trAm trong hon, cac hoat dong t01 pham cong ngh¢ cao con nham dén viéc pha hoai
cac hé thong may tinh bang cach phat tan cac ma doc, dn cap cac thong tin vé thé
tin dung, tai khoan ngan hang cua nan nhan, léy cép cac thong tin tinh béo, bi mat
quéc gia. Piéu d6 co thé anh hudng céac t6 chirc, cong ty hay ca mot quc gia.

Tan cong lira dao (Phishing) [1] 13 hinh thirc tn cong phi k¥ thuit duoc toi
pham mang sir dung nhiéu nham danh cip dit liéu bi mat tir may tinh hay mot mang
may tinh cua nguoi dung, sau d6 su dung dir liéu cho nhiéu muc dich khac nhau,
nhu léy Cf,lp tién ctia nan nhan hodc ban lai dit liéu da danh cép.

Thong thudng tin tac gia mao thanh ngan hang, trang website giao dich truc
tuyén, vi dién tir, cac cong ty cé tin dung dé lira dao ngudi dung chia s& thong tin
nhu: tai khoan va mat khau dang nhap, mat khéau giao dich, thé tin dung va céc
thong tin quan trong khac. Phuong thirc tan cong nay dugc tin tic thyc hién thong

qua thu dién tir, tin nhin vin ban hodc mang xa hoi, khi nguoi dung théng qua



duong link gia mao s& duoc yéu cau ding nhap. Néu ngudi st dung truy cép vao
thong tin gia mao do6 tin tic s€ co dugce thong tin ngay tirc thi.

Hién nay trén thé gii c6 nhiéu t6 chirc, c4 nhan da phat trién cic phin mém
phong chong va tan cong Phishing nhu: Google hay Microsoft déu c6 bo loc Email
spam/Phishing dé bao vé ngudi dung. Ngoai ra, con cb Anti-Phishing Domain
Advisor: ban chit 1a mot thanh cong cu gitp canh bao nhirng trang website lira dao,
dua theo dir liéu cia cong ty Panda Security. Netcraft Anti-Phishing Extension:
Netcraft 1a mot don vi uy tin cung cép cac dich vu bao mat bao gém nhiéu dich vu.
Trong s d6, tién ich mo rong chdng tin cong Phishing cua Netcraft duoc danh gia
kha cao v6i nhiéu tinh ning canh bao thong minh.

Tuy nhién da s phan mém nay 13 san pham thuong mai, néu 1 ban mién
phi thi bi gidi han tinh ning, kho nang cip, bao tri. Vi thé can phai c6 mot giai phap
dé phong chéng tan cong Phishing trén Internet va mang mdy tinh.

Phat hién cac tan cong Phishing tré thanh bai toan quan trong trong an toan
thong tin. Phat hién dugc tin cong Phishing 1a viéc 1am kho khan, mic du ¢6 cac
giai phap duoc cong bd nhung van can do chinh xac cao. Sy phat trién cua tri tué
nhan tao, may hoc trong nhitng nim gan day rat ¢ tiém nang ap dung dé phat hién
tan cong Phishing voi d6 chinh x4c cao. Trong d6 mé hinh dwa vao may hoc c6 thé
phat huy nhiéu uu diém cho bai toan nay. Xuét phat tir thuc té d6 dé cuong luan
van tap trung nghién cuu:

“Ung dung representation learning phat hién tin cong Phishing”

2. Tong quan vé van dé nghién cieu

Trong nghién ciru ndy s& dé cap vé cach tan cong Phishing va phuong phap
phong chéng tan cong Phishing bang nhiéu hinh thirc. Hién nay nhiéu hinh thirc dé
thuc hién mot vu tan cong Phishing. Pé thuc hién y tuéng dé ra can nghién ctru va
tién hanh trién khai cac noi dung sau: tim hiéu mang may tinh, cic phdn mém dung
chung pho bién nhu cac phan mém cia tinh Tay Ninh dé ra giai phap hop 1y trong
viéc xay dyng va trién khai ing dung. Nghién ctru cc thuat toan, cac phuong phap,

c4c cOng cu tir d6 phén tich danh gia, trién khai xay dung ung dung. Ap dung co


https://www.netcraft.com/anti-phishing/

s& 1y thuyét 1am nén tang dé xay dung va hudng phat trién Gng dung. Trong d6 tap
trung nghién ciru van dé sau:

- Nghién ctru cach thire tin coéng Phishing thu dién tir [2]: Pay 1a mot ki co
ban trong tin cong Phishing. Tin tic s& gui thu cho ngudi dung duéi danh nghia 13
mot don vi, td chirc uy tin, du ngudi ding truy cép vao dudng link gia mao va tin
tic c¢6 dugc thong tin mong mudn.

- Nghién ctru cach thirc tn cong Phishing website [2]: viéc gia mao website
trong tin cong Phishing thuc chat 1a gia mot phan cua trang chu chtr khong phai 13
toan bd website. Trang dugc 1am gia thuong 1a trang ding nhap dé 1ay thong tin
cua nan nhan.

Jian Feng va cong sy trong mot nghién ctru vé phuong phap phat hién trang
web Iira dao dua trén tinh ning Web2Vec [3] trong nghién ctru nay thanh phan
chinh la automatic RL tr tinh nang dac trung cia mo6 hinh multi-aspects thdng qua
RL va trich xuét cac tinh ning bang phuong phap mang hoc sau. Thi nhit mé hinh
xtr Iy URL, ndi dung trang HTML va cau tric DOM cua trang Web dudi dang ky
tu twong Gng va str dung cong nghé RL dé tu dong hoc cach biéu dién cua cac
website sau d6 giri nhiéu biéu dién dén mot mang hoc sau bao gém mot mang no-
ron phtic tap va mang hai chiéu thong qua cac kénh khac nhau dé trich xuat mang
cuc b va mang toan cau va st dung cac co ché chi ¥ dé ting cuong anh huong
ctia cac d6i tuong & cac vi tri dia 1y quan trong. Cudi cing dau ra ctia nhiéu kénh
duoc hop nhat dé thyc hién du don phan loai. Thong qua cac thr nghi¢ém cua Jiang
Feng va cong su két qua cho thay hiéu qua phan loai tong thé ciia mé hinh tét hon
cac phuong phap truyén théng. Qua d6 ta thdy rang cac cong viée trich xuat cac
tinh nang trang Web tir nhiéu khia canh thong qua két hop giita representation
learning va mang hoc sau c6 thé cai thién hiéu qua phat hién cac trang Web lira
dao.

Mot nghién ctru khac ciia nhom Harikrishnan NB, Vinayakumar R, Soman
KP [4] Ho st dyng TFIDF + SVD va TFIDF + NMF representations sit dung may

hoc cho phan loai email hop phap hay lira dao. Cac hiéu suat ctua Decision Tree



and Random Forest 13 cao nhit trong trudng hop dao tao chinh xac. Két qua, dir
lidu cho thdy Decision Tree and Random Forest khéng phu thudc vao gidi han di
lidu. Vi dir lidu khong cin bang, ti 16 cao, ching c6 thé dat dugce kha ning phat
hién ti 1& email lira dao cao. Ti 1 phat hién email Itra ddo bang phuong phap nay
c6 thé dugc ting cuong thém cac ngudn dir liéu bd sung mot cac d& dang. Pidu nay
duoc coi 1a mot hudng di quan trong dugc hudng tdi trong tuong lai. Gid han cua
phuong phép nay la tac gia khong st dung phuong phap Deep learning cho cac
phuong phap trén.

Yasser Yasani [5] va cong sy trinh bay mot phuong phéap t6 hop dua trén
thuat toan K-mean Clustering va thuat toan ID3 Decision Tree cho phan loai céac
bat thudng va binh thuong trong luu lugng ARP trong mang may tinh. Cac phuong
phap K-mean Clustering duoc ap dung cho cic trudng hop huan luyén thong
thudng dé phan ving n6 thanh K-clusters bang cach sir dung tuwong tu khoang cach
Euclidean. 1D3 Decision Tree dugc xdy dung trén ting cum. Diém bat thuong tir
thuat toan phan cum k-Means va quyét dinh cua ID3 Decision Tree dugc trich
xuit. Mot thuat toan duoc st dung dé két hop két qua cua hai thuét toan va thu
duoc gia tri diém bat thudong cudi cing. Cac quy tic ngudng dugc ap dung dé dua
ra quyét dinh vé tinh chinh x4c cua phién ban thtr nghiém. Thur nghiém dugc thuc
hién trén luu lugng ARP mang di thu duoc. Mot s6 tiéu chi bat thuong da duoc
xac dinh va ap dung cho luu Iugng ARP thu duogc dé tao ra qua trinh dao tao binh
thuong cac truong hop. Hiéu sut cua phuong phap dé xuat dugce danh gia bang
cach st dung nam thudc do da dugc xac dinh va so sanh véi hiéu suét cta tung
cum k-Means va 1D3 Decision Tree va cac phuong phap tiép can duoc dé xuit khac
dya trén chudi Markovian va ty dong hoc ngau nhién. Két qua thuc nghiém cho
théy réng cach tiép can duoc dé xuét ¢ tinh cu thé va gia tri dg doéan chinh xéc
Ccao.

Mot nghién clru cia nhom tdc gia Manh Thang Nguyen, Alexander
Kozachok trinh bay mé hinh biéu dién cac yéu cdu Web, dwa trén mo hinh khong

gian vecto va cac thudc tinh ctia cac yéu cau do sir dung giao thire HTTP, st dung



bo dit liéu KDD 99 [6] trong dao tao ciing nhu phat hién tin cong di kém véi viée
biéu dién truy van dua trén khong gian vecto va phan loai dia trén mo hinh cay
quyét dinh. Nhim ting cudng d6 chinh xac phat hién cac cudc tin cong may tinh
vao cac tng dung Web. Két qua tap dit liéu 16n, thoi gian va kiém tra k¥ thuat cin
duoc cai thién.

Mot s6 nghién ctru khac tip trung theo hudng ap dung cac thuit toan may
hoc dé phat hién xam nhap nhu trong béo cao luan vin May vector hd trg da 16p va
mg dung phat hién tin cong cta Tac gia Nguyén Ptc Hién [7] tap trung nghién
ctru k¥ thuat M-SVM vao viéc phén loai cac két ndi mang trén bg dir liéu KDD 99
[9]. Trong nghién ctru ndy d6 chinh xac cta thuat toan phu thudc vao cac tham sb
0 va C do nguoi sir dung lua chon déng thot véi tap dit licu 1on thot gian huén luyén
va kiém tra cia k¥ thuat ndy van can duoc cai thién.

Mot cudc khao sat cua tac gia Abdul Basit, Maham Zafar va cong su [2] cho
chi ra cho cac nha nghién ctru hiéu dugc cic phuong phap va xu huéng dé phat
hién tin cong Phishing c6 d6 chinh xac cao bang cach phan tich va thuc nghiém
cac phuong phap Machine learning va phuong phap Deep learning, ngoai ra tac gia
cling dé cap dén cac phuong phap phan loai nhu RF, SVM, Thuit toan C4.5, DT,
PCA, k-NN thudng dugce st dung hiéu qua trong phat hién tdn cong Phishing.

Phishing [8] 1a mot loai tan cong mang ndi tiéng véi viée danh cap thong tin
c4 nhan ctia nguoi dung ma ho khong hé hay biét. Miac du cac nha nghién ciru da
dé xuat nhiéu phuong phap phat hién lira dao, nhung hau hét cac phuong phap déu
t6n kém vé mat tinh toan va khé cap nhat cic quy tac phat hién cua chung duya trén
nhirng thay doi trong cac miu tdn cong. Trong bai bao ndy, cic tac gia dé xuit
PhishTrim, mgt phuong phdp phat hién URL Itra ddo dua trén hoc dai dién sau,
nhanh va thich trng. Céc tac gia ctua bai nghién clru nay nhan dugc ban trinh bay
nhiing ban dau ciia cac URL thong qua mo hinh dao tao truée Skip-gram. Sau do,
bd nhd dai han hai chiéu (Bi-LSTM) duoc str dung dé trich xuat sy phu thudc vao
ngir canh dé tim hiéu thém vé cach trinh bay sau sic cia URL. Cac tinh ning n-

gram cyc bo dugc trich xudt bang cach sir dung Mang than kinh tich chap (CNN).



Céc thir nghiém cho thiy PhishTrim hoat dong tot hon trén cac tap dit liéu quy mé
16n véi d6 chinh xac 99,797% va chi ra rang phuong phap cua ho c¢6 kha ning nhat
dinh dé phat hién cac cudc tdn cong lira dao zero-day. Tap dir liéu PhishTrim2019

cia nhém tac gia duoc xudt ban tai https://github.com/DataReleased/PhishTrim.

Lira dao (Phishing) l1a qua trinh moé ta cac trang web ac tinh thay cho cac
trang web chinh hing dé ldy thong tin quan trong va té nhi tir nguoi dung cudi.
Ngay nay, lira dao truc tuyén duoc coi 1a mot trong nhitng méi de doa nghiém trong
nhat ddi v6i bao mat web. Hau hét cac ki thuat hién tai c6 dé phat hién lira dao
thong qua viéc sir dung phan loai ciia Bayes dé phan biét cac trang web ac tinh véi
céc trang web chinh hang. Cac phuong phap nay hoat dong tét néu maot tap dir liéu
chtra it trang web va chung cung cip do chinh xac 1én dén 90 phan trim. Trong
nhiing nam gan day, kich thudc ciia web dang ting 1én rat nhiéu va cac phuong
phap hién c6 khong con cung cip do chinh xac di tét cho cac tap dit liéu 16n. Vi
vay, bai bao [9] d& xut mot cach tiép can sang tao dé xac dinh cac trang web lira
dao bang cach st dung céc siéu lién két co san trong ma ngudn cta trang HTML
trong trang web tuong tmg. Phuong phap dugc dé xuat str dung mot vector dic
trung voi 30 tham s6 dé phat hién cac trang web 4c tinh. Cac tinh ning nay duoc
su dung dé dao tao mo hinh Mang than kinh sau duoc giam sat vdi trinh t6i wu hoa
Adam dé phan biét cac trang web lira dao vdi cac trang web chinh hang. M6 hinh
hoc sau duoc dé xuat véi Adam Optimizer sir dung cach tiép can Listwise dé phan
loai cac trang web lira dao va trang web chinh hing. Hiéu suit cua phuong phap
dugc dé xuat 1a kha t6t khi so sanh véi cac phuong phap hoc may truyén thong
khac nhu SVM, Adaboost, AdaRank. Két qua cho thiy cach tiép can duoc dé xuat
cung cap két qua chinh x4c hon trong viéc phét hién cac trang web lira dao.

Vi viée ap dung rong rai blockchain vao trong linh vyc tai chinh, bao mat
da phai dbi mat vai nhitng thach thuc rat 16n do toi pham mang mang lai, dac biét
1a cac trod ltra ddo truc tuyén. N6 budc céc tac gia phai kham phé cac bién phap va
quan diém ddi pho hiéu qua hon dé c6 giai phap t6t hon. Vi mé hinh biéu d6 cung

cAp thong tin phong phu cho cac tac vu ha luu c6 thé xay ra, nhom tac gia sir dung


https://github.com/DataReleased/PhishTrim

biéu dd xung quanh dé mé hinh hoa dit liéu giao dich cia mdt dia chi dich, nham
muyc dich phan tich danh tinh cua mdt dia chi béng cach xac dinh mau giao dich
clia no trén cdu tric cap cao. Trong bai bao [10], nhom tac gia dé xuat mot khung
phan loai dya trén d6 thi trén Ethereum. Pau tién, cac tac gia thu thap hd so giao
dich cua mot s dia chi lra ddo d3 duge xac minh va cung mot s6 dija chi binh
thuong. Tha hai, ho tao mét tap hop céc dd thi con, mdi do thi chira mot dia chi
dich va mang ludi giao dich xung quanh ctia n6 dé thé hién dia chi ban dau & mirc
d6 thi. Cudi cung, dua trén phan tich dong Ether cua chu ky lira dao lira dao, cac
tac gia dé xuat mot Graph2Vec cai tién va dua ra du doan phan loai trén cac do thi
con ma ho di xay dyng. Két qua thir nghiém cho thay khung ctia ho di dat duoc
kha ning canh tranh 16n trong nhiém vu phan loai cudi cing, diéu nay ciing chi ra
gia tri tiém ning cua viéc phat hién lra dao trén Ethereum thong qua viéc hoc cach
dai dién cua mang giao dich.

Sau khi nghién ctru cac tai liéu lién quan dén dé tai, hoc vién nhan thiy do
chinh x4c va thoi gian phat hién tin cong gia mao 1 hai yéu t6 quan trong. Trong
dé tai nay sé tap trung vao hai yéu t6 trén dé ting hiéu qua kha ning phat hién xam
nhap véi thoi gian pht hop nhat.

3. Muc dich nghién ctru
Muc tiéu chinh: Xdy dung mé hinh mdy hoc sw dung phuong phap

representation learning dé phdt hién tan cong phishing nham ndng cao dg chinh
xdc ciia phat hién. Tir muc tiéu trén, luan vin sé c6 nhitng muc tiéu cu thé nhu sau:

- Nghién ctru co so Iy thuyét vé tin cong Phishing, cac ky thuat phat hién ra
tan cong Phishing.

- Nghién ctru vé thuit toan may hoc Representation Learning, cac vu diém
nhuoc diém va dic tinh cua phuong phap nay.

- Nghién ctru va thu thap bo dit liéu lién quan téi tn coéng phishing ... dé
nham phat hién ra Phishing. Tir 6 xay dung mé hinh du bao / canh béo tin cong

Phishing thong qua dit liéu huan luyén.



- Nghién ctru xay dung tng dung phat hién tin cong Phishing théng qua md

hinh dy bao vdi representation learning.
4. Péi twong nghién cieu

Déi trong nghién ctru chinh 13 tAn coéng Phishing [7], [11] va phuwong phap
representation learning [2], [12], nghién ctru cac md hinh du bao ap dung vao
phuong phép representation learning.

- Tim hiéu vé tong quan vé phuong phép representation learning

- Tim hiéu vé cac thudt toan & ky thuat lién quan dén phwong phap
representation learning.

- Cac dit liéu dic trung cta Trung tAm tich hop dit liéu tinh Tay Ninh c6 thé
ap dung vao phat hién tan cong Phishing / hoic l4y dit liéu tir cac trang cong dong
mang nhu KAGGLE, MENDELEY ...

- Nghién ctru chinh 1a phat hién tin cong Phishing thong qua may hoc sir
dung phuong phap representation learning.

- Nghién ciru cac ki thuat may hoc phd bién nhu R, MatLab, Python... dé
xay dung mo hinh phat hién tin cong bang phuong phap may hoc.

5. Pham vi nghién ctu

X4y dung mé hinh mé phong may hoc, sir dung phwong phap dé phat hién
tan cong Phishing: M6 phong thyc hién trong mang LAN nho (tir 3~5 may) c6 mot
s may chu 4o c6 két ndi Internet ¢ tin cong Phishing.
6. Phwong phap nghién ciru

- Phuwong phdp ludn: Duya trén co so 1a 1y thuyét vé phuong phap RL; Du
kién dung mé hinh RL hoc vién ap dung cc phuong phap Deep Learning va HTML
Analysis [13]. Hoc vién du kién dung dir liéu duoc tai vé tir cac website cung cap
thong tin  cac  dwong link g4 mao mién  phi  nhu:
https://www.kaggle.com/datasets/shashwatwork/web-page-phishing-detection-
dataset dé thir nghiém va nghién ctru.

- Phwong phdp ddnh gid dira trén co sé todn hoc: Trén co sd cac 1y thuyét

vé phuong phap RL. Pé xuét ra thuét toan dé dy bao kha ning xay ra mot cudc tan


https://www.kaggle.com/datasets/shashwatwork/web-page-phishing-detection-dataset
https://www.kaggle.com/datasets/shashwatwork/web-page-phishing-detection-dataset

Phishing c6 d6 chinh xac cao dua trén cac thuat toan, chiing minh thuat toan va
danh gia hi¢u qua cua thuat toan.
- Phuwong phdp danh gid bang mé hinh mé phdng thuc nghiém: Xay dung

mo hinh mé phong va thuc nghiém dé hoan thanh dé xuat.
7. Bd cuc luan vin

Bén canh phan mé dau, phan két luin va phan tai liéu tham khao, phan noi
dung chinh ctia bai nghién ctru dugc chia thanh 3 chuong chinh nhu sau:

Chuong 1: Téng quan tdn céng phishing va representation learning

Chuong 2: Xay dyng mé hinh phat hién tin cong phishing

Chuong 3: Thi nghiém va danh gia
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CHUONG 1. TONG QUAN TAN CONG PHISHING
VA REPRESENTATION LEARNING

1.1. Téng quan vé tan céng Phishing

Phishing [1] 12 mot trong nhiing loai tdn céng mang nguy hiém do cac toi
pham mang giy ra bang cach tao ra cac thong tin gia mao tir cc website, co s0,
doanh nghiép uy tin nham ltra dao va chiém doat thong tin cua ngudi dung. Phishing
két hop nhiéu k¥ thuat gia mao tinh vi dén mirc ngudi dung khong thé phét hién ra
va tu dong cung cap thong tin quan trong cho ké x4u. Loai tdn cong ndy thuong
cht yéu nham dén nhirng nguoi thiéu kién thic vé bao mat trén méi trudng mang,
khéng quan tim dén quyén riéng tu vé thong tin cua cic loai tai khoan nhu
Facebook, Gmail, tai khoan thé tin dung ngan hang va céc loai tai khoan lién quan
dén tai chinh khéc,...

Céc loai tn cong Phishing dugc tiép can rat da dang va bién hoa khon luong.
Mot s6 cac loai tan cong Phishing c6 thé ké dén nhu [14]:

e Email Phishing: O loai tin cong nay, cc tdi pham mang s& giri mail dén
nguoi dung va yéu cau nguoi dung xac thue hodc cap nhat thong tin vao mot
biéu miu hodc duong link duge dinh kém trong mail. Ngudi ding dé dang
mic bay néu khong kiém tra can than cac mail duoc giri dén va tir d6 vo tinh
dé 16 thong tin c4 nhan quan trong cta minh khi click vao cac dudng link
hoac.

e Spear Phishing: Cac toi pham mang s& tan cong vao mot té chirc hodc mot
c4 nhan cu thé. Day 1a kiéu tin cong chuyén sau, cac toi pham mang di nim
bat rd cac thong tin lién quan dén c4 nhan hodc to chirc do.

e Whailing: Kiéu tin cong niy s& nhdm vao nhiing ca nhan cé vai trd quan
trong trong mot cong ty hoac td chtrc vi du nhu CEO, CFO,... nham chiém
doat thong tin tir ¢4 nhan nay cling nhu nhiing nguoi lién quan khac mdt

cach dé dang hon.
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Smishing: Cach tin cong nay s& tiép can ngudi dung thong qua tin nhin
SMS, ké tin cong s& gui tin nhin kém theo link lira dao voi ndi dung da
dang nham hap din ngudi dung click vao link dé chiém doat thong tin.
Vishing: Loai tdn cong nay con c6 tén goi khac 1a Voice Vishing, tiép can
nan nhan thong qua doan tin nhén hoi thoai véi danh xung la nhan vién cua
mét dich vu hodc t6 chirc ma nan nhan dang str dung (thuong la nhan vién
ngan hang), sau d6 yéu ciu nan nhin goi vao cac sb dién thoai mién phi
cudc nham chiém doat cac thong tin lién quan dén ngan hang cia nan nhan.
Pharming: Tan cong dén may tinh nan nhin bang ma doc, thay doi file host
trén may tinh nan nhan, khai thac cac 16 hong DNS dé din nguoi dung dén
mot trang web gia mao khi nguoi dung truy cdp vao mdt trang web uy tin.
Content-injection Phishing: K¢é tin cong s& thay doi ngau nhién mot sb noi
dung cua mot trang web uy tin va cac ndi dung nay tuong tu véi ndi dung
trén trang web uy tin dé nguoi dung dé dang tin tuong va nhéap céc thong tin
ca nhan.

Search Engine Phishing: O loai tan cong nay, ké tdn cong s& tao ra mot
website thu hut ngudi dung véi nhitng khuyén mii, qua ting trang thudng
va dic biét 12 voi noi dung website phit hop vai cac cong cu tim kiém, tir 46
nguoi dung sé dé dang tim dén website nhu thé nay va bi lira dé nhap céc

thong tin c4 nhan dé nhan thudng.
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Hinh 1.1: Cac loai tin cong Phishing [14]

1.2. Cac phwong phap phong chéng va phat hién Phishing trén mang

Tan cong Phishing ludn tiém an va khé nhan biét vi mirc d6 tinh vi cta né
véi bat ki ca nhan hodc t6 chirc nao, vi vay cac ca nhan hoac t6 chire can nang cao
canh giac dbi véi cac loai tai khoan ciing nhu théng tin ca nhin ctia minh. Mot s6
cach phong chdng tan céng Phishing duoc trang Trung tAm an ninh mang quéc gia
ctia chinh pha nuéc Anh dé xuat [15] nhu sau:

e Chu hinh tai khoan: céc t6 chirc nén ciu hinh céc loai tai khoan cta nhan
vién theo nguyén tic giam thiéu ti da cac loai ddc quyén, chi cap cac quyén
can thiét cho nhan vién. Diéu nay s& giam thiéu rui ro dang ké néu nhu tai
khoan ciia nhan vién bi tin cong Phishing. Ngoai ra, dé ting cudng thém
tinh bado mat va giam rui ro khi bi tan cong br:?mg céc loai ma doc thi cac td
chtrc can dam bao rang nhan vién khong truy cip vao bt cir website hay

kiém tra email bang tai khoan dugc cap boi to chirc. Thém vao do, tinh nang
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xac thuc hai budc (2FA) trén tai khoan (vi du nhu email) cling s€ nang cao
tinh bao mat cho tai khoan.

Tap huin cho nhén vién: Cac nhan vién trong mot to chic can duoc tap
huén dé hiéu dugc cach hoat dong binh thuong ctia hé théng, tir d6 ¢6 thé tu
trang bi cho ban than cac kién thtrc cling nhu nhan biét duoc nhirng luc hé
thdng co cac hoat dong bat thudng.

Kiém tra cac d4u hiéu ciia Phishing: ning cao canh giic véi mot s6 email
dén tir nude ngoai, c¢6 ndi dung khong hoan chinh (16i chinh ta, sai ddu chdm
cau,...). Tuy nhién véi thi doan ngay cang tinh vi, cac email dugc gui dugc
tinh chinh ndi dung va hinh thirc mot cach chuyén nghiép, vi vdy chi nén
click vao cac duong dan trong mail néu co su chi dao tur cép trén hoac that
su tin tuéng. Ngoai ra, c4c email c6 ndi dung de doa nhu budc toi, vu khéng
va yéu cau phai click vao dudng link ngay 1ap tirc ciing 1 dau hiéu cho thay
day 12 mail gia mao nham muc dich chiém doat théng tin hodc cai cic phan
mém ma doc vao may tinh. Thém vao do, can chu y dén tén va dia chi cac
email dugc gui tir cAp trén phai tring khop v6i tén va dia chi ctia email chinh
chu.

Bio cdo lai tat ca cac cude tan cong: ban than nhan vién ctia mot to chire
néu c6 phat hién bat cr trudng hop tin cong nio hodc co thé da trd thanh
nan nhan cua cudc tn cong thi can bao cdo lai voi cép trén dé duoc hd tro
kip thoi, tranh nhitng rii ro dang tiéc xay ra.

Kiém tra diu vét thong tin c4 nhan: ké tin cong thudng s& tim dén thong
tin ctia to chirc va thong tin cac nhan vién lién quan dé tao ra cac cudc tan
cong Phishing voi kha ning thanh cong cao, vi vy can ¥ thirc dén viéc chia
sé thong tin nhay cam vé co quan, to chirc hodc thong tin ca nhan trén cac
trang mang xa hoi dé tranh céc cudc tn cong co thé xay dén. Bén canh do,
can phai dam bao dugc cac dbi tac, nha cung cap cila co quan, t6 chirc khong
chia sé thong tin lién quan dén co quan hay t6 chirc nay mot cach tiy tién.

Ngoai ra, thay vi ki€m soat chat ché thong tin ca nhan ctia nhan vién, cac t6



14

chtrc nén diéu chinh va tap huin cho nhan vién nhan biét dugc nhitng thong

tin nao co thé chia sé dugc va nguoc lai.
1.3. Téng quan vé representation learning

Representation learning 1a tap hop cac k§y thuét cho phép mot hé thong tu
dong kham pha cac biéu dién can thiét dé phat hién hodc phan loai dic trung tir bo
dir liéu tho [16] [17]. Piéu nay sé& thay thé k¥ thuat trich xuat dic trung va cho
phép may c6 kha niang vira hoc cac dic trung vira sit dung chiing dé thyuc hién mot
tac vu cu thé. O cac mién dit liéu vé khoa hoc nhu tri tué nhén tao (AI), tin sinh hoc
(Bioinformatics) hay tai chinh, viéc hoc cac dir liéu dac trung 1la mét bude quan
trong dé tao diéu kién cho qua trinh phan 16p, rat trich va dé xuét cac tac vu tiép
sau d6 [18]. Mang no-ron sau c6 thé dugc coi 1a mé hinh RL thudng ma hoa thong
tin dugc chiéu vao mot khong gian con khac. Sau d6, nhitng biéu dién nay thuong
duoc chuyén cho mdt b phan loai tuyén tinh, vi du, dé huan luyén mot bd phan
loai. RL c6 thé chia thanh:

e Supervised representation learning: hoc cic biéu dién vé nhiém vu A bang
cach st dung dit liéu dugc cha thich va dugc sir dung dé giai quyét nhiém
vu B.

e Unsupervised representation learning: hoc cac biéu dién vé mot nhiém vu
theo cach khong dugc giam sat (dir li¢u khong cé nhan). Sau do, chiing duoc
str dung dé giai quyét cac tac vu xudi dong va giam nhu cau vé dir liéu c6
chii thich khi tim hiéu cac tac vu tin tirc. Cac mé hinh manh mé& nhu GPT va
BERT tan dung viéc hoc dai dién khong giam sat dé giai quyét cac nhiém
vu ngodn ngir.

Céc ki thuat Representation Learning 1an d4u tién dugc phat trién dé phuc
vu cho qua trinh xtr li ngoén ngir tu nhién, tuy nhién chung da dugc mé rong sang
kiéu xtr 1 dit liéu khac nhu 1 hinh anh, video va hé théng mang. Trong linh vuc
phan tich dir li¢u, RL dong vai tro quan trong trong viéc du doan cac tac vy, phat
hién gian 1an trong qua trinh giao dich qua thé tin dung [19]. Thém vao d6, RL

cling d3 tré thanh mot ki thuat khong thé thiéu trong cic nghién ciru va tng dung



15

vé NLP. RL hd tro viéc chuyén giao tri thirc qua nhiéu muyc thong tin vé ngén ngi,
da tac vu trong NLP va da mién Gng dung, dong thoi cai thién va t6i uu hiéu qua

cling nhu hiéu suat caa NLP mot cach dang ké [20].

Language Entries Unified Semantic Space NLP Tasks

Hinh 1.2: Qua trinh phan loai dic trung nhim cung cip khong gian ngir nghia thong

nhit cho hén hgp da thong tin vé ngdn ngir va da tic vu trong NLP [20]

1.4. Mt sé dic diém ndi bat ciaa representation learning

Ut tién cho RL trong Al

Smoothness: gia sit ham duogc hoc fla s.t. x = y thuong ngu y f (x) = f (y).

Nhiéu yéu t6 giai thich: phan phdi tao dit liéu duoc tao ra bai cac yéu t6 co
ban khac nhau va phan 16n nhitng gi nguoi ta tim hiéu vé mot yéu t s& khai quat
trong nhiéu cdu hinh cua céac yéu td khac. Muc tiéu dé khoi phuc hoac it nhét 1a g0
rdi cac yéu t6 co ban ctia su bién doi nay.

Mot td chitc c6 thr bic ctia cac yéu té giai thich: cac khai niém hiru ich dé
mo ta thé gidi xung quanh c6 thé dugc dinh nghia theo cac khai niém khac, trong
mot hé théng thir bac, voi cac khai niém triru tuong hon trong hé théng thur bac,
duoc dinh nghia theo cac khai ni¢m it triru tugng hon.

Hoc ban giam sat: v6i dau vao X va muc tiéu Y dé du doan, mot tdp hop
con cuia cac yéu to giai thich phan phéi ciia X giai thich phan 16n Y, cho X. Do do,
cac biéu dién hitu ich cho P (X) ¢6 xu huéng hitu ich khi hoc P (Y | X), cho phép
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chia sé strc manh thong ké giita cac nhiém vu hoc tap dugc giam sat va khong giam
sat.

Cac yéu td duoc chia sé gitra cac nhiém vu: voi nhiéu'Y quan tdm hoac nhiéu
nhiém vu hoc tap noéi chung, cac nhiém vu (vi du: tuong tng véi P (Y | X, nhiém
vu)) duoc giai thich bang cac yéu td dugce chia sé voi cac nhiém vu khéc, cho phép
chia sé cac diém manh théng ké qua cac nhiém vu.

Manifolds: khdi luong x4c suét tip trung gan cac vung co kich thudc nho
hon nhiéu so voi khong gian ban dau noi dir liéu ton tai.

Phan cum tu nhién: cac gia tri khac nhau cua cac bién phan loai nhu céc l6p
dbi tuong duoc lién két véi cac da tap riéng biét. Chinh xac hon, cac bién cuc bd
trén da tap c6 xu hudng bao toan gia tri cia mdt danh muc va ndi suy myén tinh
giita cac vi du cua cac 16p khac nhau néi chung lién quan dén viéc di qua mot viing
mat do thap, tac 14 P (X | Y =1) cho cac i khac nhau c6 xu hudng tach biét rd rang
va khong tring 13p nhiéu. cac nhiém vu hoc tip thudng lién quan dén viéc du doan
cac bién phan loai nhu vay.

Tinh nhét quéan theo thoi gian va khong gian: cic quan sat lién tiép (tir mot
truong hop) hodc cac quan sat gan nhau vé mat khong gian c6 xu hudng dugc lién
két vai cung mat gia tri ciia cac khai niém phan loai c6 lién quan, hoac dan dén mot
chuyén dong nho trén bé mit cta da tap mat do cao. Nhin chung, cac yéu td khac
nhau thay doi & cac quy mo khong gian va thoi gian khac nhau, va nhiéu khai niém
phan loai vé sé thich thay d6i cham. Khi cb ging nim bt cic bién phan loai nhu
vay, diéu nay cé thé duoc thuc thi trude do br:ing cach lam cho cac dai dién lién
quan thay ddi tir tir, tic 14 phat nhimg thay ddi trong gia trj theo thoi gian hodc
khong gian.

Do thua thét: di voi bat ky quan sat x dd cho nao, chi mot phan nho cac
yéu t6 c6 thé 1 c6 lién quan. Vé mat biéu dién, diéu nay co thé duoc biéu thi bang
cac dac trung thuong béng 0, hodc thuc té 12 hau hét cac dbi tuong duogc trich Xuét
khong nhay cam voi cac bién thé nho cua x. Diéu nay co thé dat dugc voi mot sd

dang mdi nhét dinh trén cac bién tiém an (dat dinh 14 0) hodc bang cach sir dung do
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khong tuyén tinh c6 gia tri thuong bang phing ¢ 0 (ttc 14 0 va véi dao ham 0), hodc
don gian béng cach xtr Iy do 16n cia ma tran Jacobian (cua cac dao ham) cua dau
vao 4nh xa ham dé biéu dién.

Tinh don gian ciia cac yéu té phu thudc: trong cac biéu dién cip cao, cac
yéu td c6 lién quan voi nhau théng qua cac phu thudc tuyén tinh, don gian. Diéu
nay cé thé théy trong nhiéu dinh luat vat 1y va duogc gia dinh khi cidm mot cong cu
du doan tuyén tinh 1én trén mot biéu dién di hoc.

Cic yéu to bat dong cia sy thay doi

Céc yéu t giai thich khac nhau cua dit liéu c6 xu huéng thay doi doc 1ap
V6i nhau trong phan phdi dau vao va chi mot sd yéu t6 tai thoi diém cé xu huéng
thay d6i khi nguoi ta xem xét mot chudi cac dau vao lién tiép trong thé gidi thuc.
Dit liéu phirc tap phat sinh tir sy twong tac phong phu ciia nhiéu nguon. Céc yéu t6
nay tuong tac trong mot trang web phtic tap c6 thé 1am phirc tap cac nhiém vu lién
quan dén AI nhu phan loai ddi tuong. Vi dy, mot hinh anh bao gém su tuong tac
giita mot hodc nhiéu ngudn sang, cac hinh dang vat thé va chét lidu chéng d& cua
céc bé mit khac nhau hién dién trong hinh anh. Béng tir cac ddi tuong trong canh
c¢6 thé d6 1én nhau theo cac mau phirc tap, tao ra 4o giac vé ranh gigi ddi tugng &
nhimg noi khong c6 va anh huéng dang ké dén hinh dang ddi tuong dugc cam
nhan. Phai tdn dung chinh dit liéu, str dung sb luong 16n cac vi du khong duge gan
nhan, dé tim hiéu cac biéu dién tach biét cac ngudn giai thich khac nhau. Lam nhu
vay sé& 1am tang kha ning biéu dién manh mé& hon dang ké d6i v6i cac bién thé phirc
tap va co cau tric phong phu hién c6 trong cac ngudn dir liéu ty nhién cho cac tac
vu lién quan dén Al

Diéu quan trong 14 phai phan biét giira cac myc tiéu lién quan nhung riéng
biét ctia viéc hoc cac tinh ning bat bién va hoc cach g& réi cac yéu tb giai thich. Su
khac biét trung tim la bao quan thong tin. Céc tinh ning bét bién, theo dinh nghia,
da giam d¢ nhay theo hudng bat bién. Day 1a muc tiéu cua viéc xdy dung cac tinh
ning khong nhay cam véi sy thay do6i trong dit liéu khong lién quan dén nhiém vy

dang thyc hién. That khong may, thuong rat kho xac dinh trudc rang tap hop cac
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tinh ning va bién thé nao cudi cung s& lién quan dén nhiém vu dang thuc hién. Hon
nira, nhu thudng 18 trong bdi canh cta cac phuong phap hoc sau, tap hop tinh ning
dang dugc dao tao co thé dugc st dung trong nhiéu nhiém vu c6 thé ¢ tap hop con
riéng biét cta céc tinh nang co lién quan. Nhitng can nhac nhu vay dua dén két luan
rang cach tiép can manh m& nhat dé hoc tinh ning 1a loai bé cang nhiéu yéu tb cang
t6t, loai bo cang it thong tin vé dir liéu cang tot. Néu mot sé hinh thirc giam kich
thude 14 mong mudn, thi ching t6i gia thuyét rang cac hudng cuc bd cta bién thé
it duoc thé hién nhat trong dir liéu huan luyén trudc tién phai duoc loai bo (vi du
nhu trong PCA, n6 thyc hién trén toan cau thay vi xung quanh mdi vi du).

1.5. Mang no-ron va deep learning

1.5.1. Mang no-ron

Neural network [33] 1a mot mang luéi than kinh duoc tao thanh tir cac nit
xur Iy duoc két ndi day dic, twong tu nhu cac té bao than kinh trong ndo. Mai nit
cd thé duoc két ndi véi cac nit khac nhau trong nhiéu 16p bén trén va bén dudi né.
Céc nut nay di chuyén dit liéu qua mang theo kiéu chuyén tiép, co nghia 1a dit liéu
chi di chuyén theo mot hudng. Nut “kich hoat” gidng nhu mot no-ron khi né chuyén
thong tin dén nat tiép theo. Mot mang no ron don gian ¢6 mot 16p dau vao, 16p dau
ra va mot I6p an giira chiing. Mot mang c6 nhiéu hon ba 16p, bao gom ca dau vao
va dau ra, duoc goi 12 mang hoc sau. Trong mang hoc sau, mdi 16p nat dao tao dya
trén dir liéu dua trén két qua tir 16p trudc. Cang nhiéu Iop, kha nang nhan ra thong

tin phirc tap hon - dya trén dir li¢u tu cac 16p trude d6 cang lon. (Hinh 3.1)
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Hinh 1.3: Cac 16p ciia mét mang no-ron [33]

i

Hidden Layer 1 Hidden Layer 2

Input Layer

Mang dua ra quyét dinh bang cach gan mdi niat dugc két ndi véi mot s6 duoc
goi 1a “trong $6”. Trong s6 thé hién gia tri ciia thong tin dwoc gan cho mot nit riéng
& (tirc 12 nd hiru ich nhu thé ndo trong viéc phan loai théng tin mot cach chinh xac).
Khi mét ndt nhan duoc théng tin tir cac nit khac, no sé tinh toan tong trong luong
hoic gia trj cua thdng tin. Néu sb luong vuot qua mot ngudng nhat dinh, thdng tin
s& duoc chuyén sang 16p tiép theo. Néu trong luong dudi ngudng, thong tin s&
khong dugc chuyén sang. Trong mot mang no-ron méi dugc hinh thanh, tat ca cac
trong s6 va ngudng dugc dit thanh s6 ngau nhién. Khi dit liéu dao tao duoc dua
vao 16p dau vao, trong sé va ngudng sé tinh chinh dé ludn mang lai két qua dau ra
chinh xac.

Mot s6 ham kich hoat dugc sir dung pho bién:

— Binarystep: f(x) =1,x >0
— Linear: f(x) = ax

— Sigmoid: f(x) = 1+Z—x
2

1+e~2%

— Tanh: tanh(x) =

— ReLU: f(x) = max(0, x)

xvéix >0

— Leaky ReLU: f(x) = {ax nguoc lai
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Z:
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K—ezkvcn]=1,...,k

- Softmax: a(z); = >
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1.5.2. Deep learning

Deep learning (DL) hay hoc sau 1a mét tap con caa hoc may (ML), vé co
ban 12 mot mang no-ron c6 ba 16p tré 1&n. Nhitng mang luéi than kinh nay ¢ géng
mo phong hanh vi cia nao nguoi - mac du khéng phu hop véi kha nang cta no -
cho phép n6 “hoc” tir mot lwong 16n dir ligu. Mac du mang no-ron vai mét 16p duy
nhét van c6 thé dua ra cac du doan gan dung, nhung cac 16p an bd sung c6 thé gidp
t6i wu hoa va tinh chinh dé c6 do chinh xac.

DL thuc day nhiéu @ng dung va dich vu tri tué nhan tao (Al) nham cai thién
tu dong hoa, thuc hién cac tac vu phan tich va vat Iy ma khong can su can thiép caa
con ngudi. Cong nghé hoc sdu nam sau cac san pham va dich vu hang ngay (chang
han nhu tro ly k¥ thuat sb, diéu khién tir xa hd tro giong noi va phat hién gian 1an
thé tin dung) ciing nhu cac cong nghé mai ndi (chang han nhu 6 t6 ty 14i). (hinh 3.2

mé ta mdi quan hé giita Al, ML va DL).

Artificial Machine Deep
Intelligence Learning Learning

Engineering of Ability to learn Learning based on
making Intelligent without being explicitly Deep Neural
Machines and Programs programmed Network

o]

1950s 1960's 1970's 1980's 1990's 2000's 2006's 2010's 2012's 2017's

Hinh 1.4: Méi lién hé giira AT, ML va DL [34]
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1.6. Cac cbng trinh ¢ trong nwéc

“Phishing Attacks Detection Using Genetic Programming” [21]

Vao nim 2014, tic gia Pham Tudn Anh cing cac cong su cua minh dd dé
xudt giai phap chéng tan cong Phishing bang Genetic Programming (GP). Sau qué
trinh thir nghiém trén tap dit liéu bao gdm cac trang web lira ddo va hop phap duoc
thu thap tur internet, thuat toan hoc may GP da chung minh tinh hi¢u qua cao va
duge nhom tac gia cho 1a giai phap tét nhat cho viéc phét hién cac cudc tan cong
Iira dao. Cac giai doan dé trién khai giai phap dé xuat gom hai phan 1a trich xuat
dic trung va mé ta hé théng. Trich xudt cac dic trung tir tap dir lidu 13 giai doan
quan trong va c6 kha nang anh huéng 16n dén hiéu qua cua thuat toan dé xuat. Giai
doan nay sé& hd tro viéc phan biét cic trang web gia mao va hop phap. O giai doan
mo ta hé théng, tap dit liéu s& duoc chia 1am hai budc dé phan tich d6 1a training
va testing.

“Detecting Phishing Web Pages based on DOM-Tree Structure and
Graph Matching Algorithm” [22]

Tac gia Le Dang Nguyen, Dai hoc Hai Phong, ndm 2014 cung cic cong su
ctia minh nghién ciru va dé xuat cac giai phap dé phat hién cac trang web lira dao,
gia mao dua trén cdu tric cia cly DOM (DOM-Tree) va thuit toan Graph
Matching. Thuat toan dé xuat gom 4 budc dé phat hién cac trang web lira dao lan
luot 14 trich xuét thong tin tir cdy DOM (DOM-Tree Extraction), xac dinh dg tuong
dong giita web that va web Ira ddo (Computing Similarity), phat hién va bao co

Phishing (Phishing Detect, Phishing Report).

Phishing
Report

Hinh 1.5: Qua trinh phat hién trang web Phishing [22]



22

“Artificial Intelligence in the Cyber Domain: Offense and Defense” [23]

Mot khao sat vé ing dung cac ki thuat Al nham nang cao co ché phong thu
cling nhu tin cong trong an toan bao mat thong tin dwgc thuc hién boi Truong
Thanh Cong cung cac cong su cua minh vao nam 2019. Cac dong gop chinh trong
bai khao sat dugc chia thanh 4 phan:

e Trinh bay sw anh huwéng cia AI dén an toan bao méat thong tin
(ATBMTT): cung cép cai nhin tong quan, ngin gon vé Al.

e Ung dung ciia Al trong ATBMTT: thyc hién cic khao sat vé cac ng dung
cua Al vao ATBMTT, mot linh vuc dugce cho la c6 kha nang bao phu tat ca
céc loai tan cong mang.

e Thio luin vé tiém niing ciia Al trong viéc xir li cac mdi de doa tir ddi
thii: tién hanh nghién ctru da dang céc loai tAn cong va de doa nguy hiém
c6 kha ning vuot qua hé thong st dung Al

e Cac thach thirc va hwéng phat trién: thao luan vé cac thach thirc va hudng

mo rong cua nghién ctru vé ATBMTT.

PC malware
—> Malware detection
Android malware

—>  Intrusion detection
> Network intrusion —
—  Anomaly detection

Cyber Applications of
Al-base methods

—> Web phishing detection

— Mail phishing detection
—» Phishing/Spam detection —

+—> Spam on social networks

> Spam mail

Countering APTs
> Other

Identify domain names
generated by DGAs

Hinh 1.6: Mgt s6 nhanh chinh ciia cac Wng dung an toan bao mat ap dung cac ki

thuat AI [23]
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“A Framework for Vietnamese Email Phishing Detection” [24]

Vao nam 2018, Do Xuan Cho cung cic cong su cua minh da thyc hién
nghién ctru vé hé thdng phong chdng tan cong Phishing qua email cho ngudi Viét
Nam. Nghién ciru bao gém cac ki thuat trich xuat dic trung (feature selection) két
hop v&i cac thuit toan Machine Learing dé cai thién hiéu suit ciia hé théng phat
hién tin cong Phishing qua email. Phuong phap dé xuét trong nghién ctru st dung
2 tap dit liéu bao gdm tap dit lidu chira cac email Phishing tiéng Viét duoc thu thap
tur cac tinh nguyén vién nguoi Viét va tap dir liu con lai dugc sur dung rong rai &
nhiéu nghién ctru khac v6i ndi dung email duoc trinh bay bang tiéng Anh. Két qua
thi nghiém cua nghién ciru cho thdy phuong phap dé xuat duoc ing dung thuc tién

cho hé thdng phat hién cac email Phishing cho nguoi Viét.

Preprocessing

—
——‘P{ HTML-parsing H Feature extraction ]

Clasmﬁcatmn
[ Machine Learning /\

[ Phishing Emails ] Normal ]

Hinh 1.7: So d6 ludng biéu dién mé hinh ng dung Machine Learning [24]

1.7. Céc cong trinh trén thé gioi

“|Representation Learning: A Review and New Perspectives” [25]

Vao ndm 2014, Yoshua Bengio cung cac cong su ciia minh da thyc hién bai
danh gid va gioi thiéu vé thuat toan vo cung manh m¢ trong linh vuc ML va DL la
RL. Hoc dic trung dir liéu giup dé dang trich xut thong tin hitu ich khi xdy dung
bd phéan loai hodc cac yéu td du doan khac. Trong truong hop cia cac mo hinh xac
suét, mot biéu dién tbt thuong 1a mot biéu dién nidm bat duoc su phan bd sau cia

cac yéu tb giai thich co ban cho dau vao dugc quan sat. Mot dai dién t6t ciing 13
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mot dai dién hiru ich nhu 1a dau vao cho mot du doan duoc giam sat. Trong s6 cac
cach hoc biéu dién khac nhau, bai bao nay tip trung vao cac phuong phap hoc sau:
nhirng phuong phap dugc hinh thanh bai sy két hop ciia nhiéu phép bién ddi phi
tuyén tinh, véi muc tiéu tao ra cac biéu dién triru tuong hon - va cudi cung la hiru
ich hon. O déy chiing t6i khao sat khu vic dang phat trién nhanh chéng ndy voi su
chu trong dic biét vao nhirng tién bd gan day. Chiing to6i xem xét mot sd cau hoi co
ban di thuc ddy nghién ctru trong linh vuc nay. Cu thé, diéu gi 1am cho mét biéu
dién nay tot hon mot biéu dién khac? Pua ra mot vi du, ching ta nén tinh toan biéu
dién ctia né nhu thé nao, tirc 1a thuc hién trich xuét d6i tuong dia 1y? Ngoai ra, cac
muc ti€u thich hop dé hoc cach dai dién tét 1a gi?

Bai danh gia vé RL va DL bao gom ba céch tiép can chinh va dudng nhu
khong két nbi: mo hinh xac suat (ca loai c6 huéng nhu sparse coding va loai khong
c6 hudng nhu may Boltzmann), cac thuat toan dua trén téi cau trac lién quan dén
ma ty dong, va phuong phap tiép can hinh hoc “da tap” (Geometrically motivated
manifold-learning). Viéc rut ra két ndi giita cac cach tiép can nay hién dang 1a mot
linh vyc nghién cuu rat tich cuc va c6 kha nang sé tiép tuc tao ra cac mo hinh va
phuong phép tan dung céc diém manh twong ddi cia mdi mé hinh.

“An overview on data representation learning: From traditional
feature learning to recent deep learning” [26]

Bai bao nay xem xét nghién ctru vé hoc biéu dién dit liéu, bao gém hoc tap
tinh ning truyén thng va hoc tap sdu gan day. Tir sy phat trién ctia cac phuong
phap hoc tap tinh ning va mang no-ron nhén tao, ta c6 thé thdy rang hoc siu khong
hoan toan méi. Do 1a két qua cua sy tién bd vuot bac cua nghién ctiru hoc tap tinh
nang, sy san c6 cua dit liéu dugc gan nhin quy mé 16n va phan ctimg. Tuy nhién,
budc dot pha cta hoc sdu khong chi anh huéng dén linh vuc tri tué nhan tao ma
con cai thién déng ké su tién bd cta nhiéu linh vuc. Pdi véi céac nghién ctru trong
tuong lai vé hoc sau, bai bao dé xuat ba hudng: 1y thuyét co ban, thuat todn mai va
mg dung. Mot sb nha nghién ctru dd ¢d gang phan tich mang lu6i than kinh sau |

tuy nhién, khoang céach giita Iy thuyét va ing dung ctia hoc sau van con kha 1én.
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Mic di nhiéu thuét toan hoc sdu di duoc dé xuét, nhung hau hét ching déu dua
trén CNN hodc RNN sau. Hon nira, cac thuat todn hoc sau da duoc khai thac so bd
trong nhiéu linh vuc. Tuy nhién, dé giai quyét mot s6 van dé kho khin trong xir 1y
ngdn ngit ty nhién va tdm nhin may tinh, caic mo hinh va thuat toan phirc tap hon
duge mong mudn. Cudi ciing, nhian manh rang hoc sau khong phai 14 tit ca moi thir
ctia hoc may va 1a cach duy nhat dé hién thyc héa tri tué nhan tao. Dé giai quyét
céc van dé trong thé gidi thyc, nhidu mo hinh va thuat toan phan tich dir liéu thong
minh 13 khong thé thiéu

“RLOSD: Representation Learning based Opinion Spam Detection”
[17]

Ngay nay, boi su gia ting dang ké cta cac bai danh gia truc tuyén, anh hudng
c6 hai clia cac bai danh gia spam dbi v6i viée ra quyét dinh gy ra nhitng két qua
khong thé phuc hoi cho ca khach hang va to chic. Cac phuwong phéap hién tai dicu
tra dé tim ra cach phén biét giira cic bai danh gia spam va khong spam. Hau hét
cac thuat toan tap trung vao cac phuong phap tiép can k¥ thuat tinh ning dé hién
thi chd & ctia biéu dién dir liéu. Bai bao nay dé xuat mot phuong phap dua trén cay
quyét dinh dé tiét 16 cac danh gia lra ddo tir nhitng nguoi dang tin cdy. Str dung
phuong phap RL khong giam st cing véi cac phuong phap lwa chon ddi tuong dia
ly truyén théng dé trich xuat cac ddi tugng dia 1y thich hop va danh gia chung bang
ciy quyét dinh. mo hinh to hop bao gom cac giai doan k¥ thuat tinh ning va giam
tinh nang dugc xay dung dé giam kich thudc cua khong gian tinh ning va loai bo
céc tinh nang du thira va khong lién quan dé cai thién hiéu suat phat hién spam xem
xét. Trong budc dau tién, qua trinh tién xu Iy duoc thuc hién do loai bd céc tir
khong hiéu qua khoi tai liéu va chuén bi dit liéu dé phan tich. Quy trinh nay duoc
thue hién bang cach loai bo cac tir dimg, tir gc va gin thé POS. O cép d6 tiép theo,
céc ki thuat thiét ké tinh nang, vi du: TF_IDF va bigram duoc ap dung dé soan cac
d6i twong dia 1y. Vi miic nay tao ra nhiéu tinh niang, PCA duoc sir dung dé loai bo
céc tinh nang khong can thiét va giam khong gian tinh nang. Cudi ciing, dé phan

biét gitra cac bai danh gia spam va khong spam, mdt by phan loai duogc st dung
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trong d6 sir dung Information Gain dé xép hang cac tinh ning va phat hién cac bai
danh gia ltra dao. Két qua RLOSD duogc so sanh boi cac bd phan loai khac va no
cho théy r’fmg mé hinh dat dugc hiéu suét cao hon.

“A Survey on Representation Learning Efforts in Cybersecurity
Domain” [12]

Trong thoi dai dua trén coéng nghé nay, cac hé thong dwa trén mang dang
phai déi mit v6i cac cude tdn cong mang méi hang ngay. Cac phuong phép tiép
can an ninh mang truyén théng dua trén co s& dit liéu kién thirc vé mdi de doa cii
va can duoc cap nhat hang ngay dé chéng lai thé hé mdi de doa mang ma&i va bao
vé cac hé théng dua trén mang co ban. Cung voi viéc cap nhat co sé dit liéu kién
thire vé méi de doa, can c6 sy quan 1y va xir 1y thich hop d6i voi dit liéu duoc tao
ra boi cac ung dung thoi gian thuc nhay cam. Trong nhimng nim gan day, cac nén
tang may tinh khac nhau dua trén cac thuat toan RL d noi 1én nhu mot ngudn tai
nguyén hitu ich dé quan 1y va khai thac dit liéu duoc tao ra dé trich xuat thong tin
¢ ¥ nghia. Trong céc tac vu hoc may, viéc phan loai dit liéu yéu cau dir lidu dau
vao thuén tién vé mit toan hoc va tinh toan. Tuy nhién, di¥ li¢u da phuong tién va
phi da phuong tién theo thoi gian thuce, vi du: hinh dnh, &m thanh, video va dir li¢u
cam bién, khong xéc dinh céc tinh ndng cu thé. Céc k¥ thuat RL cung cép mot giai
phap thay thé bang cach kham pha céc tinh ning hoic cach biéu dién thong qua
viéc kiém tra ma khong can dua vao cac thuat toan rd rang. Bai bao da thao luan
vé cac cudc tin cong mang khac nhau va cac sang kién duoc thyc hién boi cac khu
t6 chirc qudc té. Trong linh vuc an ninh mang, cac ung dung thoi gian thyc xir 1y
ca dir liéu da phuong tién va dir liu phi da phuong tién. Pé xir 1y dir li¢u duoc tao
ra boi cac ing dung thoi gian thuc khac nhau, tac gia di cung cp tong quan chuyén
sdu vé cac nén tang may tinh hoc biéu dién khac nhau. Cac nén tang may tinh nay
dugc gioi thi€u bdi cac nha cung cép ndi tiéng, vi du: IBM, Microsoft, Google,
Amazon va Big ML. Bai béo ciling da thao luan vé cac bd dit liéu khac nhau c6 thé
duogc st dung béng cac nhip di€u thuat todn hoc biéu dién trong mién an ninh mang.

Sau d6, thao luan va tom tat nhitng nd lyc gan day danh cho cac hé¢ théng an ninh
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mang béng cach str dung cac thuat toan hoc dai dién. Nhitng nd luc nay duoc phan
thanh ba loai 16n, tirc 12 kién tric c¢6 giam sat, khong giam sat va sau. Cudi cung,
néu bat cac han ché khac nhau trong cac bo dit liéu co6 san va cac ki thuat dua trén
viéc hoc biéu dién hién c6. Muc dich chinh cta viéc néu bat nhirg han ché 1a dé
n6i voi cac nha nghién ciru va chuyén gia phat trién ring van con nhiéu thach thirc
nghién ctru mé& can duoc giai quyét khi sir dung cac bd dit lidu va ki thuat co sin.
Nhirng han ché nay ciing lam ndi bat nhiéu 1an doc lai cc nghién ctru khac nhau
trong twong lai. Cac hudng nghién ciru ndy néu bat cac dir kién khac nhau can duoc
xem xét dé cai thién cac tinh ning khac nhau cta céc ki thuat hoc biéu dién sin c6
dé lam cho chiing twong thich véi cac Gmg dung thoi gian thuc.

“Phishing website detection using machine learning and deep learning
techniques” [27]

Tan cong Phishing dan tré nén pho bién va lan rong hon, dic biét 1a trong
bbi canh sb luong cac website ngay cang ting, dan dén viéc thong tin clia ngudi
ding c6 thé dé dang bi danh cap néu khong nang cao canh giac hodc biao mat can
than. Nhan thay nhitng nguy hiém dén tir Phishing, nhom cac nha khoa hoc gdm
Selvakumari M va cac cong su ctia minh di thyc hién nghién ctru nham so sanh cac
thuat toan ML va ki thuat DL trong viéc phat hién ra cac website dugc tao vdi muc
dich Phishing.

Nhom tac gia ctia cong trinh nghién ciru da tién hanh lay bo dit liéu dugc st
dung rong rii trén mang nhu Kaggle va két hop voi bo dit liéu ma nhom tu xay
dung. C6 20% tap dir li¢u Phishing tir Kaggle dugc st dung lam tap Test va 80%
tap dir li¢u con lai st dung cho tdp Train cho md hinh. Sau do, bo dir li€u s€ trai
qua qué trinh tién xr 1i bao gém nhiéu ki thuat trich xuat dic trung nhu Feature
Extraction, Instance Selection, Normalization,... Dy 1a qua trinh c6 thé anh hudng
dén d6 chinh x4c va két qua cudi cung, vi thé qua trinh nay can phai xu 1y va loai

b6 cac dic trung ciing nhu dit liéu khong can thiét cho qua trinh thir nghiém.
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Data preprocessing

-

Train test splitting

d ! | v l v l
{ Logistip } { Random } { KNN } [ XG boost } { Ada boost Decision tree} { ANN }
Regression forest

v

Compare

Hinh 1.8: Luu dd mé ta quy trinh

Qua trinh thtr nghiém va phan tich s€ 4p dung céac thuat toan ML va DL nhu

KNN, Decision Tree, Random Forest,... dé so sanh va két luan thuét toan tot nhat

cho mo hinh néi riéng va cong trinh nghién ctru n61 chung.

Béang 1.1: Bang so sanh cac thuit toan

SNo | Agorinm | ot | Teshgse | Precin
1 Logistic Regression 79.00 79.00 82.30
2 KNN 96.70 93.10 93.84
3 Decision Tree 100 95.50 96.13
4 Random Forest 95.00 94.40 94.81
5 XG Boost 93.80 93.40 93.92
6 Ada Boost 87.00 86.90 84.71

“Learning Representations for Log Data in Cybersecurity” [28]

Vao nam 2017, Ignacio Arnaldo cung cac cdng sy cua minh da thyc hién

nghién ciru vé& cac phuong phap phong chdng tin céng mang. Trong nghién ctru

ndy nhom tac gia gidi thiéu mot framework dé kham pha va hoc cac dic trung cia
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dir li€u nhat ky duoc tao bdi céac thiét bi bao mat cép doanh nghiép v&i1 muc tiéu
phat hién cac mbi de doa nguy hiém (Advanced Persistent Threats - APT) kéo dai
trong vai tudn. Framework duoc trinh bay st dung chién lugc “chia dé tri” két hop
phan tich hanh vi, mé hinh chudi thoi gian va thuat toan hoc dic trung dé mo hinh
hoa khéi luong 16n dit liéu. Ngoai ra, nhom tac gia co quyén truy cap vao céc tinh
ning do con nguoi thiét ké, didu nay hd trg cho viéc phan tich kha ning ctua mot
loat cac thuat toan hoc dic trung dé bd sung cho céc tinh ning do con nguoi thiét
ké theo nhiéu cach tiép can phan loai. Nhom tac gia chimg minh cach tiép can véi
mot tap dir liéu moi dugce trich XUat tir 3 ty dong nhat ky dugc tao ra tai ranh gidi
mang doanh nghiép véi bao cdo chi huy va diéu khién thong tin lién lac. Cac két
qua duoc trinh bay d3 xac nhan phuong phép tiép cin ciia nhom tac gia dat duoc
dién tich theo duong cong ROC 13 0:943 va 95 dwong tinh thuc trong s6 100 truong
hop duoc xép hang hang dau trén tap dit lidu thr nghiém.

“Representation Learning in Graphs for Credit Card Fraud Detection”
[19]

Trong mot nghién ctru vé ki thudt RL vao nam 2020, Rafael Van Belle ciing
cac cong su cua minh da ching minh dugc RL c6 tinh hitu ich cho nhiéu tac vu du
doan. Nhom tac gia da danh gia tinh kha thi cta viéc hoc ddc trung trong bdi canh
gian 1an thé tin dung. Phan tich dir li¢u da thanh cong trong viéc du doan gian lan
trong nghién ctru trude day. Tuy nhién, linh vuc nghién clru da tap trung vao cac
k¥ thuat nham tiét ché cac tinh nang dugc thuc hién bé“mg tay mot cach nham chéan
va tén kém. Ngoai ra, cdc cong trinh hién tai thuong bo qua thong tin lién quan dén
mang luéi giao dich. Hoc dic trung trong do thi giai quyét dwoc ca hai thach thirc
nay.

Pau tién, n6 cung cip kha ning khai thac cac khia canh quan hé va ciu tric
cua mang giao dich va tan dung chiing trong mot mé hinh du doan. Thir hai, né lam
min biéu d6 ma khong can k¥ thuat tinh ning tha cong. Cong trinh nay déng gop
cho tai liéu bang cach 12 ngudi dau tién chi ra mot cach rd rang va rong rii cach mo

hinh phat hi¢n gian 1an c6 thé co loi tir viéc hoc dai dién. Nhom tac gia phan biét
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ba cach tiép can khac nhau trong bai bao nay: phuwong phap phat trién cac dic trung
trén mang truyén thong, thuat toan hoc dic trung quy nap va chuyén d6i dic trung.
Thong qua danh gia thir nghiém rong rai trén tap dit liéu trong thé gidi thue, nhém
tac gia cho thiy viéc hoc dic trung hién dai trong d thi t6t hon so véi phuong phap
dic trung hoa d6 thi truyén thong (Traditional Graph Featurization).

“PhishTrim: Fast and adaptive phishing detection based on deep
representation learning” [8]

Mot nghién ciru vé phong chdng tin cong Phishing vao ndm 2020 dugc thuc
hién bai nhom nghién ctru dén tir Trung Qudc gébm Lei Zhang va Peng Zhang.
Nhom tac gia da dé xuat phuong phap PhishTrim - mot phuong phap phat hién
URL lwra ddo c6 mtrc d¢ nguy hiém nhe duya trén hoc siu cac dic trung, phuong
phap dugc nhém tac gia nhan dinh 1a nhanh va thich tng tét.

Nhom tac gia liy cac dic trung nhing ban dau tir cac URL thdng qua mo
hinh duoc hudn luyén trude d6 13 Skip-gram. Sau d6, bo nhé ngin han hai chiéu
(Bi-LSTM) dugc sir dung dé trich xuat su phu thudc vao ngir canh dé tim hiéu thém
vé dic trung sau cua URL. Céac ddc tinh n-gram cuc bo duoc trich Xuét bé“mg cach
st dung CNN. Céac thur nghiém cho théy PhishTrim hoat dong tdt hon trén cac bd
dir liéu quy mé 16n vai do chinh xac 99,797% va chi ra rang phuong phap cia nhom
tac gia c6 kha niang nhat dinh dé phat hién cac cudc tan cong lira dao zero-day.

“Intelligent phishing detection scheme using deep learning algorithms”
[29]

Nghién ciru ndy tap trung vao viéc thiét ké va phat trién mot giai phap phat
hién Itra ddo dua trén hoc sau dua trén cong cu dinh vi tai nguyén phé quat va noi
dung trang web nhu hinh anh, van ban va khung. Trong nghién ctru nay, CNN va
LSTM di duogc st dung dé xay dung mot mo hinh phan loai két hop c6 tén 1a hé
thdng phat hién lira dao thong minh (IPDS). Dé xay dung mé hinh d¢ xuét, b phan
loai CNN va LSTM di duoc dao tao bang cach str dung bd dinh vi tai nguyén phd
quat 1m va hon 10.000 hinh anh. Sau d6, d6 nhay ctia mé hinh dé xuit duoc xéac

dinh béng cach xem xét cac yéu td khac nhau nhu loai dbi tuong dia ly, sb lugong
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phan loai sai va cac van dé phan chia. Két qua - Mot phan tich thir nghiém mé rong
da duge thyc hién dé danh gia va so sanh hi¢u qué ctua IPDS trong viéc phat hién
cac trang web lira dao va cac cudc tAn cong lira ddo khi ap dung cho cac tap dit liéu
16n. Két qua cho thdy, mé hinh dat ty 1& chinh x4c 93,28% va thdi gian phat hién
trung binh 13 25 gidy. Phuong phap két hop sir dung thuit toan hoc sdu cua ca
phuong phap CNN va LSTM da dugc st dung trong cong trinh nghién ctru nay.
Mot mit, sy két hop cia ca CNN va LSTM duoc st dung dé giai quyét vn dé cua
tap dir liéu 16n va hiéu suat dy doan cua bd phan loai cao hon. Do do, viéc két hop
hai phuong phap dan dén két qua t6t hon voi it thoi gian ddo tao hon ddi véi kién
traic LSTM va CNN, dong thoi str dung céc tinh nang hinh anh, khung va vin ban
nhu mot két hop dé phat hién mo hinh ciia chiing t6i. Céc tinh nang két hop va trinh
phan loai IPDS dé phat hién lira dao 1 diém méi ctia nghién ctru nay theo hiéu biét
t6t nhat cua cac tac gia.

“Phishing Website Detection Based on Deep Convolutional Neural
Network and Random Forest Ensemble Learning” [30]

Ltura ddo da tr¢ thanh mdt trong nhiing mdi de doa mang lon nhat va hiéu
qua nhat, gdy ra thiét hai hang tram triéu d6 la va hang triéu vu vi pham dit liéu mdi
nam. Hién tai, cac k¥ thudt chdng lira ddo yéu cau cac chuyén gia trich xuat cac
tinh ning ctia cac trang lra dao va str dung cac dich vu ctia bén thit ba dé phat hién
cac trang ltra ddo. Cac ky thuat nay c6 mot s6 han ché, mot trong s6 d6 1a viéc trich
xut cac tinh ning lira dao doi hoi chuyén mon va ton nhiéu thoi gian. Thir hai, viée
st dung cac dich vy cta bén thir ba 1am cham viéc phat hién cac trang web ltra ddo.
Do d6, bai bédo nay dé xuit mot phuong phap phat hién trang web Lira dao tich hop
dya trén CNN va rimg ngau nhién RF. Phuong phép niy c6 thé du doan tinh hop
phap cua cac URL ma khong can truy cap ndi dung web hodc sir dung dich vu cua
bén thir ba. K§ thuat duoc dé xuat sir dung k¥ thuat nhung ky ty dé chuyén doi
URL thanh ma tran kich thudc c¢d dinh, trich xuét cac tinh nang ¢ cac cép do khac
nhau bang mo hinh CNN, phén loai cac ddi trong dia Iy nhidu cip d6 bang cach st

dung nhiéu bd phan loai RF va cudi cung, xuat ra két qua dg doan bang céach st
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dung phuong phap l4y tat ca . Trén tap dir liéu, ty 18 chinh xac 99,35% da dat dugc
bang cach sir dung mé hinh dwoc dé xuét. Ty 1é chinh xac dat duoc 13 99,26% trén
dit liéu diém chuin, cao hon nhiéu so véi ty 1€ ctia mo hinh cuc doan hién cé.

“Applying Machine Learning Techniques to Detect and Analyze Web
Phishing Attacks” [31]

Trong bai bao nay, nhoém tac gia d& xuit mot phuong phap c6 thé phan biét
gifra cac trang web nham muc dich thuc hién céc cudc tin cong ltra ddo va céc trang
web hop phap. Gan day, mot cach tiép can hiéu qua hon dé chong lai lira dao dya
trén cac k¥ thuat may hoc da xuét hién. Trong cach tiép can nay, cac mo hinh duoc
trich xuat bang k¥ thuat ML duoc sir dung dé phan loai cac trang web 1a hop phap
hoic lira déo, dua trén céc tinh nang nhat dinh. D& xuat mot phuong phap dua trén
may hoc co thé phat hién xem mot trang web co biéu hién cac cudc tan cong danh
bong hay khong. Phuong phap duge dé xuat dya trén mot vector dic trung dé thu
thap ma khong can tinh toan thém. Cac thuit toan phan loai thu dugc do chinh xéc
t6t nhat 1a J48 va RepTree, nhung khi xem xét chi s6 thu hoi, thu hoi RepTree thap
hon néu so sanh vé&i thuat toan thu duoce boi thuét toan phan loai J48: day la 1y do
tai sao cac tac gia xac nhan thuat toan J48 1a cai c6 dugc hiéu suét tot nhat vé do
chinh x4c va kha ning thu hdi dé phat hién cac cudc tin cong lira ddo trén web.
Trén thuc té, cac thudt toan con lai (tirc 1a HoeffdingTree, Random Forest, LMT va
DecisionStump) thé hién hiéu suat thap hon J48 va RepTree vé d6 chinh xac va thu
hoéi. Cu thé, do chinh x4c bang 0,923 va do thu hodi bang 0,916 khi phat hién tin
cong bang cach sir dung thuat toan J48.

“A lightweight data representation for phishing URLSs detection in IoT
environments” [32]

Lira dao 1a mot cudc tin cong mang khai thac sy thiéu hiéu biét hodc ngay
tho vé k¥ thuat clia nan nhan va thuong lién quan dén Bo dinh vi tai nguyén thong
nhat (URL). Do d6, viéc phat hién mot cudc tan cong lira dao bang cach phan tich
cac URL trudc khi truy cap chiung la mdt diéu thuan lgi. Véi su phat trién cta

Internet of Things (IoT), cac cudc tan cong lira ddo dang chuyén sang linh vuc nay
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do sb luong thiét bi IoT va luong thong tin c4 nhan ma chung xt 1y. Mic du mét
s6 phuong phap tiép can da dugc dé xuat dé phat hién cac cudc tan cong lira dao,
nhung cac phuong phap Hoc may dwa trén URL thu duoc két qua hiéu sudt tot hon,
nhung tit ca chung déu phu thudc vao bd tinh ning dugc sir dung. Nguoc lai, chi
mot s6 cong trinh vé viée chon bé tinh ning phu hop nhét dé cai thién quy trinh
phat hién Itra ddo da duoc cong bo. Nghién ctru hién tai kham pha cach cé dugc bd
tinh ning ning cao dang ké ty 1¢ phat hién lira dao trong méi truong IoT. Do do,
mot thuat toan lga chon tinh nang da dugc thong qua va mo rong dé co duoc bod
tinh nang tiéu biéu nhat. Khi Random Forest dugc sir dung véi biéu dién dit liéu

duoc dé xuat, ty 1€ phat hién ra cac cudc tan cong URL Itra dao 1a 99,57%.
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CHUONG 2. XAY DUNG MO HINH PHAT HIEN
TAN CONG PHISHING

2.1. Thiét ké mé hinh

Trong ludn vin nay, voi tinh chat cua cac url cta cach tin cong phishing, st
dung tokenization dé chuyén thanh ma tran sé dya vao xir Iy ngdn ngit ty nhién cac
url. Tir d6, chuyén ma tran url nay thanh ma tran hinh anh grayscale va ap dung
ResNet18 dé training va xay dyng mé hinh nhan dién Phishing.

Véi ¥ tuong nay, ludn van dé xuat nhu xay dyng mo hinh nhu sau:

(1) Url = Tokenization - Text_to_matrix = numpy Matrix

(2) Numpy Matrix - convert to Image Matrix (Gray scale) - Array of

images

(3) Array of Images - training with ResNet - Model

Str dung cac website features

Trong thir nghiém, céac tinh ning cta trang web dugc chuyén dbi thanh cac
vecto dic trung va duogc st dung lam dau vao cho cic md hinh DL. Bang 4 cho
thay danh sach 30 tinh ning duoc sir dung trong nghién ciru nay. Mdi tinh nang c6
ba gia tri c6 thé co: —1, 0 va 1 (—1 1a Ira dao, 0 14 dang ngo va 1 1 lanh tinh). Tinh
nang cudi cung, duoc dit tén 1a “16p”, 1a phan loai cua URL.

Biéu d6 Heatmap hay con goi 1a ban dd nhiét 1a cach thé hién dir lidu
mot cach truc quan thong qua mau sic v6i 2 loai mau noéng — lanh. Mau nong
la noi c6 gid tri cao nhét, quan trong nhat, hoic manh nhat (dir li¢u cang tang
khi mau cang di vé phia gam mau ndng), mau lanh s& mang ¥ nghia ngugc
lai. Hinh 3.4 1a ban d6 nhiét hién thi ma trin twong quan ctia cdc tinh ning
ndy. Pham vi twong quan tiéu chuan 1a tir —1 dén +1, trong d6 —1 1a twong quan
am thap nhét va +1 1a twong quan duong cao nhat. Mdi tuong quan 4m dugc hién
thi trong dai mau sang hon, trong khi mdi twong quan duong duoc hién thi trong
dai mau t6i hon. Pic biét trong tap dir li¢u nay, anh xa cua hai ddi tuong dia ly

khac nhau, c6 tén Favicon va popUpWindow, cho thdy mau ti nhat, c6 nghia 1a
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chung c6 twong quan cao hodc thuan. Tuong quan tich cuc c6 nghia 1a mot ddi
tuong dia 1y danh ddu URL 1a lra ddo va ddi twong dia 1y khac ciing vay. Trong
khi cac méi twong quan phu dinh c¢6 nghia 1a mot tinh ning danh ddu URL 1a doc
hai, trong khi tinh nang kia thi khong [6].
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Hinh 2.1: Ma tran hé sé twong quan giira cac features [20]

Ta c6 thé hinh dung cu thé hon théng qua Hinh 2.3 nhu sau:
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Type No Feature Name Description Value
1 IP address UsingIP Having IP address in URL -1,1
2 URL length LongURL Long URL to hide the suspicious part -1,0,1
3 Shortcning service ShortURL Using URL shortening services “TinyURL"” -1,1
4 @ Symbol Symbol@ URL’s having @ symbol -1,1
5 "/ /" redirecting Redirecting/ / Having “//" within URL path for directing -1,1
Address 6 Prefix suffix PrefixSuffix Adding prefix or suffix separated by (-) to the domain -1,1
bar-based 7 Sub domain SubDomains Sub domain and multi sub domain -1,0,1
8 SSL final state HTTPS Existence of HTTPS and validity of the certificate -1,0,1
9 Domain registration DomainRegLen Expiry date of domains /Domain registration length -1,1
10 Favicon Favicon Favicon loaded from a domain -1,1
11 Port NonStdPort Using non-standard port -1,1
12 HTTPS token HTTPSDomainURL  The existence of HTTPS token in the domain part of URL -1,1
13 Request URL RequestURL Request URL within a webpage/Abnormal request -1,1
14 URL of anchor AnchorURL URL within <a> tag/ Abnormal anchor -1,0,1
] 15 Links in tags LinksInScriptTags Links in <Meta>, <Script> and <Link> tags -1,0,1
Abnormal-based 16 SFH ServerFormHandler Server Form Handler -1,0,1
17 Email InfoEmail Submitting information to E-mail -1,1
18 Abnormal URL AbnormalURL Host name is included in the URL/Whois -1,1
19 Redirecting WebsiteForwarding Number of times a website has been redirected 0,1
HTML and 20 On mouseover StatusBarCust On mouse over chfmgc:s 5tz!tus bar/Status bar -1,1
JavaSeript-based , , . . . ) cus?nmlfatmnl
21 Right click DisableRightClick Disabling right click -1,1
22 Pop-up window UsingPopupWindow Using Pop-up window -1,1
23 Iframe redirection I[frameRedirection Using Iframe -1,1
24 Age of domain AgeofDomain Minimum age of a legitimate domain is 6 months -1,1
25 DNS record DNSRecording Existence of DNS record for the domain -1,1
26 Website traffic WebsiteTraffic Being among top 100,000 in Alexa rank -1,0,1
Domain-based 27 Page rank PageRank Having a page rank greater than 0.2 -1,1
28 Google index GoogleIndex Website indexed by Google -1,1
29 Link reference LinksPoitingToPage Number of links pointing to a page -1,0,1
30 Statistical report StatsReport Top 10 domain and top 10 Ips from PhishTank -1,1
Result class Phishing or legitimate -1,1

Hinh 2.2: M6 ta méi twong quan giira cac diic tinh trong ma tran

- Véi y tudng phat trién mo hinh lam viéc nhu bo phan loai. M6 hinh nhan

dir liéu chudi URL tir d6, chi ra chinh xac dif liéu tn cong phishing hay khong.

- Y tudng & day la: Hién nay cac mo hinh representation learning str dung

mang neural hoc sdu di cho két qua rat kha quan trong linh vuc thi gidc may tinh,

ap dung thanh cong trong phan loai anh va video. Ap dung cic mé hinh nay vao

linh vuc an toan thong tin ma cuy thé 14 phat hién tan cong phishing dé cai thién kha

ning phat hién dang tin cong nay. Tuy nhién dit liéu tAn cong phishing khac véi

dir liéu multimedia trén cac mo hinh thi gidc may tinh. Can c6 phuong phép tao su

tuong thich dé c6 thé ap dung duoc. Chinh vi vy, tir cac cong trinh nghién cru va

da cong b, luan vin niy dwa ra y tuong bién dir licu URL cua phishing thanh dir

liéu hinh anh thong qua cac tinh chat cia chudi URL. Tir d6, phan 16p bang

representation learning, xdy dung mé hinh phii hgp dé nhan dién tin cong phishing.
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Mot trong cac mo hinh representation learning don gidn 1a RestNet18, va
cach bién d6i URL thanh ma tran thong qua Tokenizer cia TensorFlow. Tir 2 k§
thuat phd bién nay, luan van tich hop va xay dung mo hinh phat hién tin cong
Phishing.

2.1.1. Gidi thigu vé ResNet

ResNet (Residual Network) duoc gidi thidu dén cong chiing vao nam 2015
va tham chi da gianh duoc vi tri thit 1 trong cudc thi ILSVRC 2015 véi ti 1¢ 16i top
5 chi 3.57%. Khong nhirng thé né con ding vi tri dau tién trong cudc thi ILSVRC
and COCO 2015 véi ImageNet Detection, ImageNet localization, Coco detection
va Coco segmentation.Hién tai thi co rat nhiéu bién thé cua kién trac ResNet voi
sb 16p khac nhau nhu ResNet-18, ResNet-34, ResNet-50, ResNet-101, ResNet-
152,...V6i tén 1a ResNet theo sau 1a mot sd chi kién triic ResNet véi s6 16p nhit
dinh.

Tai sao lai xuat hién mang ResNet

Mang ResNet (R) 12 mot mang CNN duogc thiét ké dé lam viéc véi hang
tram 16p. Mot van dé xay ra khi xay dung mang CNN véi nhiéu 16p chap s& xay ra
hién twrong Vanishing Gradient dan t6i qua trinh hoc tap khong tbt.

Vanishing Gradient

Trude hét thi Backpropagation Algorithm 1a mot k¥ thuat thuong duoc s
dung trong qua trinh tranining. Y tudng chung ctia thuat toan 1a s& di tir output layer
dén input layer va tinh toan gradient ciia cost function tuwong ng cho ting
parameter (weight) ctia mang. Gradient Descent sau d6 duoc str dung dé cap nhat
cac parameter do.

Toan bd qua trinh trén s€ duogc lap di 1dp lai cho té1 khi ma cac parameter
ctia network dugc hoi tu. Thong thuong chung ta s& c6 mot hyperparametr (s6
Epoch - s6 1dn ma traninig set dugc duyét qua mot 1an va weights duoc cap nhat)
dinh nghia cho sb lwong vong lap dé thuc hién qua trinh nay. Néu sé luong vong
lap qua nho thi ta gap phai truong hop mang c6 thé sé khong cho ra két qua tot va

nguoc lai thoi gian tranining s€ 1au néu so lugng vong 1ap qua 16n.
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Tuy nhién, trong thuc t& Gradients thudng sé& co gia tri nhd dan khi di xubng
cac layer thap hon. Dan dén két qua 1a cac cap nhat thuc hién bai Gradients Descent
khong lam thay ddi nhiéu weights cta cac layer d6 va 1am chung khong thé hoi tu
va mang s& khong thu dugc két qua tot. Hién twong nhu vay goi 1a Vanishing
Gradients.

Kién tric mang ResNet

Cho nén giai phap ma ResNet dua ra 1a sir dung két ndi "tat" dong nhat dé
xuyén qua mot hay nhiéu 16p. Mot khéi nhu vay duoc goi 1a mot Residual Block,

nhu trong hinh sau :

X

Y

weight layer
jf(x) ! relu <
weight layer identity

Hinh 2.3: Residual learning: a building block.

ResNet gan nhu tuong tu véi cic mang gém co convolution, pooling,
activation va fully-connected layer. Anh bén trén hién thi khdi du dugc st dung
trong mang. Xuét hién mot mili tén cong Xuét phat tur dau va két thuc tai cudi khéi
du. Hay néi cach khac 13 s& b6 sung Input X vao dau ra cia layer, hay chinh 1a phép
cong ma ta théy trong hinh minh hoa, viéc nay sé chéng lai viéc dao ham béng 0,
do van con cong thém X. Vi H(x) 1a gia tri du doan, F(x) 1a gia tri that (nhan),
chung ta mudn H(x) bang hoic xap xi F(x).

Vi¢e F(x) c6 dugc tir x nhu sau:

X->weightl-> ReLU -> weight2
Gia tri H(x) c6 dugc bang cach:
F(x) + x -> ReLU
Nhu ching ta di biét viéc ting sb luong cac 16p trong mang lam giam do

chinh xé&c, nhung muon c6 mdt kién triic mang sau hon cé thé hoat dong tot.
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Hinh 2.4: ResNet sir dung cac két noi tit ( két ndi trwe tiép dau vao cia 16p (n) voi
(n+x) dwoe hién thi dang miii tén cong. Qua mé hinh né chirng minh dwoc c6 thé cai

thién hi¢u suit trong qua trinh training model khi mé hinh c¢é hon 20 16p.

2.1.2. Tokenization

Xt 1y ngon nglr tu nhién (NLP) 1a m§t nhanh cua Tri tu¢ nhan tao (Al) cung
cap cho may tinh kha niang hiéu ngdn ngir viét va noi ctia con ngudi. Dé dang ké
dén mot sb ung dung cia NLP trong kiém tra chinh ta, tu dong dién, phat hién thu
rac, trg 1y do trén di¢én thoai va 6 t6. Tuy nhién, it ai biét rﬁng may moc hoat dong
v6i cac con s chtr khong phai cac chit cai/tir/cau. Vi vy, dé 1am viéc v6i mot

lwong 16n dit liéu van ban co san, tién xtr Iy vin ban (text pre-processing) 1a qua
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trinh can thiét giup 1am sach vin ban. Ban than tién xur Iy vin ban bao gém nhiéu
giai doan, va mot trong s6 d6 1a tach tir (hay con goi 1a Tokenization).

Tokenization (tach tir) 1a mét trong nhitng budc quan trong nhit trong qua
trinh tién xir Iy vin ban. Cho du ban dang lam viéc véi cac ky thuat NLP truyén
thng hay str dung cac k¥ thuat hoc siu nang cao thi van khong thé bé qua budc
nay. Noi mot cach don gian, tokenization 1a qud trinh tich mot cum tur, cau, doan
van, mot hodc nhiéu tai liéu van ban thanh cac don vi nhé hon. Mdi don vi nho hon
nay duoc goi la Tokens.

C6 thé coi tokens 1a cac khéi xay dung cia NLP va tt ca cac mo hinh NLP
déu xir Iy vin ban tho ¢ cap do cac Tokens. Chung duge sir dung dé tao tir vung
trong mot kho ngtr liéu (moét tap dir liu trong NLP). Tu vung nay sau dé dugc
chuyén thanh s6 (ID) va gitip chiing ta 1ap mé hinh. Tokens c6 thé 1a bat ctr thir gi
—mot tir (word), mot tir phu (sub-word) hodc tham chi 1a mot ky tu (character). Céc
thuat toan khac nhau tuan theo cac quy trinh khac nhau trong vi¢c thuc hi¢n ma hoa
va su khac biét gitta ba loai tokens nay s€ dugc chi ra dudi day.

2.2. Bo dir liéu cia bai toan

Luan van stir dung bo dir liéu Web page Phishing Detection [35]. B dir liéu
bao gom 11,430 dong va 89 cot cung cap 11,429 URL véi 87 tinh ning duoc trich
xuat. B dit liéu duogc thiét ké dé sir dung 1am chuan cho cac hé théng phat hién lira
dao dua trén cong nghé may hoc. Trong s6 89 dit liéu c6 chira 1 ¢ot 1a url mang dia
chi cua trang web, 1 cdt 1a nhan cua dit li€u va 87 tinh nang. Céc tinh nang la tir ba
16p khac nhau: 56 tinh ning duogc trich xuét tir cdu trac va ca phap cia URL, 24
tinh nang duoc trich xuét tir ndi dung ctia cc trang twong (mg ctia chiing va 7 tinh
nang duoc trich xudt tir cac dich vu bén ngoai. Bo dir liéu duogc can bé“mg, no chira
chinh xac 50% URL lwra ddo (phishing) va 50% URL hop phép (legitimate). Dua
vao tap dir liéu, cac tic gia dd cung cdp cac tap 1énh Python co thé duoc str dung
cho viée trich xuét cac tinh nang v&1 myc dich nhan rdng hodc mé rong. B dir li¢u
dugc xay dung vao thang 5 nam 2020. Bang 2.1 dudi day li¢t ké 89 thudc tinh va

kiéu dir liéu cua tung thudc tinh trong bo dir liéu.



41

Béang 2.1: Cac thugc tinh cia b dir li€u

STT Tén cjt Igél_“ STT Tén cit Igél_“
1 |url object | 46 | longest_words_raw int
2 | length_url int 47 | longest_word_host int
3 | length_hostname int 48 | longest_word_path int
4 1ip int 49 | avg_words_raw float
5 |nb_dots int 50 | avg_word_host float
6 | nb_hyphens int 51 | avg_word_path float
7 | nb_at int 52 | phish_hints int
8 |nb_gm int 53 | domain_in_brand int
9 |nb_and int 54 | brand_in_subdomain int

10 |nb_or int 55 | brand_in_path int
11 |nb_eq int 56 | suspecious_tld int
12 | nb_underscore int 57 | statistical_report int
13 [ nb_tilde int 58 | nb_hyperlinks int
14 | nb_percent int 59 | ratio_intHyperlinks float
15 | nb_slash int 60 | ratio_extHyperlinks float
16 | nb_star int 61 | ratio_nullHyperlinks int
17 | nb_colon int 62 | nb_extCSS int
18 | nb_comma int 63 | ratio_intRedirection int
19 | nb_semicolumn int 64 | ratio_extRedirection float
20 | nb_dollar int 65 | ratio_intErrors int
21 | nb_space int 66 | ratio_extErrors float
22 | nb_www int 67 | login_form int
23 [nb_com int 68 | external_favicon int
24 | nb_dslash int 69 | links_in_tags float
25 | http_in_path int 70 | submit_email int
26 | https_token int 71 | ratio_intMedia float
27 | ratio_digits_url float 72 | ratio_extMedia float
28 | ratio_digits_host float 73 | sfth int
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29 | punycode int 74 | iframe int
30 | port int 75 | popup_window int
31 |tld_in_path int 76 | safe_anchor float
32 | tld_in_subdomain int 77 | onmouseover int
33 | abnormal_subdomain int 78 | right_clic int
34 | nb_subdomains int 79 | empty_title int
35 | prefix_suffix int 80 | domain_in_title int
36 | random_domain int 81 | domain_with_copyright int
37 | shortening_service int 82 | whois_registered_domain int
38 | path_extension int 83 | domain_registration_length int
39 | nb_redirection int 84 | domain_age int
40 | nb_external_redirection int 85 | web_traffic int
41 | length_words_raw int 86 | dns_record int
42 | char_repeat int 87 | google_index int
43 | shortest_words_raw int 88 | page_rank int
44 | shortest_word_host int 89 | status object
45 | shortest_word_path int

Trong tong s6 89 truong dir liéu, truong url va status mang gia tri chudi, cac

truong con lai mang ki€u dit liéu s6 nguyén (chiém da so) hodc so6 thuc. Ngoai ra,

qua thdng ké cho thdy khong c6 truong ndo bi mat mét dir liéu. Cot status chia

nhan ctia bo dir liéu, chi ton tai mot trong hai gia tri “phishing” hoic “legitimate”,

ti 1¢ gita s6 lwong URL lira d4o va hop phap 1a can bang (Hinh 2.6).
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Ti Ié nhan trong bo dir liéu

® URL lra dao
(phishing)

® URL hop phap
(legitimate)

Hinh 2.5: Ti 1¢ nhan trong b dir liéu

Pé kiém tra dic tinh cta b dit liéu, tién hanh quan sat mot s6 thudc tinh

nhu: length url, leng_hostname, ip, nb_dots, nb_hyphens, nb_at, nb_gm, nb_and,
nb_or. Sau khi quan sat thu dugc két qua nhu cac hinh duéi day (Hinh 4.2 — 4.10):

# length_url
Valid m 1.4k 100%
Mismatched m 0
Missing B 0
Mean 611
Std. Deviation 55.3
Quantiles 12 Min
33 25%
47 50%
71 75%
12 1641 1641 Max

Hinh 2.6: Thudc tinh length_url
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# length_hostname
|

Valid m 1.4k 100%

Mismatched m 0

Missing B 0

Mean 211

Std. Deviation 10.8

Quantiles 4 Min
15 25
19 5
24 75

214 214

Hinh 2.7: Thudc tinh length_hostname

Valid m 1.4k 00%
Mismatched m 0
Missing m ]
Mean 015
Std. Deviation 0.36
Quantiles 0 Min
o} 25
0 -
o} 75
1

Hinh 2.8: Thugc tinh ip

H nb_dots
.|
Valid m 1.4k 009
Mismatched m o}
Missing m ]
Mean 2.48
Std. Deviation 1.37
Quantiles 1 Mir
5 .
2
3
24 24

Hinh 2.9: Thudc tinh nb_dots
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1 nb_hyphens

Valid m 1.4k 100%
Mismatched m 0
Missing B ]
Mean 1
Std. Deviation 2.09
Quantiles 0 Mir
0 -
0
1
43

Hinh 2.10: Thudc tinh nb_hyphens

H nb_at
|
Valid m 1.4k 00%
Mismatched B 0
Missing B 0
Mean 0.02
Std. Deviation 0.6
Quantiles 0 Min
0 L:
0 -
0 75
1 4
Hinh 2.11: Thugc tinh nb_at
H nb_gm

Valid m 1.4k 00%

Mismatched 0

Missing | 0

Mean 0.4

Std. Deviation 0.36

Quantiles 0 Mir
0 25
0
0 75
3

Hinh 2.12: Thudc tinh nb_qm
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H nb_and
|
Valid m 1.4k \
Mismatched m 0
Missing m 0
Mean 0.6
Std. Deviation 0.82
Quantiles 0
0 2
0
0 .
19
Hinh 2.13: Thugc tinh nb_and
1 nb_or
|
Valid m 1.4k '
Mismatched m 0
Missing | 0
Mean 0
Std. Deviation 0
Quantiles 0
] 2
0
0 .

Hinh 2.14: Thugc tinh nb_or

Vé6i mbi thudce tinh, quan sat cac dic diém nhu miéu ta vé tong sb dit liéu
hop 1&, gia trj trung binh, d6 léch chuan, gia tri nho nhat, tir gié tri cua dir liéu tro
xudng chiém 25%, 50% va 75%, gié tri I6n nhat. Cu thé, 14y vi du trudng hop cia
thudc tinh length url (d6 dai cua url), ta cé gia tri valid thé hién s6 luong dir ligu
hop 18 13 11,400 hay chinh xac 1a 11,439 dong chiém ti 16 100%, khong c6 dong
nao bi mat mat hodc sai 1éch dit liéu. Gia tri trung binh cta thudce tinh 1a 61.1, do
léch chuan 14 55.3, gia tri nho nhat 1a 12 va 16n nhét 1a 1,641. Do dai tir 33 tré
xubng chiém 25%, tir 47 trd xudng chiém 50% va tir 71 tré xudng chiém 76%. Cac
thudc tinh khac ta xem xét twong tu. Tiép theo tién hanh st dung Google Colab dé

quan sat sy phan bo cua di licu.
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Hinh 2.15: Phan bé dit liéu ciia mdt s6 thude tinh

length_url length_hostname nb_dots nb_slash
3000
! l 8000 1 4000
| 2500 I 5000 |
I 2000 - I 2000 3000 1
I 1500 1 I 3000 1 2000 4 I
1000 1 2000 4 11 I
I ' I 1000
500 1000 I " I
L , . . 0 Tn ; , ; 0 1 . . 0 L". . .
0 500 1000 1500 0 50 100 150 200 0 10 20 10 20 30
shortest_words_raw longest_words_raw ratio_digits_url links_in_tags
10000 7000 3500 -
6000 3000 4
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5000 ~ 2500 - I
i 6000 1 4000 2000 1 I
2000 1 3000 1500 I
I 2000 A 1000
2000 I
I l 1000 1 500 |
LILTPN . . 0 : . : : o L . . 0 I 'J‘J."er
0 10 20 30 0 200 400 B00  BOO 0.0 02 0.4 06 0 5 50 75 100
avg_word_host ratio_extRedirection ratio_intHyperlinks ratio_extHyperlinks
j 7] 3500
1 2000
I 5000 | 3000 -
I 5000 1 1500 1 2500
I w00 | o0 |
1000
.II 3000 1 | 1500 -
u 2000 1000
|l =
j " 1000 1 I 500 -
Lig
_7_.n.-_'_,_r 0 __'—.u'l_.__‘_'l_'_'_ 0 nlby 0
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ratio_intMedia safe_anchor domain_age page_rank
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‘| 2000 i
3000 1 1500 4 |
| ‘| 1500 i
| 2000 1000 | | I |
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Hinh 2.16 thé hién phan bd dit liéu cua 16 trén tong sé 87 tinh ning ctia bd

dir liéu. TUr nhitng biéu do trén cho thay dir liéu ¢ ting tinh nang phan bé rai rac,

khong dong déu va c6 do 1éch 16n. Dir liéu phan b theo khu vuc (chiéu x), cu thé

1a khu vuc cao twong dbi it, khong co dit liéu nao trong ving ndy, nguoc lai dir liéu

trong khu vuc thap va trung binh chiém ti 1& twong dbi 16n. Ngoai ra gi tri cua dir

lidu ciing nam trong khoang (chiéu y) thdp nhiéu hon gia tri & cac khoang cao, 1iy

vi du ctia tinh ning avg_word_host, dit liéu phan bb nhiéu ¢ khoang 0-250, khoang

tir 250-750 twong ddi va khoang trén 750 twong dbi it.
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-10

-08

nb_www

nb_dslash
https_token
ratio_digits_host
port
tid_in_subdomain
nb_subdomains
random_domain
path_extension
nb_external_redirection
char_repeat
shortest_word_host
longest_words_raw -
longest_word_path -
avg_word_host
phish_hints
brand_in_subdomain
suspecious_tld
nb_hyperlinks

length_url -

ip

nb_hyphens

nb_qm
ratio_extHyperlinks

nbor | | ’ | I
nb_extCSS -

nb_underscore
nb_percent
nb_star
ratio_extRedirection - .
< N | | O |
suhmlt email -
werto_w.vetc .. B ] . .~ I

nb_comma

iframe

safe_anchor

right_clic

domain_in_title
whois_registered_domain
domain_age

dns_record

page_rank

nb_dollar
E E=iar ]
Hinh 2.16: Ma tran hé sé twong quan giira cac dic tinh

mtin_extErrnrs

ip

nb_hyphens

h
t
5
d

nb_hyperlinks

nb_underscore

nb_or

nb_comma
phish _hln

domain_in_title

nb_gm
iframe
safe_anchor

nb_star

2
2

nb_dollar
night_clic

whois_registered_domain

ratio_digits_host

shortest_word_host
longest_words_raw

ratio_extRedirection
page_rank

nb_dslash
d::m_ain age

length_url

nb_percent
https_token

nb extemal_r_edirecuon
char_repeat
ratio_extHyperlinks
nb_extCS55
external_favicon
dns_record

ratio ex{Medla

nb_subdomains
random_demain
path_extension
avg_word_ho:
suspecious_tl
ratio_extErrors
submit_email

tid_in_subdomain

longest_word_pa
brand_in_subdomain

Can ctr vao Hinh 2.17 14 ban dd nhiét hién thi ma tran twong quan cua cac
tinh nang trong bd dir liéu. Pham vi twong quan tiéu chuan tir +1 dén -0.4, trong
d6 -0.4 1a trong quan am thap nhat va +1 13 twong quan duong cao nhat. Méi
tuong quan am dugc hién thi trong dai mau toi hon (dan vé den), trong khi mdi
tuong quan duong duogc hién thi trong dai mau sang hon (dan vé cam nhat). Dic
biét trong tap dir li¢u nay, anh xa cta ddi tuong khéac nhau, c6 tén submit_email,
nb_or, length_url va page rank, cho thdy mau sang nhét, c6 nghia 1 ching c6

tuong quan cao hoic thuan. Tuong quan tich cuc c6 nghia 13 ¢6 thé tim ra duoc
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cac vi tri xuat hién cac nguy co bi tn cong cao. Trong khi cic mbi twong quan
pht dinh thi lai it nguy co nhat.
2.3. Phuwong phap danh gia

D9 chinh xac (hay con goi l1a accuracy) sé dugc st dung trong trudng hop
nay. Do chinh xac 1a mot thude do dé danh gia cac mo hinh phan loai. N6i chinh
xac hon thi d6 chinh xac la mot phﬁn nhé cta cac du doan ma mo hinh da dung. Vé
mat hinh thirc, d§ chinh xac dugc dinh nghia la bé“tng ti 1€ gitra sb luong du doan
chinh x4c va tong tat ca cac du doan, cong thirc nhu sau:

Number of correct predictions

Accuracy =
y Total number of predictions
Dbdi véi phan loai nhi phan, d chinh xac cling c6 thé dugc tinh theo mat tich
cuc (Positive) va tiéu cuc (Negative) voi cong thirc nhu sau:
TP+ TN
TP+TN +FP+FN

Accuracy =

Cu thé:

e TP (True Positive): dbi tuong & 16p Positive, md hinh phan ddi twong vao 16p

Positive (dy dodn dung)

e TN (True Negative): d6i tuong & 16p Negative, mo hinh phan ddi twong vao

16p Negative (du doan ding)

e FP (False Positive): ddi tugng & 16p Negative, md hinh phan ddi tugng vao 16p

Positive (du doén sai)

e FN (False Negative): d6i tugng o 16p Positive, mo hinh phan dbi twong vao
16p Negative (du doan sai)

True/False thé hién cho tinh chinh xéac khi phan loai cia mé hinh, True dong

nghia véi viéc mo hinh phan loai ding va nguoc lai. Positive/Negative 1a 16p ma

d6i trong duge mo hinh xép vao, Positive c¢6 nghia rang mé hinh phan déi turong

vao lop Positive va ngugc lai.
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2.4. Hién thwc mo hinh

bé thuc nghiém, ludn van st dung bd data dugc cong bd, va Google
Colaboratory, Python va Tensorflow dé xay dung mét s6 mé hinh Deep Learning,
cu thé 1a Representation Learning. Ngon ngi 1ap trinh duoc viét bang ma Python
voi1 sy trg gitip cua goéi TensorFlow. Viée sit dung may chi ddm may cho phép tan
dung sttc manh ctia phan cimg ciia Google Colab dé thuc thi ma va chay cac hoat
dong Tensorflow.

2.4.1. Xar ly cac URL

Str dung Keras.Tokenizer dé chuyén bo dit li€u url thanh tap cac ma tran

texts = data['url'].values
texts = [s.lower({) for s in texts]
n = len(texts)
arr = []
tk = Tokenizer({num_words=HNone, char_level=True, ocov_token="UNK")
alphabet = "abcdefghijklmnopgrstuvwxyz@123456788, ;.12 "\"/\\|_@#$%~&*" +-=> () []{}"
for i in range(n):
tl = texts[i]
tk.fit_on_texts(tl)
char_dict = {}
for 1, char in enumerate(alphabet):
char_dict[char] =1 + 1
tk.word_index = char_dict.copy()
tk.word _index[tk.oov_token] = max(char dict.values{)) + 1

tl _sequences = tk.texts_to_sequences(tl)
tl_matrix = tk.sequences_to_matrix(tl_sequences, 'count')

t1 data = pad_sequences(tl_sequences, maxlen=len(tl), padding='post')

t1l data = np.array(tl data, dtype="int")
arr.append(tl_data)

text_classes = dfl['label’'].values
text_class_list = [x - 1 for x in text_classes]

text classes = to categorical(text class list)
#https://towardsdatascience.com/character-level-cnn-with-keras-58391c3adf33
arr = np.array(arr)

Sau khi xtr 1y, cac ma tran c6 kich thudce 1a (37x37)
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from sklearn.preprocessing import MinMaxScaler
scaler = MinMax5caler(feature range=(&, 255))
arr_imgData = []
for 1 in range(n):
t1l_data =arr[i]
tl data = scaler.fit _transform(tl _data)
t1 data np.rint(tl data)
arr_imgData.append(tl data)

arr_imgData = np.array(arr_imgData)

print{arr_imgData.shape)
print{arr_imgData[@].shape)

(11438,)

(37, 37)

fusrflocal/libs/python3.7/dist-packages/ipykernel launcher.py:18: Vi
# Remove the CWD from sys.path while we load stuff.

Sau d6 chuyén sang hinh anh gray-scale

from PIL import Image
import matplotlib.pyplot as plt

plt.figure({figsize=(16,18))

for 1 in range(9):
plt.subplot(3,3,i+l)
plt.xticks{[])
plt.yticks{[])
plt.grid(False)
#plt.imshow(train_images[i])
#plt.imshow(trainX[i], cmap=plt.get cmap('gray'})
imgl data = arr_imgData[i]
pixels = imgl_data.astype(np.uintg)
pixels = np.resize(pixels, (75, 75))
image = Image.fromarray(pixels)
plt.imshow(image, cmap=plt.get cmap( 'gray'))
# The CIFAR labels happen to be arrays,
# which is why you need the extra index
plt.xlabel(dfi] 'status'][i])

plt.show()
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2.4.2. Xay deng moé hinh ResNet18

Pé xac dinh tién xtr 1y cho dir liéu anh, chung ta s& phai 1at ngang ngiu
nhién, xoay, chudn héa, v.v. Sau d6, thay d6i kich thuéc hinh anh phai 14 (n * n) vi
Resnet chap nhan kich thudc hinh anh dau vao 13 (n * n).

transforms_train = transforms.Compose([
transforms.Resize((75, 75)), #must same as here
transforms.RandomResizedCrop(75),
transforms.RandomHorizontalFlip(), # data augmentation
transforms.ToTensor(},
transforms.Normalize([©.485, 8.456, ©.486], [8.229, 8.224, 8.225]) # normalization
I
transforms_test = transforms.Compose([
transforms.Resize((75, 75)), #must same as here
transforms.CenterCrop( (75, 75)),
transforms.ToTensor(},
transforms.Normalize([©.485, ©.456, @.486], [©.229, @.224, 8.225])

D

Sau d6 ching ta can thiét 1ap duong din thu muc train va test cia mo hinh.

train_dir = "/content/Datafol/trainfol”

test_dir = "/content/Datafol/testfol”

train_classa_dir = "/fcontent/Dataftol/trainfol/leg” # legitimate
train_classb_dir = "/content/Datatol/trainfol/phi” # phishing
test classa dir = "/content/Datafol/testfol/leg”
test_classb_dir = "/content/Datafol/testfol/phi™

# Tao thw muc Images Data

create directory("/content/Datafol™)
create directory(train_dir)

create directory(test _dir)

create directory(train_classa dir)
create directory(train_classb _dir)
create directory(test classa dir)
create directory(test classb dir)

Chia tap dir li€u thanh train va test voi ti 1€ 8:2
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def move_imagel(imgs, fdir, tdir):
for img in imgs:
os.rename(img, img.replace(fdir, tdir))

dir_leg = "/content/Images Data/Legitimate’
dir phi = "/content/Images Data/Phishing'
list_phishing = []
list legitimate = []
for img in os.listdir(dir_phi):
list phishing.append(os.path.join{dir phi, img))
for img in os.listdir(dir_leg):
list legitimate.append(os.path.join{dir_leg, img))
train_phishing, test phishing = train_test split(list phishing, test size=0.2, random_state=8)
train_legitimate, test legitimate = train_test split(list legitimate, test size=0.2, random_state=8)

Tao ra cac trong s6 dugc train trude cho mo hinh resnetl8 va thay ddi cac
16p cua no6 va phan loai cac 16p cu thé, trong khi Resnet-18 dugc dao tao trén nhiéu
16p. X4y dung mé hinh sir dung chirc ning toi vu hda va mat mat: trinh toi wu hoa
SGD va mat mat mat Cross-Entropy.

import torch

import torch.nn as nn

import torch.optim as optim

import torchvision

from torchvision import datasets, models, transforms
import numpy as np

import matplotlib.pyplot as plt

import cv2

import time

device = 'cuda' if torch.cuda.is available() e2lse ‘cpu’
print(device)

model = models.resnetl8({pretrained=True) #load resnetls model
num_features = model.fc.in_features #extract fc layers features
model.fc = nn.Linear(num_features, 2) #(num of class == 2)

model = model.to(device)

criterion = nn.CrossEntropyloss() #(set loss function)

optimizer = optim.SGD(model.parameters(), lr=8.881, momentum=2.9)

Xay dyng md hinh, huan luyén véi 150 vong tro 1én.



54

num_epochs = 158 #(set no of epochs)

start_time = time.time() #({for showing time)

for epoch in range(num_epochs): #(loop for every epoch)
print("Epoch {} running"”.format(epoch)) #(printing message)
""" Training Phase """

model.train() #(training model)

running_loss = @. #(set loss @)

running_corrects = @

# load a batch data of images

for i, (inputs, labels) in enumerate(train_dataloader):
inputs = inputs.to(device)
labels = labels.to(device)
# forward inputs and get output
optimizer.zero_grad()l
outputs = model{inputs)
_, preds = torch.max(outputs, 1)
loss = criterion(outputs, labels)
# get loss value and update the network weights
loss.backward()
optimizer.step()
running_loss += loss.item() * inputs.size(@)

running_corrects += torch.sum(preds == labels.data)
epoch_loss = running_loss / len(train_dataset)
epoch_acc = running_corrects / len{train_dataset) * 1@8@.

print("[Train #{}] Loss: {:.4Ff} Acc: {:.4F}% Time: {:.4f}s'.format(epoch, epoch_loss, epoch_acc, time.time() -start_time))

Testing Phase
model.eval()

with terch.no_grad():
running_loss = @.

running_corrects = @
for inputs, labels in test_dataloader:
inputs = inputs.to(device)

labels = labels.to(device)
outputs = modsl(inputs)
» preds = torch.max(outputs, 1)

loss = criterion(outputs, labels)
running_loss += loss.item{)} * inputs.size(@)
running_corrects += torch.sum(preds == labels.data)

epoch_loss = running_loss / len(test dataset)
epoch_acec = running_corrects / len(test dataset) * 18a.

print('[Test #{}] Loss: {:.4F} Acc: {:.4F}% Time: {:.4f}s".format(epoch, epoch_loss, epoch_acc, time.time()- start_time))

Sau d6, thir nghi¢m va danh gia mo hinh:

plt.rcParams[ "figure.figsize"'] = [12, 8]
plt.rcParams[ "figure.dpi®] = &8
plt.rcParams.update({ " font.size": 28%})

def imshow(input, title):
# torch.Tensor => numpy
input = input.numpy{).transpose({{1, 2, @))
# undo image normalization
mean = np.array{[@.485, @.456, @.48&])
std = np.array([@.222, &.224, @.225])
input = std * input + mean
input = np.clip(input, @, 1)
# display images
plt.imshcw(inputﬂ
plt.title(title)
plt.show( )##Testing
model . .eval{}
start_time = time.time()
criterion = nn.CrossEntropyloss()
cptimizer = coptim.SGD{model.parameters{}, lr=8.801l, momentum=2.2)
with torch.no_grad():

running_ loss = @.
running_ corrects = @
for i, (inputs, labels) in senumerate{test_dataloader):
inputs = inputs.to(device)
labels = labels.to(device)
outputs = model{inputs)
_» preds = torch.max{outputs, 1)
loss = criterion{outputs, labels)
running_loss 4= loss.item{) * inputs.size(a@)
running_corrects += torch.sum{preds == labels.data)
if i == @:
print("
images = torchvision.utils.make_grid{inputs[:4])
imshow(images ..cpu(), title=[class_names[=x] for x in labels[:4]])
epoch_loss = running_loss / len{test dataset)
epoch_acc = running corrects / len(test_dataset) * 1ee.

print{ " [Test #{}] Loss: {:.4Ff} Acc: {:.4F}% Time: {:.4Ff}s".
format(epoch, epoch_loss, epoch_acc, time.time() - start_time))
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CHUONG 3. THI NGHIEM VA PANH GIA

3.1. Cac trwong hop thi nghiém

Viéc str dung may cha ddm may cho phép tan dung sirc manh ctia phan cing

ctia Google Colab dé luyén mé hinh.

Bo dit liéu bao gdm 11,430 dong va 89 cot cung cap 11,429 URL véi 87

tinh ning duoc trich xuét.

Trong qua trinh thi nghiém huén luyén xay dung mé hinh, dé tim ra mé hinh

phtt hop voi bo dit lidu, luan vin dé xuat 4 trudng hop chuyén dir liéu URL dang

text sang dir licu URL dang numpy matrix 4 trudong hop nhu sau:

1)

()

(3)

(4)

Truong hop 1: chuyén tor ma tran c6 kich thudce 37x37 sang ma tran 75x75,
tir 46 convert thanh anh grayscale. Sau d6 chay huan luyén véi ty 1¢ tap train
/ tap test 1a 80 / 20. S6 epoch chay cho trudng hop nay 1a 150 epoches.
Trwong hop 2: chuyén tir ma trin c6 kich thudc 37x37 sang ma tran
100x100, tir d6 convert thanh anh grayscale. Sau d6 chay huan luyén véi ty
1¢ tap train / tap test 1a 80 / 20. S6 epoch chay cho trudng hop nay 1a 150
epoches.

Trwong hop 3: chuyén tr ma tran c6 kich thuc 37x37 sang ma tran
192x192, tir d6 convert thanh anh grayscale. Sau d6 chay huan luyén véi ty
1é tap train / tap test 1a 80 / 20. S& epoch chay cho trudng hop nay 1a 150
epoches.

Trwong hop 4: chuyén tir ma trin c6 kich thudc 37x37 sang ma trin
224x224, tir d6 convert thanh anh grayscale. Sau d6 chay huan luyén vdi ty
1¢ tap train / tap test 1a 80 / 20. S6 epoch chay cho trudng hop nay 1a 150
epoches.

Sau khi thi nghiém v6i 4 truong hop kich thude anh, so sanh va danh gia

céc két qua thu duge ciing nhu thoi gian hudn luyén.

3.2. Luyén va kiém thir mé hinh

Vé cai dat, ca 4 truong hop déu cai dit nhu nhau:
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"- #Now, we need to start traiming, if the above steps work fime, them you can easily start training with the below cecde
num_epochs = 158  #(set no of epochs)
start_time = time.time() #(for showing time)
for epoch in range(num_epochs): #(loop for every epoch)
print{"Epech {} running".format{epoch)) #(printing message)
""" Training Phase """
model.train() #(training model)
running_less = 8.  #(set loss @)
running_corrects = @
# lead a batch data of images
for i, (inputs, labels} in enumerate(traim_dataloader):
inputs = inputs.to(device)
labels = labels.to(device)
# forward inputs and get output
optimizer.zero_grad()
outputs = model(inputs)
_, preds = torch.max{outputs, 1)
loss = criterion{cutputs, labels)
# get loss value and update the network weights
loss.backward()
optimizer.step()
running_loss += loss.item() * inputs.size{e)
running_corrects += torch.sum({preds == labels.data)
epoch_loss = running_loss / len{train_dataset)
epoch_acc = running_corrects / len{train_dataset) * 1ea.
print{'[Train #{}] Loss: {:.4Ff} Acc: {:.4f}¥ Time: {:.4f}s'.format(epoch, epoch_loss, epoch_acc, time.time() -start_time))

" Testing Phase """
model.eval()
with torch.no_grad():
running_loss = @.
running_corrects = @
for inputs, labels in test_dataloader:
inputs = inputs.to{device)
labels = labels.to{device)
cutputs = model(inputs)
_» preds = torch.max(outputs, 1)
less = critericn{outputs, labels)

running_loss += loss.item{} * inputs.size(s8)
running_corrects += torch.sum(preds == labels.data)
epoch_loss = running_loss / len(test_dataset)
epoch_acc = running_corrects / len{test_dataset) * 1@e.
print('[Test #{}] Loss: {:.4f} Acc: {:.4f}X Time: {:.4f}s'.format{epoch, epoch_loss, epoch_acc, time.time()- start_time})

Két qua thu dwoc sau khi chay truong hop 1

Epoch 146 running
[Train #145] Loss: 8.5116 Acc: 72.2865% Time: 2938.2671s
[Test #146] Loss: 8.5988 ACC: 78.7787% Time: 2932.1114s
Epoch 147 runming
[Train #147] Loss: 8.5188 ACC: 73.6822% Time: 2949.5793s
[Test #147] Loss: 2.5741 ACC: 71.7848% Time: 2952.4797s
Epoch 142 running
[Train #148] Loss: 8.5118 ACC: 73.2158% Time: 2969.2179s
[Test #148] Loss: @.86412 ACC: 71.5223% Time: 2972.1125s
Epoch 149 running
[Train #149] Loss: @8.5129 Acc: 73.6429% Time: 2998.8927s
[Test #149] Loss: 8.6498 ACC: BE.8539% Time: 2992 .81885

Két qua thu dugc sau khi chay trudng hop 2
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Epoch 145 running

[Train #145] Loss: ©.1528 Acc: 93.4165% Time: 5267.7632s
[Test #145] Loss: 1.0975 Acc: 67.1479% Time: 5272.7419s
Epoch 146 running

[Train #146] Loss: ©.1621 Acc: 92.8696% Time: 5303.2566sS
[Test #146] Loss: 1.1158 Acc: 65.9668% Time: 5308.1906s
Epoch 147 running

[Train #147] Loss: ©.1567 Acc: 93.2415% Time: 5338.7614s
[Test #147] Loss: 1.1218 Acc: 66.0980% Time: 5343.6832s
Epoch 148 running

[Train #148] Loss: ©.1576 Acc: 93.3618% Time: 5374.2988s
[Test #148] Loss: 1.1257 Acc: 67.5853% Time: 5379.2483s
Epoch 149 running

[Train #149] Loss: ©.1575 Acc: 93.2415% Time: 5409.8471s
[Test #149] Loss: 1.0184 Acc: 68.8539% Time: 5414.7810s

Két qua thu duoc sau khi chay truong hop 3

Epoch 144 running

[Train #144] Loss: ©.1558 Acc: 93.3399% Time: 5230.3393s
[Test #144] Loss: 1.0467 Acc: 67.9353% Time: 5237.1176s
Epoch 145 running

[Train #145] Loss: ©.1528 Acc: 93.4165% Time: 5267.7632s
[Test #145] Loss: 1.0975 Acc: 67.1479% Time: 5272.7419s
Epoch 146 running

[Train #146] Loss: ©.1621 Acc: 92.8696% Time: 5303.2566S
[Test #146] Loss: 1.1158 Acc: 65.9668% Time: 5308.1906s
Epoch 147 running

[Train #147] Loss: ©.1567 Acc: 93.2415% Time: 5338.7614s
[Test #147] Loss: 1.1218 Acc: 66.0980% Time: 5343.6832s
Epoch 148 running

[Train #148] Loss: ©.1576 Acc: 93.3618% Time: 5374.2988s
[Test #148] Loss: 1.1257 Acc: 67.5853% Time: 5379.2483s
Epoch 149 running

[Train #149] Loss: ©.1575 Acc: 93.2415% Time: 5409.8471s
[Test #149] Loss: 1.0184 Acc: 68.8539% Time: 5414.7810s

Két qua thu duoc sau khi chay truong hop 4

Epoch 145 running

[Train #145] Loss: ©.331@ Acc: 84.4926% Time: 6153.5694s
[Test #145] Loss: ©.8597 Acc: 58.7927% Time: 6158.8872s
Epoch 146 running

[Train #146] Loss: ©.3325 Acc: 84.3066% Time: 6195.5201s
[Test #146] Loss: ©.8393 Acc: 61.5048% Time: 6200.9193s
Epoch 147 running

[Train #147] Loss: ©.3255 Acc: 84.8535% Time: 6237.6464s
[Test #147] Loss: ©.8769 Acc: 61.1549% Time: 6243.0402s
Epoch 148 running

[Train #148] Loss: ©.3226 Acc: 85.3565% Time: 6279.5259s
[Test #148] Loss: ©.9210 Acc: 59.7550% Time: 6284.9492s
Epoch 149 running

[Train #149] Loss: ©.3198 Acc: 85.2144% Time: 6321.5848s
[Test #149] Loss: ©.8344 Acc: 59.0989% Time: 6328.7170s

3.3. Két qua va nhan xét
Do kich thuéc ma tran chuyén tir URL sang 1a (37x37) kha nho so véi cac

anh ResNet18, do d6, @& mo hinh hi€éu qua hon, cac anh can scale-up lén kich thudc
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16n hon dé ResNet18 hoat dong hi€u qua hon. Vi vay, luan van nay su dung 4
treong hop scale-up: 75x75 pixel, 100x100 pixel, 191x192 pixel va 224x224 pixel.
Két qua truong hop 1: Kich thude anh 75x75 pixel

Bang 3.1: Truong hop 1 voi kich thwée 75x75 pixel

TH1 Mat mat P chinh xac
(75x75) (Loss) (Accuracy)
Tap Train 0.5129 73.6439%
Tép Test 0.6498 68.8539%

Két qua truwong hop 2. Kich thudc anh 100x100 pixel

Bang 3.2: Trwong hop 2 véi kich thude 100x100 pixel

TH2 Mat mat Do chinh xac
(100x100) (Loss) (Accuracy)
Tap Train 0.1575 93.2415%
Tap Test 1.0184 68.8539%

Két qua trudong hop 3. Kich thudc anh 192x192 pixel

Bang 3.3. Trwong hgp 3 véi kich thuwde 192x192 pixel

TH3 Mat mat P chinh xac
(192x192) (Loss) (Accuracy)
Tap Train 0.4426 77.7887%
Tap Test 0.7716 58.9676%

Két qua truong hop 4. Kich thudc anh 224x224 pixel

Bang 3.4: Truong hop 4 vai kich thudce 224x224 pixel

TH4 Mat mat P chinh xic
(224x224) (Loss) (Accuracy)
Tap Train 0.3198 85.2144%
Tap Test 0.8344 59.0989%
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Bi€u d6 thé hién Loss cia m6 hinh ResNet18

1,2
1
0,8 ,9444
0,6 0,6493
0,5
0,4
73198
0,2
0
75x75 100 x 100 192 x 192 224 x 224

Kich thwéc anh

e TAP Train  ess==T3p Test

Hinh 3.1: Biéu d6 thé hién Loss ciia md hinh ResNet18 véi 4 truwomg hop

Do mat mat ctia tap Train ludn thap hon tép test.

Biéu d6 thé hién do chinh xac ciia md hinh ResNet18

100,00% 93,24%
90,00% 85,21%
77,79%

80,00% 73,64%
70,00%
60,00%
50,00%
40,00%
30,00%
20,00%
10,00%

0,00%

68,85% 68,85%

58,97% 59,10%

75x75 100 x 100 192 x 192 224 x 224

ETap Train ETap Test

Hinh 3.2: Biéu dd thé hi¢n Accuracy ciia mé hinh ResNet18 v6i 4 truong hop
O truong hop kich thude anh (100x100) thi tap train dat d¢ chinh xéc cao
nhat 93.24%. Tuy nhién, ¢ trudng hop kich thudc anh (75x75), (192x192),
(224x224) thi tap test va tap train chénh Iéch khong cao, d6 chinh xac dao dong tur
58% tGi 85%. Vi vay, kich thudc anh thay d6i dan dén chat lugng mo hinh thay doi
theo. Vi két qua nhu trén 13 rang véi cac kich thude anh (100x100) dat do chinh
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X4c cao Vi day 1a kich thudc anh thuan loi cho viéc hoc va suy dién trong mang
CNN.

Viéc str dung may chi ddm may cho phép tin dung stitc manh cua phan cing
ctia Google Colab dé luyén mé hinh chi phi hop véi bo dit liéu ¢ dung luong nho
nén két qua do chinh xac chwa cao. Bo dir liéu bao gdm 11,430 dong va 89 cot cung

cap 11,429 URL véi 87 tinh ning dugc trich xuat.
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KET LUAN VA KIEN NGHI

1. Két qua nghién cieu ciaa deé tai

Tan cong Phishing d3 trd thanh mot trong nhitng dang tan cong phd bién ma
ngudi st dung mang may tinh va cac té chirc cung cap dich vu phai doi mit. Phat
hién tan cong Phishing da tro thanh mot dé tai nghién ctru va 1a mot bai toan vo
cing quan trong trong an toan thong tin. Su phat trién cia tri tué nhan tao trong
thoi gian gan ddy gop phan ngin chin, phat hién tan cong Phishing voi d6 chinh
xéc cao. Trong d6 mo hinh representation learning da phéat huy nhiéu uu diém cho
van dé nay. Trong dé tai luan vin nay, hoc vién di tién hanh tim hiéu nhiing 1y
thuyét vé tri tué nhan tao dé nghién ctru mé hinh representation learning tir 46 xay
dung mo6 hinh trng dung thuc té nham ap dung vao cong viéc hién tai.

Hién nay hoc vién dang cong tac tai S& Thong tin va Truyén thong Tay Ninh
trude nhirng thuc trang dang xay ra tai noi hoc vién lam viéc vai linh vuc dang theo
hoc tp va nghién ctru. Puoc s dong ¥ cua TS. Nguyén Hong Son hoc vién chon
dé tai luan van: “Ung dung representation learning phat hién tan cong phishing”,

mg dung nay gop phan giai quyét cac van dé rat can thiét tai noi hoc vién lam viéc.
2. Han che luan vén

Luan van st dyng bg dit li¢u cong bd, nén can phai dua bd dir licu thyuc té dé
tién hanh nghién ciru va do dac.

Chua cai dat dugc trén moi truong mang thuc té ma dung lai & muc thuc
nghiém phan tich xay dung md hinh trén dataset.
3. Vin d@é kién nghi va hwéng di tiép theo cia nghién ciu

- Xay dung b dir li¢u thuc té v6i tinh hinh cyber security ¢ Viét Nam va
thoi diém hién tai, cap nhat lién tuc.

- Cai dat mo hinh va ing dung realtime vao md hinh cho viéc phat hién

Phishing trén mang thuc
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