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MO PAU
1. Tinh cép thiét ciia d@ tai

Tén dé tai: Phat hién canh bao bat thudng trén hé thdng mang va truyén thong

dua trén phan tich dir liéu log.

Thoi dai cong nghiép 4.0 di thuc ddy dot pha trong nhiéu linh vuc nhu Tri tué
nhan tao (AI), May hoc (Machine Learning) ciing v&i d6 1a sy phat trién bung nd cia
vién théng, internet dan dén ha ting mang vién thong, céng nghé thong tin cang 16m,
cang nhiéu thiét bi thi sb luong canh béo, 15i trén toan mang 1a rat 16n doi hoi mot hé
thong giam sat hé théng mang khong chi don thuan 1a dwa ra thong tin canh bao cia
hé théng va thiét bi ma con co thé phét hién ra nhiing 16i h¢ théng méi, nhiing canh
bao chua tirng dugc ghi nhan trudc diy hodc nhitng canh bao, 16i thiét bi vé 1au dai
c6 thé anh hudng dén an toan va hiéu ning cia toan bd hé thong mang. Do 1a Iy do
t61 chon d& tai nghién ctru phuong phap gitip xac dinh chinh xac 18i, cung cap théng
tin vé loai su ¢ hodc c6 thé phat trién dén kha nang du bao hoac canh bao sém sy )
mang (canh bao trude khi su ¢ xay ra) dua trén phan tich dit liéu str dung mang (luu

lugng, log...) sit dung céc ki thudt hoc may.

2. Tong quan vé van dé nghién ctru

Tim hiéu tong quan vé cac giao thic giam sat 1di mang: SNMP, IPFIX,
SYSLOG, CLI. Tim hiéu tap dir liéu log giam sat hé théng (log data, monitoring
data).

Tim hiéu vé& mot s thuét toan hoc may vé phan loai va phan cum. Tim hiéu thuét
toan K-means clustering trong viéc phan cum dir liéu. Mi twong quan giita log va
cac van dé nghiém trong.

Khai thac nhiing thudc tinh quan trong nao cua log, thudc truong nao log tur do

hinh thanh giai thuat va dé xuat giai thut.

3. Muc dich nghién ciru
Duya vao dir liéu log loc ra dugc nhitng log nao binh thuong va phan tich duoc

nhirng log nao 1a bit thudng, tiém an nguy co giy ra nhiing 16i 16n hon sau nay.



4. Pbi twgng va pham vi nghién ctru
Déi twong nghién ciru: Doi twong nghién ctru chinh dit liéu log trong hé théng

HDFS.

Pham vi nghién ctru: Xay dung mo hinh dir liéu: Iuoc dd dir liéu va mo ta dix

ligu, Cach xur ly dir li€u dang sé, nhi phan, li¢t k&, dir li€u text.

5. Phwong phap nghién ciru
Phirong phép ludn: Duya trén co s& 1a cac 1y thuyét vé giao thirc giam sat mang,

cac thuat toan phan cum trong cac ky thuat hoc may.

Phwong phdp danh gid dira trén co sé todn hoc: Trén co s céac ly thuyét vé giao
thirc giam sat mang, cac thuit toan phan cum trong cac k¥ thudt hoc may. Dé xuit ra
thuat toan dé loc dir liéu log va phan loai duoc nhing dit liéu log dang canh bao
nhitng nguy co tiém tang trong hé théng. Chimg minh thuat toan va danh gia hi¢u qua

cua thuat toan.

Phuwong phdp danh gid bang mé phéng thiee nghiém: Xay dung mo hinh mé

phong va thyc nghiém thuat toan da dé xuit.

6. B6 cuc luin viin

Ngoai phén mé dau, muc luc, két luan va tai liéu tham khao, ndi dung chinh
cua ludn an dugc chia thanh 3 chuong, cu thé nhu sau:

Chuong 1 gi6i thidu tong quan vé cac giao thirc giam sat 16i mang va tong
quan vé cac k¥ thuat hoc may.

Chuong 2 trinh bay gidi phap phan loai va mo6 hinh dir li¢u canh bao.

Chuong 3 d& xuit thuat toan phan tich dir lidu log dé phat hién canh bao bat

thudng trong hé théng mang.
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Pé tai: PHAT HIEN CANH BAO BAT THUONG TREN HE THONG MANG
VA TRUYEN THONG DUA TREN PHAN TiCH DU LIEU LOG

Tom tat luan van

CHUONG 1. GIOI THIEU TONG QUAN VE CAC GIAO THUC GIAM
SAT LOI MANG VA TONG QUAN VE CAC KY THUAT HQC MAY

1.1 Tong quan vé cac giao thirc giam sat 16i mang
1.1.1 Tong quan vé SNMP

Giao thirc quan 1y mang (SNMP) 1a mot giao thirc mang dugc sir dung dé quan
ly va giam sat cac thiét bi két ndi mang trong Giao thirc mang Internet. Giao thirc
SNMP dugc nhing trong nhiéu thiét bi cuc bd nhu bo dinh tuyén, bo chuyén mach,
may chi, tudng lira va diém truy cap khong day bang cach truy cap qua dia chi IP
ctia thiét bi. SNMP cung cap mot co ché chung cho cac thiét bi mang dé chuyén tiép
thong tin quan 1y trong méi trudng LAN hoic WAN cua mot nha cung cip va nhiéu
nha cung cp. Giao thirc quan 1y mang don gian (SNMP) 1a mot cach dé cac thiét bi

khac nhau trén mang chia sé thong tin véi nhau.

SNMP AGENT SNMP AGENT

SNMP

MANAGER TRAP NOTIFICATION

Hinh 1.1: M6 hinh kién tric SNMP

N6 cho phép cac thiét bi giao tiép ngay ca khi cac thiét bi 1a phan cung khac

nhau va chay phan mém khac nhau. Néu khong c6 giao thitc nhu SNMP, s& khong co
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cach nao dé cac cong cu quan ly mang xac dinh thiét bi, giam sat hi¢u suét mang,
theo doi céac thay ddi dbi véi mang hodc xac dinh trang thai cia thiét bi mang trong

thoi gian thuc. N6 1a mot giao thirc thudc 16p tng dung trong mé hinh OSI.

1.1.2 Giéi thiéu vé Log

Log s& c6 cac thudc tinh co ban nhu sau:

% <date/time><host><message source><message>

e Date/time: Gio hé thong cua thiét bi khi ghi nhan log

e Host: C6 thé 1a tén mién, tén may, IP cua thiét bi

e Message source: Ngudn co thé 1a mot phan mém hé thdng hoidc 1a mot
bd phan ma sinh ra thdong béo log

e Log message: Thong bao log c¢6 thé co nhiéu dinh dang khac nhau,
thong thuong bao gdm tén tmg dung, cic bién tinh trang da dang, dia
chi IP ngudn, giao thirc, chudi ky tu miéu ta théng diép canh bao van
dé gi.

Céc thudc tinh cua log 1a nhitng thong bao cta hé thong xuit ra dudi dang file
plain-text vé nhiing thay d6i, qua trinh hoat dong ctia hé théng tir dang nhap, dang
xuét, canh béo nhiét do cao, port down, port up, mat két ndi, canh bao bd nhd dﬁy. ..
dén nhing 16i phat sinh trong hé thong. Log duoc ghi lai lién tuc theo thoi gian, sd
lwong log thi vo cing 1én, mdi mot ban tin log s& co rat nhiéu thude tinh ¢ thé 1én

dén hang tram thudc tinh dé chira trang thai hién tai cia hé théng.

1.1.3 Tong quan vé Syslog

Syslog 1a mot giao thirc tiéu chudn dé guri va nhan cac thong bao nhat ky &
dinh dang van ban cu thé, rd rang dang clear text tir cac thiét bi mang khac nhau nho
d6 c6 thé d& dang m& xem va phén tich log. Syslog duoc thiét ké dé giam sat cac thiét
bi mang va hé théng dé giri tin nhin thong bao néu c6 bat ky vin dé nao vé chuc
nang, né cling giri canh bao cho cac sy kién dugc thong bao trudc va giam sat hoat
dong dang ngd thong qua nhat ky thay déi, nhat ky su kién cua cac thiét bi mang
trong hé théng. Cac canh bao bao gém mbc thoi gian, thong bdo sy kién, muc do
nghiém trong, dia chi IP may chu, chan doan. Mdi théng bao duoc gin nhan cho biét

loai hé théng tao ra thong bao va dugc 4n dinh mutc do nghiém trong. Vé mure do
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nghiém trong duoc tich hop san, n6 trong pham vi tir cdp 0 cao nhat khan cip nhat

t61 cap 7 thap nhat it nguy co nhit.

Céc k¥ su thiét ké hé thong may tinh c6 thé st dung Syslog dé quan 1y hé
thong va kiém tra bao mat ciing nhu cac thong béo thong tin chung, phan tich va g&
16i. Nhiéu loai thiét bi, ching han nhu may in, bd dinh tuyén va bo nhén tin nhin trén
nhiéu nén tang sir dung chung tiéu chuan Syslog. Piéu nay cho phép hop nhat dir liéu
ghi nhat ky tir cac loai hé théng khac nhau trong mét kho lwu trit trung tim. Viéc trién
khai nhat ky hé théng dugc thuc hién cho nhiéu hé diéu hanh. Khi hoat dong trén
mang, Syslog st dung kién triic may chi-may client noi may chi nhat ky hé thong

lang nghe va ghi nhat ky cac thong bao dén tir cac may client.

Bang 1.1: Cac cAp dd canh bso xuét ra ciia log

Gia Murc d¢ canh bao Pinh nghia
tri

0 Emergency Khan cip
1 Alert Bao dong
2 Critical Nguy hiém
3 Error Li hé thong
4 Warning Cénh bao
5 Notice Can cha y
6 Informational Thong tin
7 Debug G& 16i

1.1.4 Cac tng dung dung dé ghi logs
Kiwi Syslog
May chi ndy cai dt va tao bao cao & dang van ban thuan tiy hodc HTML.
Phan mém xtr 1y Syslog va SNMP, ngay ca tir cac may chi Linux va UNIX. N6 tuong
thich v61 Windows XP 32/64, Windows 2003 32/64, Windows Vista 32/64, Win7
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32/64, Windows 2008 R2 32/64, Windows 8, Windows 10, Windows Server 2012 &
2012 R2

Khi cac ban tin nhin duogc cac tac vu co thé duoc thuc hién. Ban tin ¢6 thé
duogc loc theo tén server, dia chi IP server, d0 uu tién, ndi dung ban tin hodc thoi gian
nhan ban tin May chu nay cai dat va tao bao cdo ¢ dang van ban thuan tuy hodc
HTML. Phian mém xt Iy Syslog va SNMP, ngay ca tir cic may chi Linux va UNIX
Kiwi Syslog nhan ban tin syslog giri vé tir cac thiét bi mang va xuét ra theo thoi gian

thuec.
Rsyslog

Rsyslog 1a mot tién ich phin mém ma ngudn md duge s dung trén cac hé
thong may tinh Unix dé chuyén tiép cac thong bao nhat ky trong mang IP. N¢ trién
khai giao thtrc nhat ky hé théng co ban, md rong nod véi tinh nang loc dya trén nodi
dung, kha niang loc phong phu, cac hoat dong duoc xép hang dé xur 1y dau ra ngoai
tuyén, hd trg cho cac dau ra mo-dun khac nhau, tuy chon c4u hinh linh hoat va thém

c4c tinh nang nhu st dung TCP @ truyén tai.
Splunk

Splunk 12 mot phan mém gidm sat mang dya trén viéc phan tich Log. Splunk
thuc hién céc cong viéc tim kiém, giam sat va phan tich cac dir liéu 16n dugc sinh ra
tur cac rng dung, cac hé théng va cac thiét bj ha téng mang. No co thé thao tac tot voi
nhiéu loai dinh dang di liéu khiac nhau (Syslog, csv, apache-log,

access_combined...).
Nagios

Nagios dugc phét trién boi Galstad vao nam 1999, Lic dau Nagios duoc biét
dén véi cai tén 1a NetSaint. Dan sau d6, Nagios dugc phat trién nhu mot phan mém
mé ngudn md danh cho ngudi quan tri mang trong viéc gidm sat cac Host, Services
(DHCP, HTTP, ...) hay mét sd tai nguyén hé thong nhu dung luong trén cac 6 dia,
hoat déng cua CPU trong hé thong mang.
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Hé thong Nagios dugc bao gdm 2 phan chinh d6 1a Nagios Plugins va Nagios

Core.

Nagios Plugins: 1d phin mé rong doc lap dé Nagios Core cung cap & mirc do
thip vé cach theo ddi bat cir diéu gi va tat ca moi tht v6i Nagios Core. Plugins xir Iy
ddi sb dong 1énh, di vé cac doanh nghiép thuc hién kiém tra, va sau do tra lai két qua
cho Nagios Core dé xtr 1y tiép. Plugin c6 thé duoc bién dich nhi phéan (viét bang C,
C++, ...) hoac céac ban thuc thi (Perl, PHP).

Nagios core: Pay dugc hiéu 1a cong cu giam sat, ddm nhiém quan 1y nhing
lich trinh sy kién co ban, xur 1y sy kién va quan 1y thong bao cho cac ph?m tor duoc
theo ddi. N6 bo sung giao dién 1ap trinh (mg dung. Pugc sir dung dé mo rong kha

nang dé thyc hién nhiém vu bo sung.

Bang 1.3: So sanh cac phin mém ghi log

Phan meém So sanh

Luu trit cac loai log tir nhiéu thiét bi.
Cung cap mot giao dién don gian, d& cai
dat va st dung.

Kiwi Syslog Tbi gian giao dién, khong c6 phan tich
log, chi hd trg Windows. Khong thé cau
hinh mét s6 tinh ning quan 1y théng qua

giao dién web

Giam sat theo thoi gian thyc. Canh bao
theo lich trinh, thiét 1ap canh bao dang
cha y vao muc riéng. Thoi gian phan hoi
két qua tim kiém kha tét. Splunk giup
Splunk ) _
truy van dir liéu nhanh chéng 1ap chi
muc tat ca dir liéu va cung cép cac khoa
dé tim kiém, cung cép thong tin chi tiét

ve dir li¢u lich st.




Mot sO truy van co6 thé chay chdm néu
cac chi muc khong nam trén mdt phan

cua truy van st dung.

Tinh ning kiém tra log. Gidm sat may
Nagios Log Server chu t6t. Phan mém kho cai dat va cau

hinh. Gi4 thanh cao.

1.1.5 Tong quan vé IPFIX

La m¢t giao thic do IETF tao ra, IPFIX la viét tat cua IP Flow Information
Export. N6 dugc tao ra dua trén nhu cAu vé mot tiéu chuin xuit luéng thong tin
chung, phd bién cho thong tin ludng Giao thirc Internet tir bd dinh tuyén, dau do va
cac thiét bi khac duge st dung boi hé théng sép xép, hé théng ké toan /thanh toan va
hé théng quan ly mang dé hd tro cac dich vu nhu do luong, ké toan va thanh toan.
Tiéu chuén IPFIX x4c dinh cach thong tin ludng IP dugc dinh dang va chuyén tir trinh
xudt sang trinh thu thap. Trudc day, nhiéu nha khai thic mang dir liéu dang dua vao

cong nghé NetFlow doc quyén cta Cisco Systems dé xuat thong tin ludng luu lugng.

IPFIX rat gidng v6i Netflow, no cho phép cac k§ su mang va quan tri vién thu
thap luéng thong tin tu Thiét bi chuyén mach, B dinh tuyén va bat ky thiét bi mang
nao khac hd tro giao thirc va phan tich ludng thong tin, luu luong dang dwoc giri bang

cach xtr Iy n6 qua trinh phéan tich mang hodc ludng mang.

Giao thirc IPFix duogc tao ra dé tré thanh mot giao thic chung va pho bién dé
Xuét luéng thong tin béng IP tir cac thiét bi mang, bao gém thiét bi chuyén mach, bo

dinh tuyén, tuong lira va nhimg thtr d6 dén bo thu thap hodc bé thdng quan 1y mang.

1.1.6 Tong quan vé CLI

Giao di¢n dong 1énh (CLI) xtr Iy cac 1énh t61 mot chuong trinh may tinh dudi
dang cac dong van ban. Chuong trinh xur 1y giao dién dugc goi 1a trinh thong dich
dong 1énh hodc bd xtr Iy dong 1énh. He diéu hanh thyc hién mot giao dién dong Iénh
trong mot trinh bao dé truy cap tuong tac vao cac chirc ning hodc dich vu ctia hé didu
hanh. Quyén truy cap nhu vdy cha yéu dugc cung cip cho ngudi dung bai cac thiét

bi dau cudi may tinh bat dau tir giita nhitng nam 1960 va tiép tuc duoc sir dung trong
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sudt nhitng nam 1970 va 1980 trén cac hé thong VAX/VMS, Unix va cac hé théng
may tinh ca nhan bao gdm DOS va Apple DOS.

So v6i giao dién ngudi dung dd hoa, giao dién dong 1énh yéu cau it tai nguyén
hé théng hon dé trién khai. Vi cac tuy chon cho cac 1énh dugc dua ra trong mot vai
ky tu trong mdi dong 1énh, ngudi dung co kinh nghiém thudng thay cac tiy chon nay
dé truy cap hon. Tu dong hoa cac tac vu lap di lap lai duge don gian hoa béng cac co
ché chinh stra dong va lich sir dé luu trit cac chudi duoc sir dung thudng xuyén; diéu
nay c6 thé mé rong sang mot ngdn ngir kich ban c6 thé nhan cac tham sé va cac tiy
chon thay doi. Lich st dong 1énh co thé duoc luu gifr, cho phép xem lai hodc lap lai

cac 1énh.

1.2 Mot so6 thuit toan hoc may

1.2.1 Mang No-ron nhéan tao (Neural Network)

Mot mang ludi than kinh sinh hoc bao g6m mot nhom cac té bao than kinh
lién két vé mat hoa hoc hodc chirc nang. Mot no-ron duy nhét c6 thé duoc két ndi véi
nhiéu no-ron khac va tong s6 no-ron va két ndi trong mot mang c6 thé 16n. Cac két
nbi, duoc goi 1a khdp than kinh, thudng duge hinh thanh tir soi truc dén dudi gai, mic
du c6 thé ¢ cac khop than kinh dudi gai va cac két ndi khac. Ngoai tin hiéu dién, co
nhitng hinh thtrc tin hi¢u khac phat sinh tir sy khuéch tan chat dan truyén than kinh.
Tri tu€ nhan tao, m6 hinh nhan thurc va mang no-ron 1a nhitng mé hinh xtr 1y thong
tin duoc 1dy cam hing tir cach hé thong than kinh sinh hoc xtr 1y dit liéu. Mang no-
ron 1a mdt chudi céac thuat toan cb géng nhén ra cic mbi quan hé co ban trong mot
tap hop dir liéu thong qua mot qua trinh bit chude cach bd ndo con ngudi hoat dong.
Theo nghia nay, mang no-ron dé cap dén h¢ thong no-ron, cé thé 14 hitu co hoic nhan
tao trong tu nhién. Mang noron c6 thé thich ung véi viée thay doi dau vao; dé mang
tao ra két qua tdt nhat c6 thé ma khong can thiét ké lai cac tiéu chi dau ra. Khai niém
vé mang no-ron, c6 ngudn gdc tir tri tué nhan tao, dang nhanh chéng trd nén phd bién

trong sy phat trién cila cac hé thong giao dich.

Tri tu¢ nhan tao va mo hinh nhan thirc c6 gang moé phéng mot so dac tinh cia
mang no-ron sinh hoc. Trong linh vuec tri tu¢ nhan tao, mang no-ron nhan tao da dugc

mg dung thanh cong d¢é nhan dang giong néi, phan tich hinh anh va diéu khién thich
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mg, nham tao ra cic tac nhan phin mém (trong may tinh va trd choi dién tir) hodc
robot ty dong. Trong lich sur, may tinh k¥ thuat sb phat trién tir mo hinh von Neumann
va hoat dong thong qua viéc thyc hién cac 1énh rd rang théng qua quyén truy cap vio
b nhé ctia mot sd bd xir ly. Mat khac, nguén géc cua mang no-ron dua trén nhiing
nd luc 14p m6 hinh xir 1y théng tin trong cac hé théng sinh hoc. Khong giéng nhu mo
hinh von Neumann, tinh toAn mang no-ron khong tach biét bd nhé va xir Iy. Ly thuyét
mang luéi than kinh vira gitip xac dinh rd hon céach thirc hoat dong cua cac té bao
than kinh trong ndo vira cung cap co s cho nhitng nd luc tao ra tri théng minh nhan

tao.

Mang noron (NN), trong trudng hop cac noron nhan tao dwoc goi 1a mang
noron nhan tao (ANN) hoac mang noron mo6 phong (SNN), la mdt nhoém cac noron
tw nhién hodc nhan tao dugc két ndi v6i nhau st dung mo hinh toan hoc hoic tinh
toan dé xir Iy thong tin dua trén cach tiép can lién két dé tinh toan. Trong hau hét cac
truong hop, ANN 1a mot hé thong thich (mg thay d6i cau tric ctia né dya trén thong

tin bén ngoai hodc ndi b truyén qua mang.

Mang no-ron dugc sir dung rong rai, vdi cac iing dung cho hoat dong tai chinh,
lap ké hoach doanh nghi¢p, giao dich, phan tich kinh doanh va bdo tri san phém.
Mang no-ron cting da dugc ap dung rong rai trong cac ing dung kinh doanh nhu céc
giai phap nghién ciru tiép thi va dy bao, phat hién gian 1an va danh gia rii ro. Mang
no-ron danh gid dir liéu gia c4 va tim ra co hoi dé duara quyét dinh thuong mai dua
trén phan tich dit liu. Cac mang cé thé phan biét sy phu thudc 1an nhau phi tuyén
tinh vi va cac mau ma cac phwong phip phén tich k§ thuat khac khong lam duoc.
Theo nghién ctru, d0 chinh xac ciia mang no-ron trong viéc dua ra du doan gia cd
phiéu 1a khac nhau. Mot sé mé hinh du doan gia c6 phiéu chinh xac tir 50 dén 60
phan trim trong khi nhitng mé hinh khac dy doan chinh xac 70 phan trim trong tat
ca cac truong hop. Mot sd ngudi di cho rang cai thién 10% hiéu qua 1a tat ca nhiing
gi nha dau tu c6 thé yéu ciu tir mang no-ron. S& ludn c6 cac tip dit liéu va cac 16p
nhiém vu dugc phan tich tdt hon béng cach st dung céc thuat toan da phat trién trude
d6. Thuat toan khong qua quan trong; chinh dir liéu dau vao duoc chuén bi k¥ ludng
vé chi s6 duoc nhim muc tiéu s& quyét dinh cudi ciing mirc d6 thanh céng cia mang

no-romn.
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1.2.2 Ciy quyét dinh (Decision Tree)

Cay quyét dinh 1a mot cong cu hd tro quyét dinh sir dung mé hinh quyét dinh
dang cay va cac hé qua c6 thé xay ra cta chiing, bao gdm ca két qua sy kién may rui,
chi phi tai nguyén va tién ich. D6 1a mot cach dé hién thi mot thuét toan chi chira cac
ciu lénh diéu khién c6 diéu kién. Cay quyét dinh thuong duoc sir dung trong nghién
ctru hoat dong, dac biét 1a trong phan tich quyét dinh, dé giup xac dinh chién luge c6
nhiéu kha ning dat duoc muc tiéu nhit, nhung ciing 12 mot céng cu phd bién trong

hoc may.

Cay quyét dinh 12 mot cau trac gidng nhu luu dd, trong d¢6 mdi niit bén trong
dai dién cho mot "thir nghi¢m" trén mdt thudc tinh (vi duy: 1at xu xay ra trudce), mdi
nhanh biéu thi két qua. két qua cua bai kiém tra va mdi 14 dai dién cho mét 16p nhin
(quyét dinh duoc dua ra sau khi tinh toan tit ca cac thudc tinh). Cac duong dan tir

goc dé biéu dien kicu luat phan loai.

Trong phan tich quyét dinh, cdy quyét dinh va so do anh huong co lién quan
chdt ché dugc st dung nhu mot cong cu hd tro ra quyét dinh truc quan va phan tich,
noi cac gia tri ky vong (hodc tién ich ky vong) cua cac lwa chon thay thé canh tranh

duoc tinh toan. Mot cdy quyét dinh bao gdm ba loai nit

. Céc nat quyét dinh - thuong dugc biéu dién bang hinh vudng
. Céc niit co hoi - thuong duogc biéu thi bang cac vong tron
. Céc niit két thiic - thuong duge bicu dién bang hinh tam giac

Mot ciy c6 thé duoc “hoc” bang cach tach tdp ngudn thanh cac tdp con dua
trén kiém tra gia trj thudc tinh. Qué trinh nay dugc lap lai trén moi tp con dan Xuét
theo cach d¢ quy duoc goi 1a phan vung d¢ quy. Qua trinh dé¢ quy dugc hoan thanh
khi tit ca cac tdp con tai mgt nut déu co cung gia tri cia bién muc tiéu hodc khi viée
tach khéng con thém gia tri vao cac du doan. Viéc xay dung bo phan loai cay quyét
dinh khong yéu cau bat ky kién thirc mién hodc thiét 1ap tham s nao, va do d6 thich
hop cho viéc kham phé kién thirc kham pha. Cay quyét dinh c6 thé xt 1y dit liéu chiéu
cao. Nhin chung bd phan loai ciy quyét dinh c6 do chinh x4c tdt. Quy nap cay quyét

dinh 12 mot cach tiép can quy nap dién hinh dé tim hiéu kién thtrc vé phén loai.
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1.2.3 K-means clustering

K-Means Clustering 1a mot thuat toan hoc khong gidm sat don gian va phd
bién duoc sir dung dé giai quyét cac van dé phan cum trong hoc may hoic khoa hoc
d liéu. Thong thuong, cac thuat toan khong giam sat dua ra cac suy luan tir tap dix
liéu chi st dung cac vecto dau vao ma khong dé cip dén cac két qua da biét hoic

dugc gan nhan.

Muc tiéu ctia K-means rat don gian: nhom cac diém dir licu tuong tu lai voi
nhau. Dé dat dugc muc tiéu nay, K-mean tim kiém mot sb luong ¢ dinh (k) cac cum
trong mot tap dir lieu. nhom céc tap dir li¢u khong duogc gén nhan thanh cac cum khac
nhau. O day K 1a ) lugng cum dugc xac dinh trudce can dugce tao trong qua trinh nay,

nhu néu K = 2, s€ ¢6 hai cum, va d61 voi K = 3, sé ¢6 ba cum.

Cum duoc dé cap dén mot tap hop céc diém dir liu duoc téng hop lai voi nhau
vi ¢6 nhitng diém twong ddng nhat dinh. Centroid 13 vi tri dai dién cho trung tim cia
cum. Moi diém dit liéu duogc phan bo cho tung cum véi yéu cau la téng khoang cach
gitta diém dit liéu va cac cum tuong ng cta ching 13 nho nhat. No6i cach khac, thuat
toan K-mean xéc dinh k sb centroid, va sau dé phan bd moi diém dit liéu cho cum
gan nhat, dong thoi giir cac centroid cang nho cang tot. Y nghia trong K-means dé

cap dén gid tri trung binh cua dir liéu; tirc 13 tim ra diém trung tam.

Dé sir dung dit liéu huén luyén, qua trinh K-means trong Khai pha dit liéu bét
dau v6i nhom dau tién bao gém cac ngau nhién trung tim duoc chon, dugc st dung
lam diém bat ddu cho tit ca cdc cum va sau d6 thue hién céc phép tinh lap di lap lai

dé to1 wu hoa vi tri clia céc trung tam.
Thuét toan tam dirng tao va toi uu hoa cac cum khi:

e Cic centroid da 6n dinh khong c6 thay ddi vé gia trj ctia chung vi viée
phan nhom da thanh cong.
e Di dat duoc sb lan 1ap xac dinh.

Hoat dong cua thuat todn K-Means duogc giai thich theo cac budc dudi day

e Budc 1: Chon sd K dé quyét dinh sb luong cum.
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e Budc 2: Chon K diém hoic trong tim ngiu nhién. (N6 c6 thé khac véi
tap dit liéu dau vao).

e Budc 3: Gan mdi diém dir liéu cho trung tdm gin nhat cua chung, s&
tao thanh cac cum K duoc xac dinh trude.

e Budc 4: Tinh toan phuong sai va dit mot trung tim méi cia mdi cum.

e Budc 5: Lip lai cac bude thir ba, c6 nghia 1a chi dinh lai moi diém dir
liéu cho trung tdm gan nhit méi cua mdi cum.

e Budc 6: Néu c6 bat ky sy phan cong lai nao xdy ra, hiy chuyén sang
budc 4, sau d6 chuyén dén hoan tat.

e Budc 7: M6 hinh di san sang
1.3 Két luan chwong

Chuong mot da gidi thiéu va trinh bay so lugc vé mang di dong, luu lugng mang
cling nhu cac tram thu phat va quan ly mang di dong. Ngoai ra, cac khai ni¢m lién
quan dén hoc may va sy anh hudng cua hoc may dén nhiéu linh vuc khac nhau
trong d6 mang di dong 1a mot trong nhirng linh vuc c6 tiém ning dé c6 thé ap dung

cac ki thuat lién quan dén hoc may, nham cai thién chat lugng va nang cao dich vu.
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CHUONG 2. GIAI PHAP PHAN LOAI VA MO HINH DU LIEU
CANH BAO

2.1 Giéi thiéu chwong

Trong chuwong nay xin gidi thiéu cac giai phap phan loai, phan cum dir liéu

logs va md hinh dir li¢u canh bao.
2.2 Mo hinh dir li¢u
2.2.1 M0 ta dir liéu dau vao

Lu4n vin nay dé xuit sir dung dir liéu log dugc lay tir ngudn du 4n nghién ciru
Loghub, LogPAI [12], nghién ctru dua ndy dua vao nén tang tri tué nhan tao ma ngudn
mé cung cap mot bd suu tap 16n dir liéu logs ctia nhidu hé thong khac nhau va duoc
dung dé phan tich logs tu dong. Nhiéu hoat dong nghién ctru da thuc hién thanh cong
va hiéu qua khi 4p dung phuong phap hoc may trén nén tang va dir liéu logs cta du
an nay cho cac muc dich khac nhau bao gdm phat hién bat thudng hoic xac dinh van
dé 16i. Nghién ctru cua ludn vin ciing sit dung dit liéu log tir hé théng HDFS trong
Loghub dé thir nghiém. Dy 4n nghién ciru Loghub chia sé mot bo suu tap cac ban ghi
log hé théng dugc dang tai mién phi [13]. Dir liéu logs HDFS nay chta cac file log
thu duoc tir hé théng HDFS tai 33 diém & mot truong dai hoc.

Bang 2.1: Bao cdo thong ké vé dir liéu log file

S6 lugng log file 33
Kich thudc log file (GB) 16.05
S6 luong ban tin log 58095163
S6 lugng ban tin INFO 57570609
S6 lugng ban tin log WARN 500971
S6 luong ban tin log ERROR 24030
S6 lwong ban tin log FATAL 8019
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Céc ban tin log trong mot hé thong sé& xuat lién tuc, s lugng log 14 rat 16n. Vi
thé d¢ dé dang cho viéc phéan tich mirc d6 nghiém trong ciia ban tin log, mdi mot log

déu c6 thude tinh mitc do canh bao dé nhan biét mirc do quan trong cua dong log do.

Mirc d6 nghiém trong ciia ban tin log ctia h¢ théng HDFS c6 cac gi tri nhu

sau:

FATAL: Ldi dwoc hién thi trén bang diéu khién trang thai va co thé giy ding
mg dung hodc hé thng.

WARN: Céanh bao tinh trang khong mong mudn dugc hién thi trén bang diéu
khién trang thai va dwa ra kha ning c6 nhitng nguy co gy nguy hiém hé théng.

INFO: Thong diép thong bao thong thudng trong ing dung hodc tién trinh hé

thdng duoc hién thi trén bang diéu khién trang thai. «

DEBUG: Théng tin chi tiét cia mot sy kién dé g& 16i g dung hodc hé thdng
dugc ghi duy nhit vao logs.

TRACE: Théong tin chi tiét hon DEBUG dé giup g& 16i ung dung hodc hé
thng dugc ghi duy nhat véo log.

HDFS log BTS bug E{z:flf{f:’ Normal
messages reports

Clustering —)( Abnormal )
>

Log data Unknown

| Phase 1

Hinh 2.1: M ta thiét ké phat hién log bat thuwong
Dir liéu dau vao trong ludn van nay bao gém cac ban tin log khac nhau ciia
hé théng HDFS véi cac mure do nghiém trong theo cac cép do la INFO, WARN,
ERROR va FATAL.
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Vi cac ban tin log INFO ¢6 s6 lugng rat 16n trong hé thong va hau hét 1a
khong ¢ nhidu gia tri vé mat bt thuong cia hé thong, mang tinh chit thong tin vé
hé théng hon céc ban tin log khac 13 canh bao nguy co nén luan van dé xuét cach
tiép can la loc ban tin log INFO ra, song song d6 1a loai bo céac ban tin log bi 1ap lai
va xu ly cac ban tin con lai dé dua vao thuat toan phan cum. Khi dua vao mé hinh
thi dAu vao sé 1a dir liéu log da xir Iy va dau ra 13 cac dir liéu ban tin log bat thuong.

[14].

Dit liéu log s& duoc phan loai dua vao phuong phap phan cum dé chia cac di

li¢u log thanh 3 loai chinh:

e Log binh thuong
e Log bat thuong
e Log chua xac dinh

2.3 Giai phap phan loai

Pé thuan tién cho viéc phan tich thi dit liéu ddu vao dwa mé hinh sau budc
loc dir li¢u thd khong can thiét ban dau nhu da noi ¢ chuong trén, budc tiép theo la
phai phan loai va trich xuét cac tinh chat ctia ban tin log dwa vao dic trung clia cac

truong thudc tinh cua log.

2017-01-2¢6 20:01:44 WARN org.apache.
hadoop.hdfs.server.datancode.Datalode:
Slow BlockReceiver write data to disk
cost:892ms (threshold=300ms)
2017-01-26 20:01:47 WARN org.apache.
hadoop.hdfs.server.datanode.DatalNode:
Slow manageWriterOsCache took BZ2Zms
(threshold=300ms)

2017-01-2Z& 20:01:50 WARN org.apache.
hadoop.hdfs.server.datanode.Datalode:
Slow BlockReceiver write data to disk
cost:1653ms (threshold=300ms)

Hinh 2.2: CAu tric cia 1 ban tin log WARN trong hé théng HDFS

Céc dic diém co ban c6 trong ban tin log WARN & trén bao gdm

e Ngay thang nam va gio xut log: 2017-01-26 20:01:44
e Murc d0 canh bao: WARN
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e Noi xuit log: org.apache.hadoop.hdfs.server
e Dién ta van d& 13i: Slow BlockReceiver write data to disk cost.
MJbi mét thudc tinh cua log s& duge phan biét bai khoang tring hodc dau “:”
tat ca cac log déu s& bao gdm céc thong tin rd rang thoi gian, loai canh bao, noi xuét

canh bao va dién giai van dé canh bao dang ton tai trong hé thong.

Dua vao cac dic diém chinh, thudc tinh cta ban tin log ta s€ phan loai dir
liéu log theo céac dac trung, dinh nghia cac thudc tinh, déng b0 cac truong dir licu

d6 thanh mot ndi dung hoan chinh dé dwa vao thuat toan.

Dit liéu log sau khi thi thap tir cac hé thng, loc cac dir liéu du thira khong

can thiét va phan loai duoc luu dudi dang log.csv nhu hinh dudi déy.

He Homs et Pagelsor Fornubs Data  edew View Hep 0 Telmewhatyouwantiodo & share
L] = T oSumr ~
e Cabi T1 k& | E=E9- | 2w Gerenl . ’}'g [ [wems ot Goed Neutral Galcaktion s P
E3Copy + £ ¥ filly
Paste = & g | Cordiiona Formatas ory Input. in Ncte . Sot8& “reh
‘ I~ SRR | Checkall | %
 Fomat Panter & dbion o | 3= 0 Sl Qeare Fers Selet~
Clpbozrd 5t Fert 1 Aligamert Il Number 5] Styles Cells Ediing ~
0 GET GENUINE OFFICE Your license isr't gnu're of software counter'eifing Avoid inte 13 keep you files safe with genaine OFice today. Gex genuine DFice. Lean more. X
a . % | Datetime 9

3 B c 0 3 F E
Datetime Jsevertty Component Class Category Descrigtion

2 20160412 205612582 WARN orgapache hadocp hdfs. server = rite packettc mirror ook 340ms ]
3 WARN orgapache hadocp hdfs. server 10ECzption nofferservioe
£z WARN orgapache hadocp hdfs. server =300ms)
5 WARN orgapache hadocp hdfs. server he took <
6 WARN orgapache hadocp hdfs. server = =300ms)
7 WARN orgapache hadacp s, server (trresholo=300me)
| WARN orgapache hadocp s, server E resholo=300ms)
WARN orgapache hadacp s, server hetaok 724ms (tFrestole=300ms)
WARN orgapache hadocp s, server
WARN orgapache hadacp s, server
WARN orgapache hadocp s, server
WARN orgapache hadocp.fdfs. sever
WARN orgapache hadocp.dfs. server
WARN orgapache hadocp.fdfs. server
WARN orgapache hadocp s, server
17 2016-10-01 13:26:10,339 WARN orgapache hadocp hdfs. server
18{2016-10-01 13:28:51,325 WARN orgapache hatocp hdfs. server rite datato disk cost
19|2016-10-01 132920091 WARN orgapache hadocp hdfs. server rite packetto mirror taok 452ms (threshold=300ms|
20 2016-10-01 13:30:21,352 WARN orgapache hatocp hdfs. server rite data to disk cost
21 |2016-10-01 13:31:46,089 WARN orgapache hadocp hdfs. server catanoda DataNode rite packetto mirror took 55 15)
22 2016-10-01 13:37:2, 158 WARN orgapache hatocp Fdfs. server catanod DataNodz rite datato disk cost
23 2016-10-15 13:10:31,711 WARN orgapache hadocp hdfs. server catanoda DataNode rite data to disk cost
2 |2016-10-15 13:10:31,713 WARN orgapache haocp Fdfs. server catanod DataNoda rite data to disk cost
25 1016-10-20 13:31:42,773 WARN orgapache hadocp hdfs. server catanod DataNods rite packetto mirror took 533ms (threshold=300ms|
26 |2016-10-22 143406, 584 WARN orgapache hatocp hdfs. server catanodz DataNoda rite datata dick cost
27 20161 75 WARN orgapache haocp fdfs. server catanod DataNoda rite packetto mirror took 15)
28 2016-10-25 15:01:31,57 WARN orgapache hatocp hdfs. server Gatanod DataNoda 53ms th )
WARN orgapache haocp fdfs. server catanodz DataNoda rite pacettc mirror ook 5)
WARN orgapache hatocp dfs. server catanod DataNoda rite datata dick cost
WARN orgapache haocp dfs. server catanodz DataNoda rite packettc mirror taok 3385ms (threshold=300ms)
WARN orgapache hatocp hdfs. server catanod DataNoda ecaiver write packatte mirror took )
WARN orgapache haocp Fdfs. server tanodz DataNoda 0 nl)
WARN orgapache hatocp hdfs. server catanodz DataNoda rwrite datato dick cost
WARN orgapache haocp Fdfs. server catanod DataNoda rite datato dick cost
WARN orgapathe hadocp hdfs. server catanodz DataNod= = rite pazkatte mirror ook 125
‘waRN op.anahe haacn bfs. server _catanods DataNoda _DatancdeResistrationl10.10.34.11 =]

[T 1 0|

Hinh 2.3: Dir liéu log

Ready

Bang dudi ddy trinh bay danh sach trich xuat cac dic trung cua log dugc str

dung dé phan cum cac ban tin log
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Bang 2.4: Danh sach trich xuit cic thudc tinh cia log

Feature Description Type
datetime Ngay gio xuat ra log Ngay gio
severity Murc d6 anh huong Li¢t ké
component Thanh phan noi xay ra Liét ke
class Cép do noi xay ra Liét ke
keyword Céc cum tur khac nhau Chudi
category Danh muc log Ligt ké
repetition Dt liéu log lap lai Liét ké

Céc thugc tinh ngay va gio ¢ dinh dang yy/MM/dd HH:mm:ss thi dugc gop
lai thanh mot va né 1a mot thude tinh duogc thém vao dé giam ban tin log lap lai. Tu
céc ban tin log ldp lai s& tinh ra s 1an 13p lai cta cing ban tin trong cting mot khoang
thoi gian. Thudc tinh 1ap lai co thé dua theo cac gia tri: khong 1ap, khong 1ap lién tuc

va lap lai cao.

Mirc d6 nghiém trong anh huéng hé thdng (SEVERITY) tap trung vao ba gia
tri chinh d6 1a: FATAL, ERROR va WARN. Pay 14 ba loai log 6 tiém tang nguy co
trg thanh canh bao nhitng bat thudng trong hé thdng mang. [15].

Tén thanh phdn (COMPONENT) va loai (CLASS) noi xuit ra ban tin log duoc
phan tach thanh hai thuc tinh

Vi du: org.apache.hadoop.ipc.Server s& bao gdbm
. org.apache.hadoop.ipc: 13 tén thanh phin (COMPONENT)
. Server: 1a tén loai (CLASS)

Thudc tinh tir khéa (KEYWORD) chira cac tir quan trong hodac cum tir quan

trong tir ndi dung dugc trinh bay chi tiét cua ban tin log.
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Trong qué trinh xtr ly va danh gia tir khoéa theo ky thuat TF-IDF, danh muc
thugc tinh duogc xac dinh bﬁng dic diém tir khoa, vi du: BO nhd, Dia, BO nhé dém,

10, Quy trinh, v.v.

Céc thudc tinh dang dir liéu li¢t ké 1a kha thi dé dao tao va danh gia phan loai.
Céc tinh ning vin ban cin loc ra tir khoa thi yéu cau cac budc xur 1y tiép theo dé
chuyén dbi dir liéu thd sang dir liéu kha thi. Cac budc nay bao gém loai bo cac muc
dir li€u thtra, cung cép dit liéu bj thiéu cac muc, dinh dang lai cac muc dir li€u tir cac
kiéu dir liéu khac nhau dé liét ké kiéu dir liéu. Tap dir liéu duoc tai dau tién vao dir
liéu khung cho phép cac muc dit liéu duogc thao tac dé dang. Sau do, tap dir lidu duoc
trich xut béi cac dic trung quan trong. Noi dung céc tir khoa dic trung thuong duge

chira cac chudi dai dé mo ta chi tiét 15i.
2.4 2.4 K¥ thuat TFx IDF

TF-IDF (Term Frequency — Inverse Document Frequency) 1a ki thuat st dung
trong khai pha di liéu vin ban dé c6 dugc céc tir khoa quan trong. Cac tir khoa riéng
biét co it lién quan va tir khoa co trong sd cao tic 13 co ¥ nghia gia trj cao. Trong s6
dugc dung dé danh gia sy quan trong cua mdt tur trong mot van ban. Gid tri cao thé
hién d0 quan trong cao va n6 phu thudc vao s6 1an tir xut hién trong van ban nhung
bu lai boi tan sudt cia tir d6 trong tap dir liéu. Mot vai bién thé cua tf-idf thuong duoc
str dung trong céac hé thong tim kiém nhu mot cong cu chinh dé danh gia va sip xép
vin ban dya vao truy van cta ngudi dung. Tf-idf cling dugce st dung dé loc nhimg tir

stopwords trong cac bai toan nhu tom tit vin ban va phan loai vin ban.[16]

TF: Term Frequency (Tan suat xuat hién cua tir) 1a so lan tir xuat hién trong
van ban. Vi cac van ban co6 thé c6 dé dai ngan khac nhau nén mot so tir c6 thé xuat
hién nhi€u lan trong mot van ban dai hon 1a mot van ban ngan. Nhu vay, term

frequency thuong dugc chia cho d6 dai van ban (tong sd tir trong mot van béan).

IDF — inverse document frequency. Tan sb nghich cua 1 tir trong tdp vin ban
(corpus). Tinh IDF dé giam gi4 tri cua nhirng tir phd bién. Mdi tir chi ¢6 1 gia trj IDF

duy nhét trong tap vin ban.
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Nhing tir ¢6 gia tri TE-IDF cao 1a nhitng tir xuat hién nhiéu trong vin ban nay,
va xuat hién it trong cc van ban khac. Viéc nay gitp loc ra nhiing tir pho bién va giir

lai nhitng ttr c6 gié tri cao (tir khod ctia van ban do).

2.5 Tong két chwong

Trong chuong nay thong qua viéc nghién clru tim hiéu dugc mot sb thuat toan
va nhitng cong trinh lién quan téi phan tich dir ligu, tir d6 giup luan van nay hiéu rd
hon vé phan tich dir li¢u logs, tir d6 hiéu duoc nhitng vu nhuoc diém cua cac thuat
toan, va cac cach xir Iy phan loai, tao tién dé va co s& vitng chéc cho nghién ciru cua

de tai luan van nay.



21

CHUONG 3. PE XUAT THUAT TOAN PHAN TiCH DU LIEU LOG PE
PHAT HIEN CANH BAO BAT THUONG TRONG HE THONG MANG

3.1 Giéi thiéu chwong

Chuong 3 s& trinh bay vé cac k¥ thuat hoc may st dung dé phan tich dit liéu
log, cach filter cac dit liéu logs dau vao, qua trinh xtr 1y trich xudt cac dic trung cia
di liéu log.

3.2 Thuit toan dé xuit

Lu4n vin nay dé& xuét st dung phuong phap phan cum dé phat hién cac bat
thudng trén hé thdng mang va truyén thong. Dir liéu khai thac tir ban tin logs cta hé
thong. S& 4p dung phwong phap phan cum K-means dé chia dit liéu ban tin log thanh
ba cum:

e Cum binh thudng chira cic thong bao log khong thé lién két dén cac 16i
e Cum bat thudng chira cac thong bao log co thé lién két dén cac 15i
e Cum khong xéc dinh chira thong bao log can diéu tra thém.

Hau hét cac hoat dong nghién ciru trude day déu c6 ing dung may phuong
phap hoc tap dé khai thac céac tap dir 1iéu don 1¢ bao gém dwr 1iéu nhat ky, dir liéu 16i
hodc dir liéu cu thé khac. Cai nay phuong phép tiép can tap trung nhicu hon vao phat
hién 13i hai giai doan tuan theo quy trinh quan 1y 18i tién trinh: loc va phan ving théng
bao nhat ky thanh cac cum binh thuong, bat thuong hodc khong xac dinh dinh

Thuét toan 1: Xay dung cac cum cho dit liéu log

PAu vao: Tap dit liéu X va ) lugng cum K

DAu ra: Danh sach cac tam diém M va céac diém dit liéu Y thudc chung.

Céc budc:

Budc 1: Chon ngau nhién K diém 1am tdm diém ban dau

Budc 2: Gan mdi diém dit liéu cho mdt cum ¢ tim gﬁn né nhat

Budc 3: Ding thuét toan néu khong con c6 thay doi

Budc 4: Tinh gia tri trung binh cua tit ca cac diém dit liéu trong cac cum

Budc 5: Cap nhét cac tam diém cho céc cum K

Budc 6: Lap lai buéde 2

Tra vé két qua: Xac dinh so tam diém M va céac diém dir li¢u Y
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Thuat toan 1 trinh bay cac budc dé xay dung cac cum cho cac dir liéu log.
Thuat toan bat dau v6i K centroid, trong d6 mdi centroid 1a mot vecto gdm d phan tir
gi4 tri ban dau ngiu nhién (Budc 1). Str dung Euclide distance, mdi ban tin log ¢6 d
dic trung dudi dang vecto duge gan cho mot cum c6 khoang cach gan nhét véi tim
ciia cum (Buéc 2). Thudt toan ding néu viéc gan cac ban tin log thanh cac cum
khong con thay dbi (Bude 3). Néu khong, thuat toan tiép tuc cap nhat cac tim diém
moi cho cac cum bang cach tinh toan céc gia tri trung binh cua tat ca cac cac ban tin
log trong cac cum (Budc 4 & Budc 5) va sau d6 lip lai Bude 2. Cubi cung 1a ra két
qua 1a danh sach cac tam diém M va tap hop cac ban tin log Y cua ting cum.

Phuong phap phan cum K-mean nhim muc dich phan ving diém dit liéu thanh
cac cum sao cho diém dit liéu trong cing mot cum chia sé cac dic trung gidng nhau.
Phuong phap hoc khong giam sat nay khong co biét vé nhén cia cac diém dir liéu.
Gia su tap dir lieu X = [x1, ..., xN] cua N ) luong log; mdi ban tin log biéu dién mot
vecto xi = [xil, ..., xid], trong d6 d biéu thi sb trich xuit cac tinh ning ciia mot thong
béo nhat ky; K<N biéu thi s6 lwong cic cum. Phuong phap nay tim kiém tim cum M
= [ml, ..., mK] va thong bao kiéu dit liéu cua chuing, vi du: nhan binh thuong, bat
thuong hodc khong xac dinh.

Luan van da str dung python va mot sb thu vién sklearn, pandas, numpy, v.v.
dé loc va xur 1y dir li€u log va thyc hién phan cym K-mean. Diéu can thiét 1a trich xuat
cac thudc tinh, dic trung cua log vi cac phuong phap sir dung chi 4p dung cho kiéu
dir 1i€u phan loai theo kiéu phan loai thir tu, phan loai danh nghia, hodc c6 dac diém
lién tuc. Tuy nhién, dir liéu log thuong chira cac dac diém van ban nhu tiéu dé, mo ta
hozc doan vin, v.v. chira nhitng thong tin quan trong dé khai thac.

Thuét toan 2: Chon céc tir khoa riéng biét cho dir li¢u log

DPau vao: Bo tir khoa tho (tiéu dé, mo ta, doan van, V.V.)

Pau ra: By tir khoa riéng biét ¢6 trong so.

Céc budc:

Budc 1: Tai b tir khoa gbe

Budc 2: Loai bo cac tir 13p thuong xuyén hodc thira, gdy nhidu bang stop-word

Budc 3: Giam bdt cac tir bi nhdm 13n véi cach viét gdc va bd sung

Budc 4: X6a cac tir vo nghia bang biéu thirc chinh quy

Budc 5: Xur 1y tf x idf trén bo tir khoa da loc
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Budc 6: Chon cac tir khoa riéng biét ¢ trong s6 cao

Tra vé két qua: B tir khoa riéng biét c6 trong s6

Ap dung cac phuong phap xir Iy van ban cho cic tinh nidng vin ban. Thuat
toan 2 chon cac tir khoa riéng biét voi trong sb tir cac dir liéu log. Cac thuat toan bat
dau vai viée tai bo tir khoa ge (Bude 1), 4p dung mot s6 bude dé loai bo cac tir khong
quan trong va stra cac tir dugc chon loc (Budce 2, 3, 4) va tao b tir khda da loc. Thuat
toan nay sau do sir dung k¥ thuat tfxidf dé danh gia trong sb bo tir khoa da loc (Budc
5) va tra vé cac tir khoa riéng biét véi trong sd cao (Budc 6).

3.3 Cac budc thuce hién

3.3.1 Import cac thw vién can thiét
Trong luan vin sir dung ngon ngit 1ap trinh Python véi cac bo thu vién dé xur

1y dir liéu nhu:

e Scikit-learn 1a mot thu vién ngdn ngit l4p trinh Python vé tri tué nhan
tao giup ap dung cac thuat todn may hoc tién lgi nhanh chong hon [17].
N6 ¢6 cac thu vién thuat toan c6 san dé phan loai ddi tuong, xay dung
héi quy, nhom cac dbi twong tuong tu thanh tdp hop nhu phan cum,
giam s lwong bién ngdu nhién, xir 1y trude di liéu va cé thé so sanh,
chon mo hinh.

e Numpy: Xir Iy mang da chiéu, ma tran

e Pandas: Xt ly va tryc quan dit li¢u c6 céu trac

e Matplotlib: Thu vién v& do thi

e Seaborn: Db thi hoa dit liéu

Ngoai ra con co6 cac thu vién khic vé toan hoc nhu math, scipy.sparse va cac
thuat toan hoc may dé phan cum dir li¢u 1a K-means [18], tim s6 lugng cum t61 wu

cho thuét toan K-means nhu hé sé Silhouette hodc phwong phap Elbow

3.3.2 Import dit liéu log va rat trich thudc tinh quan trong bang TF-IDF

Dit liéu dugc xir Iy trén Colaboratory hay con duoc biét dén voi tén goi 1a
Google Colab, 1a mdt dich vu ddm may tir Google Research, né cho phép thuc thi cac
doan code ngon ngit 1ap trinh python thong qua trinh duyét web, rat phu hop véi phan

tich dit liéu, hoc may va cho gido duc. Colab khong cin yéu cau cai dat hay ciu hinh
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may tinh, moi thir c6 thé chay thong qua trinh duyét, c6 thé sir dung, chia sé tai nguyén
may tinh ctia Google tir CPU tc do cao va ca GPU va ca TPU.

Datetime Severity Component Class Category Description
0 2015-09-19 11:20:12,984 ERROR org.apache.hadoop.hdfs server datanode.DataNode RECEIVED SIGNAL 15: SIGTERM

1 2015-08-26 15:04:30,360 ERROR org.apache hadoop.hdfs server datanode VolumeScanner nner: VolumeScanner(joptindfs/data, DS-e4e85a3...

2 2015-08-2519:42:05,762 ERROR org.apache hadoop.hdfs server datanode.DataNode RECEIVED SIGNAL 15: SIGTERM
3 2015-08-2519:04.08.209 ERROR org.apache hadoop.hdfs server datanode.DataNode RECEIVED SIGNAL 15: SIGTERM
4 2015-08-21 11:16:44,183  ERROR org.apache.hadoop.hdfs server datanode.DataNode RECEIVED SIGNAL 15: SIGTERM

Hinh 3.1: Dir liéu log da Import

Dit liéu log dugc 14y tir du 4n Loghub duoc chia sé & trang
e https://zenodo.org/record/3227177#.Y achr3tBwhO
Sau khi loc bo cac dir li¢u log c6 thudc tinh Severity 1a loai INFO, day 1a nhiing
ban tin thong bao ciia hé théng khong chira nhitng nguy co nguy hiém. S& con lai 3
dang thudc tinh Severity 1a: WARN, ERROR va FATAL. Pay la cac dac trung chinh

de phan cym va xac dinh tinh chat ciia cum dir li¢u.

BOOOOD 4
BO000 1
40000 4
20000 4

o- T

= (= =l

& =] =

£ & =

L

Hinh 3.2: Thong ké thudc tinh Severity

Dit liéu bao gdm céc thudc tinh c6 sé lwong log nhu sau:

. WARN = 90746 log

. ERROR=3804 log

. FATAL=888 log

Tur dir liéu dataset dau vao, ta sé c6 6 loai thudc tinh quan trong véi qua trinh

phan cum nhu sau: Severity, Component, Class, Category, Description
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Khong tinh thudc tinh Datetime chi ngay thang nam xuét ra log thi cac thudc
tinh con lai ¢6 kiéu dit liéu 1a liét ké ngoai tru thudc tinh Description 1a dang chudi.
[19]

Thudc tinh Severity: Mirc d canh bao cua ban tin log

Thudc tinh Component: Chira thanh phan noi xuét ra cac ban tin log

Thudc tinh Class: Chira théng tin hé théng noi xuét ra cac ban tin log

Thudc tinh Description: Poan mé ta, bdo c4o 16i ctia moi log.

Mot s6 vi du tir mot loat cac nganh dé 1am cho cac khai niém vé phan tich
chudi thoi gian va dy bao cu thé hon:

e Duy bdo gia dong cira ciia c6 phiéu mdi ngay.

e Du béo doanh s ban san pham theo don vi ban ra mdi ngay cho mot

cua hang.

e Duy bdo that nghiép cho mot tiéu bang mdi quy.

e Du bdo gia xing trung binh mdi ngay.
Nhitng thir ngau nhién s& khong bao gior duoc dy bao chinh xac, cho du ching ta thu
thap bao nhiéu dit liéu hay mirc d6 nhit quan. Vi du: ching ta c¢6 thé quan sat dit liéu
hang tudn vé& moi ngudi tring x6 s, nhung chung ta khong bao gior c6 thé dy doan ai
s& thing tiép theo. Cudi cung, tiy thudc vao dit liéu va phan tich dir liéu chudi thoi
gian vé thoi diém nén st dung du béo, boi vi du bao rat khac nhau do céc yéu t6 khac

nhau. Stir dung phan doan cua ban va biét dir 1i€u cia ban.

Thudc tinh Description ndy s& dugc loc ra nhd phuong phap TF x IDFdé trich
xuét ra tir quan trong nhét trong phan mé ta 16i cua mot log. Tur khoa nay thuong 1a
tir xuat hién nhiéu trong mé ta cua log nay nhung lai it xuit hién trong mo ta cta cac
log khac. Cac tir khoa nay 1 cac tir ¢6 gia tri cao trong phan mé ta ctia mot 16i va da
dugc loc bo cac tir thong thudng trong cac doan mo ta. Sau khi dung k¥ thuat TF x
IDEdit liéu log s& c6 thém mot thude tinh moi 12 Keyword biéu dién tir khoa quan

trong ctia mdi mot log trong dataset.
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[ 95438 rous
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emor 0437623 045300 0495406 (.425667 (455408 C453408 0455408 0449935 07624 0449955 0121278 0426602 0425667 022645 (0425067 0225493 0425357 0429657 0718624 0.18624 0420667 0.453406 (0498406 (42586
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dst 050220 0214502 0314502 00000C0 0314502 C314502 0314302 0310450 0.00000 010460 0.CC0000 0284608 0000CCO 0.0000C0 0.000000 0.000000 0.00030 0000030 000000 000000 0.0C0C00 03145(2 0314502 0.00000

£ 10ws » 95436 coumns

Hinh 3.3: Gia tri TF x IDF sau khi tinh toan

3.3.3 Ap dung thuit toan K-means phin cum dir liéu log
Duya theo dif liéu log di rut trich ddc trung ta tién hanh phan cum dit liéu [20],
ta s€ co 6 loai thudc tinh quan trong v4i qué trinh phan cum nhu sau: Severity,

Component, Class, Category, Keyword

Tién hanh luong tir héa cac thudc tinh biéu dién thanh dang vector dé dwa vao K-
means thyc hién qué trinh xr 1y, ludn van s€ thyc thi ky thuat K-means chia dir li€u

thanh 3 cum.
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Hinh 3.4: Két qua phan cum thir 1
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Mast Common Words in Cluster 1
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Hinh 3.5: Két qua phan cum thir 2

Maost Common Words in Cluster 2
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Hinh 3.6: Két qua phan cum thir 3
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Dua vao cac md hinh hoa trong mdi cum da phan ra duoc, c6 thé phan tich ra
dugc cac cum nao la dir 1iéu log bét thuong, dit liéu log binh thuong va log chua

xac dinh [21] dua vao cac tir khoa va s luong log thudc severity nao.

80000 -

BOO0D0 A

40000 4

20000 4

VAR N
ERROR
FATAL

Hinh 3.7: S6 lwgng log ciia két qua phan cum 1

3500 4

3000 4

2500 4

2000 1

1500 4

1000 4

500 4

ERROR
FATAL
WARM S

Hinh 3.8: S6 lwong log ciia két qua phan cum 2
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10000 4

8000 -

G000

4000 4

2000 1

WARN
ERROR

Hinh 3.9: S6 lwong log ciia két qua phan cum 2
Theo két qua phan cum dya va ) luong log & mdi cum, ta théy:

e S6 luong log & cum thir 1 phan 16n 13 WARN, mét s6 it 1a ERROR va
FATAL

e S6 luong log ¢ cum thir 2 phan 16n 1a ERROR, tiép theo 1a FATAL va
s it A WARN

e S6 luong log & cum thir 2 phan 16n 1a WARN

Tir d6 két qua phan cum nhu sau

e Cum I: Cym dir li¢u log chua xac dinh
e Cum 2: Dit liéu log bét thuong
e Cum 3: Dit liéu log binh thuong

3.4 Két luan chwong

Viéc ung dung cac k¥ thuat hoc may Machine Learning vao trong phan tich
dir lidu log dé phat hién cac canh bao bat thudng 1a mot trong nhing xu thé hién dang
thu hut nhiéu hoc gia. Viéc két hop cac tri tué nhan tao, cac k¥ thuat hoc may véi cac
cong cu giam st mang hién c6 cling 1a mot trong nhiing hudng phat trién t6t va giap
nhanh chéng phat hién va xtr Iy 16i. Thuc nghiém trong luan vin nay chi thé hién
duge mot phan nao d6 viée phan tich logs co thé dat duoc. Tuy khong thé phan tich

va danh gia hoan hao duoc nhung két qua c6 co s va c6 kha quan trong viéc két hop
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xur Iy Log va céc thuat toan thong minh 14 nhiing budc di dau tién cho nhiing nghién

ctru mo rong ti€p theo veé phan tich log d¢ cé thé tién xa hon la du béo trudc su co.
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CHUONG 4. KET LUAN

4.1 Gi6i thiéu chwong

Danh gia két qua da thyc hién duogc cua luan van va duara két luan
4.2 M6 ta moi treong thue nghiém thuat toan

Dua vao md hinh dit liéu dugc dé xuit tién hanh xay dung thuat toan phan tich
dir liéu log dé phat hién canh bao bat thudng, sir dung ngdn ngit 14p trinh Python voi
bo thu vién Scikit-learn (Sklearn) 1a thu vién chuyén sau nhét danh cho cac thuat toan
hoc may dé loc dit lidu va tdi wu dit liéu dau vao

Budc 1: Tiép nhan gia tri dit liéu input

Budc 2: Phan tich cac input dé loc cac dic trung du thtra, 1ap lai, cac dac trung
phd bién khong c6 nhiéu thong tin hay gia tri cn thiét, sau d6 rut trich cac dic trung

cua cac input,

Budce 3: Dua vao céac thudce tinh trén chiing ta sir dung machine learning, k¥

thuat hoc may K-means dé phan cum céc dir li¢u dau vao.
Budc 4: Dua vao két qua phan cum ta s& c6 dugc dir liéu canh bao bat thuong
tiém tang co nguy co gy nguy hiém.
4.3 Két qua thwe nghiém ciia thuat toan.
e Két qua qua trinh loc dir liéu

e Két qua qua trinh phan cum

e Danh gia hiéu qua cua qua trinh phan cum dit liéu log

4.4 Két qua vé mit ly thuyét
Tim hiéu va ndm dugc cac nguyén 1y co ban cua cac ki thuat hoc may, ly

thuyét vé tri tué nhan tao va dinh nghia cac phuong phap khai pha dit liéu
Tim hiéu vé k¥ thuat phan cym K-means va ting dung vao dé phan tich dit liéu log

Hiéu dugc mé hinh dit liéu log, biét cach loc dit liéu dau vao va trich xuit thudc tinh
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4.5 Két qua vé mit thue tién

Luén van da dua ra giai phap phan loai logs, phan tich log dua cac k¥ thuat
IF-IDF khai pha van ban, gitp trich xuat duoc cac thong tin quan trong tir miéu ta 16i

cua log

Lu4n vin dd dd dé xuit duoc thuat toan gitp phat hién canh bao bat thuong
dua vao phan tich dir liéu logs, thuat todn phan cum K-means xac dinh duoc cac loai
dir liéu log bat thudng can chi ¥ kiém tra, cac dit liéu log binh thudng cé thé bo qua,
cac dir liéu log chua rd can xem xét tiép.

Xay dung dugc md hinh dir liéu 15i log gitip phét hién canh bao bat thuong
bao gdm céc thudc tinh can thiét, phan tich va danh gia hiéu qua ctiia mé hinh

Mo hinh trén c6 thé hd trg nguoi ding trén cac hé thong giam sat canh béo,
khi ngudi ding phan ving duogc ban tin log thuée nhom nguy co gy nguy hiém cho
hé thong s& c6 thé nhan dinh sém tir ban dau mirc d6 anh huong cua 16i d6 dén hé

thong mang.

4.6 Han ché

Két qua c6 duoc van con phai cai tién thém, dit liéu phan tich log can duoc
phan loai v6i s6 luong 16n hon va mé rong ddi twrong hé thong mang ap dung.

Dir liéu log can phai céi thién hon vé d6 chinh xac, loai bo cac thong tin khong
can thiét, gy sai léch trong qua trinh danh gia hiéu qua mé hinh

Cac truong hgp 16i nghiém trong bi phan loai sai thanh khong nghiém trong
con nhiéu, gay nham 1an cho ngudi sir dung néu ap dung véi thuc té.

Thuét todn phan cum K-means trong luén van chua phai la t6i wu nhat, chua
phan cum hét duoc tat ca cac ban tin log va s& c6 nhing ban tin log khong thé xéac
dinh duoc bang phuong phéap nay.

4.7 Huéng phat trién
Cai thién dir liéu dau vao, loc ra va xay dung duoc mé hinh dir liéu log

c6 do tin cdy cao va chinh xac hon.



33

Tiép tuc cai tién rut trich cac dac trung dé pht hop hon cho qua trinh phén tich

dir 1i€u, cai thién do chinh xéc trong viéc phan cum cac dir li¢u log

Nghién ctru sau cac thudc tinh cuia log, trich xuat ra dugc cac thude tinh moi

dé xay dung dugc mo hinh dir li€u log hi¢u qua hon

. Nghién ctru va phat trién hon céc thuit toan dé cai thién hiéu qua phén tich dix

liéu log. Phan cum cac vung dit li¢u log chinh xé&c hon nira.

Tién hanh ap dung cho cho hé thdng mang ludi mang bang rong cua Vién thong Tay
Ninh. Phan tich ra cic log c6 thé gay 16i nghiém trong dya trén co so dir liéu 1a cac
log hé thong xuét ra va mirc dd nghiém trong ctia mot 16i thyc té di timg xay ra trudc
day. Tir phan tich log d6 phat hién ra tin hidu bat thuong trén hé thong mang bang
rong thugc Vién thong Tay Ninh dua ra canh bao som céc sy ¢b co thé anh hudng
nghiém trong dén hé théng dé co bién phap ngan chan kip thoi. Gop phan giam thiéu

rii ro cho h¢ thdng mang va truyén thong.
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