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MO PAU
Phan loai luu lwong mang Internet tir 1au da 1a mot trong nhirng van dé duoc
quan tdm hang dau trong cong déng nghién ctu va phat trién mang Internet. C6 rat
nhiéu phwong phap khac nhau duoc dé xuit dé phan loai luu lwgng mang Internet
nham quan Iy van dé bao mat ciing nhu dam bao chat luong sir dung dich vu (Quality
of Service — Qo0S). Tuy nhién, mét sé phuong phéap phan loai truyén théng, vi du nhu
phuong phéap diéu chinh Giao thic diéu khién truyén nhan/Giao thic lién mang
(TCP/IP), da khong con phu hop do mic d¢ phuc tap trong quy trinh quan ly cta
mang Internet. Ngoai ra, nhirng phwong phap khac nhu phwong phap phén loai dua
trén cong (port-based) va phuwong phap kiém tra goi chuyén sau (Deep Packet
Inspection - DPI) lai ¢6 nhitng han ché trong viéc xu 1y cac dac diém mai trong luu
lwong mang (phan bé céng dong, VPN, ma hoa, ...).

Thay vao do, trong vai nam tr¢ lai day, viéc ap dung cac phuong phap hoc may
(Machine Learning — ML) nham muc dich phan tich va phan loai luu lwgng mang
Internet da dat duoc nhitng két qua dang chu y. Cac phwong phap nay sir dung cac
cdng cu phan loai thong ké dé xay dung cac md hinh phan loai dua trén cac tap dir
lieu huan luyén da dugc gan nhan. Két qua dua ra tir nhitng mo hinh nay 1a nhom doi
twong hodc xac suat phan bd cua cac nhom d6i twong. Cac phuong phap may hoc
dung dic trung dau vao dé tién hanh huan luyén, mé hinh phan loai dira vao cac thuat
toan khac nhau. Véi kha ning xt ly nhiéu théng tin phic tap tir nhiéu dic trung khac
nhau, c&c md hinh hoc may c6 thé phan loai cac dit liéu dau vao véi do chinh xac kha
cao. Piéu ndy dan dén viéc s dung md hinh hoc may 1a mot xu hudng ngay cang tro

nén phd bién va dugc ap dung vao nhiéu tng dung, linh vuc khéac nhau.



Chwong 1: NGHIEN CUU TONG QUAN

1.1 Nhu cAu phan tich lwru lweng mang Internet

Trong linh vyc phan loai luu lugng Internet, nhitng phuong phap truyén thong
c6 mot s6 han ché nhét dinh. Pau tién, danh dau géi (packet marking) dugc dé xuat
dé phan biét luu lugng dua trén 16p QoS cua nd. Mot sb vi du vé cac trudng dugc st
dung dé danh dau goi 1a Loai dich vu (Type of Sevice - ToS), Piém ma dich vu phan
biét (Differentiated Services Code Point - DSCP) va Thong bao tic nghén rd rang
(Explicit Congestion Notification - ECN). Tir ddy, mét sb giao thire da duge dé xuat
dé phan loai luu luong bao gom Dich vu khac biét (DiffServ), Dich vu tich hop
(IntServ) va Chuyén mach nhén da giao thac (MPLS). Tuy nhién, cac giao thuc nay
khong duoc trién khai va sir dung mot cach rong rai do su phirc tap va cac van dé
tuong thich véi hé thong cua ching.

Ngoai ra, c6 hai phuong phap phan loai truyén théng duoc tng dung rong réi,
bao gém phuong phap phan loai dua trén cong (Port — based) va phuong phap phan
loai dya trén tai trong (Payload — based).

Phan loai dua trén cong (Port-based technique): K¥ thuat phan loai dua
trén cong 1a ky thuat phd bién va thong dung nhat dé phan loai luu luong mang
Internet. Trong k¥ thuat nay, mdi mot goi dir liéu (packet) trong luu lwgng mang IP
déu mang sé cong (s6 cong nguon va sd cong dich) do to chuc IANA (Internet
Assigned Number Authority — T4 chirc cAp phat sb hiéu Internet) 4n dinh. Céc tng
dung mang Internet noi tiéng déu da dang ky s cong tai IANA, va bang cach nay,
lru lwong mang duoc xac dinh twong @ng véi s6 cong da dang ky. Vi du: céc (ng
dung Email st dung sé cong 25 (SMTP) dé gui email va cong 110 (POP3) dugc sir
dung dé nhan email, cac (ng dung web st dung sé cong 80 [4]. Tuy nhién, khdng
phai tat ca cac tng dung st dung mang Internet déu da ding ky sé cong. Mot s6 ung
dung thé hé méi nhu mang ngang hang (Peer-to-Peer, hoic P2P Network), tng dung
1 choi game truc tuyén déu khong co ding ky sé cdng cb dinh, ma sir dung s6 cong

dong (dynamic port number). Ngoai ra, mot sé dich vu mang dudng ham (tunneling)



va an danh (anonymization), lai 4n di thong tin s6 cong caa minh [1], [5]. Hon nifa,
trong céc ung dung di dong, hau hét lvu lwong tng dung duoc truyén di bang dudng
ham thdng qua Giao thirc truyén tai siéu vin ban an toan (Hypertext Transfer Protocol
Secure - HTTPS) [6]. Do d6, rat kho dé phan loai loai tng dung nhu vay bang ky
thuat dya trén cong.

Phan loai dwa trén ndi dung truyén tai (Payload-based technique): thuong
dugc biét dén dudi cai tén phuong phap kiém tra goi chuyén sau (Deep Packet
Inspection - DPI). Trong ky thuat nay, noi dung caa goi dit licu dugc kiém tra dua
trén dac trung cua cac tng dung mang trong luu Iuwgng Internet. Ky thuat nay dac biét
dugc dé xuat cho cac tng dung Peer-to-Peer (P2P), hoic cho nhiing tng dung twong
duong c6 str dung s6 cong dong nham xéac dinh luu lwong mang Internet. Tuy nhién,
phuong phap nay ciing c¢6 nhitng han ché nhat dinh. K§ thuat nay yéu cau nhiéu vé
phan ciing nham phat hién nhitng dic trung trong géi dir liéu, DP1 khong thé xu ly
duoc nhitng goi luu luong truyén tai dit liéu da duoc ma héa [7], [8], va can duoc cap
nhat lién tuc nhimg dic trung cu thé cia nhitng (tng dung mang méi phat trién.

Nhiing han ché trén doi hoi can mot giai phap méi trong linh vuc phan loai
lru Iwong mang Internet nham dat duoc nhitng két qua tich cuc hon. Piéu nay dan
t6i wng dung md hinh hoc may dwoc st dung nhu mét giai phap cho van dé nay. Trén
thé gigi, da tirng c6 nhiéu cdng trinh nghién ctu trong linh vyc phan loai luu lwong
Internet bang cach &p dung mé hinh huan luyén hoc may. Trong d6, cac loai thuat
toan hoc may khac nhau duoc st dung dé phan loai luu luong nham dap @ng nhitng
nhu cau khac nhau trong tng dung phan loai luu lwong truy cap mang.

1.2 Cac phwong phap tién xir ly dir liéu

Piéu chinh thang do dic trung (feature scaling) 1a mot phwong phap dugc sir
dung dé chuan hoa pham vi cua cac bién doc 1ap hoic cac dic trung cua dir lidu.
Trong linh vuc xt ly dit lidu, qué trinh nay con dugc goi 1a chuan hoéa dit lidu
(normalization) va thudng duoc tién hanh trong budc tién xir Iy tap dir liéu. Thang
do cuia cAc mau gid tri trong tap dit liéu ban dau da phan thuong rat phan tan, dan dén

hiéu qua caa cac ham muc tiéu (objective funciton) s& giam sat néu khong &p dung



qua trinh chuan hoa. Do d¢, thang do dic trung cua cac mau dit liéu can duoc chuan
hda sao cho mdi gia tri déu mang lai dong gop twong tng véi vi tri cua ching trong
pham vi chuan héa.
1.2.1 Phwong phdp chudn hoa

Chuén héa téi thiéu — tdi da (Min — Max Normalization): Chuan hoéa tdi
thiéu — t6i da 14 phuong an chuin héa don gian nhat, nhung lai dugc 4p dung khé
nhiéu trong cac bai toan tién xi ly dix liéu nham muc dich dua thang do cac gia tri
trong tap di liéu vé muc [0,1]. Tuy nhién, tdy theo yéu cau ciing nhu dic trung co
ban cua tap dir liéu, thang do muc tiéu dé diéu chinh ciing khac nhau. Cong thire diéu
chinh thang do cua cé4c gié tri vé muc co ban [0,1] duoc miéu ta nhu sau, trong d6
min, max lan luot 12 c&c gia tri nho nhat va Ion nhat xuat hién trong tap dit liéu:

p =T (L.1)
L max — min . .

Dé diéu chinh lai pham vi cua cac gia tri vé muc [a, b] tly theo yéu cau cua

bai toan tién xu ly dit lidu, cong thic (1.1) ¢b thé duoc diéu chinh thanh:

) +(x—min) (b—a)

X' =a (1.2)

max — min

Trong ca hai cong thic trén, x dai dién cho gia tri goc cua dic trung cua dit
liéu, va x'dai dién cho gia tri twong (ing cua dic trung d6 sau khi chuan hoa.

Chuan hoa trung binh (Mean Normalization): Ngoai phuwong phap chuan
hoa t6i thiéu — toi da, mot phuong an khac dwoc rat nhiéu cac chuyén gia trong linh
vuc xu ly dir liéu 12 chuan hoa trung binh, duwoc miéu ta trong cong thic (1.3) Véi
mean la gia tri trung binh cua tirng dac trung twong ng ¢ trong tap di liéu:

Chuan héa Z — score (P§ léch chuin): Trong linh virc hoc may, tap dit liu
cua bai todn phan loai co thé ton tai nhiéu loai dit liéu khac nhau, vi dy: tin hiéu &m
thanh va gia tri pixel cho dit liéu hinh anh va dit liéu nay cé thé bao gom nhiéu dic
trung khac nhau voi cac gié tri ton tai trong cac pham vi khéc nhau.

Chuan hoa Z-score cho phép gia tri cia cac dic trung trong tap dir liéu tap

trung xung quanh ving c6 tri trung binh 14 0 va d6 léch chuan c6 gia tri 1a 1. Phuong



phap nay duoc 4p dung rong réi tai buc chuan hda trong nhiéu thuat toan hoc may
(vi du: méay vecto hd trg SVM, hdi quy logistic va mang neuron nhan tao). Céng thirc
tinh toan ciing twong duwong vai (1.3), khéc biét duy nhat 1a gia tri 6 léch chuan s&
thay thé tai vi tri mau thic:

X —mean

X = standard deviation’ (1.4)

Phuong phap ma hoa (encode)

Trong linh vuc Hoc may hoic Khoa hoc dir liéu, tap dit liéu co thé chaa cac
gia tri van ban hoic phan loai ma khéng phai 1a dinh dang sb. Mot sé it thuat toan
nhu CATBOAST, cay quyét dinh cd thé xu ly cac bai toan phan loai rat tét vai dir
liéu dau vao ¢ cac dinh dang nhan hay Iép phan loai. Tuy nhién, hau hét cac thuat
toan va md hinh hoc may déu mong muédn cac gia tri sé & dit liéu dau vao caa md
hinh nhiam dat duoc hiéu qua phan loai cao nhat. Do dé, thach thirc chinh ma céc nha
nghién ciru hoic phan tich dix liéu phai xu 1y 1a chuyén ddi dit liéu van ban hoic phan
loai thanh dit liéu s6, trong khi van tao ra mot thuat toan phu hop véi dinh dang d6.

Ma hoa nhén (Label Encoding): phuong phép nay vé cung don gian vi chi lién
quan dén qua trinh gan mot con sé cho cac gié tri chit hoic nhan cua 16p phan loai
tuong (mg. Tuy nhién, diém bét loi cia phuong phap nay bao gdm Vviéc gan cac gia
tri s6 c6 thé tao ra mét dic trung mdi khéng mong muén dya trén méi lién quan vé
d6 16n nho caa céc gia tri. Vi du nhu cac loai thuc pham khéc nhau trong bang 1.1,
cac 16p nhin ban dau khéng c6 su phan biét vé do 16n nho.

Bang 1.1. Minh hea quy trinh ma hoéa nhén

Loai thuc pham Loai thuc pham
(dinh dang chi¥) (dinh dang sd)

Thit 0

Ca 1

Rau 2

Cu 3

Trang 4

Stia 5




Tuy nhién, sau khi gan cac gié tri sé twong tng véi mdi 16p nhan, dic trung
méi nay da tao ra sy khac biét dua trén d6 16n nho caa cac gia tri. Vi du, ban dau cac
loai thyc pham nhu thit, c&, va rau khong cé su lién hé truc tiép nao theo nhu bang
1.1. Sau khi géan cac gia tri s6 twong tng, thuat toan co thé hiéu rang cac dic trung co
sur sap xép theo thir ty tir 16n d&én nho. Cac dic trung nay s& duoc gan gia tri trong sd
vé6i d6 16n khdng mong mudn, tir 6 dan dén su sai léch két qua trong qua trinh huén
luyén.

M4 hoa One-hot (One-hot Encoding): Mic du wu diém cia ma hoa nhén la
tinh don gian, nguoc lai cac thuat toan phan loai cd thé hiéu nham dic trung ban dau
thanh mai lién hé phan cap theo do 16n nho cua gia tri s6 duoc gan. Nhuoc diém nay
c6 thé duoc giai quyét bang phuong 4n tiép can khac duoc biét dén véi céi tén ma
hoa One-hot.

Trong ma hoa One-hot, mdi dic trung dinh dang phan loai 16p hodc nhan dit
liéu s€ dugc phan thém céc cot dir liéu va dugc ma hda gia tri 1 hoac 0, tuong (rng
voi cac ky hiéu True/False cho mdi cot dit liéu. Bang gia tri 1.2 minh hoa qua trinh
ma hda One-hot sir dung cac dac trung gidi thiéu trong bang 1.1.

Bang 1.2. Minh hea qué trinh Ma hoa One-hot

LOz}i:[hl_rC Loai
pham Lo?i thuc Lo?i thwc Lo?i thwc Lo?i thwc LOi;li thuc thu:c
(dinh pham pham pham pham pham h‘;
dang | (Thity | (Ca) (Rau) | (Ci) (Tring) | P

- (Sira)
chir)

Thit 1 0 0 0 0 0

Ca 0 1 0 0 0 0

Rau 0 0 1 0 0 0

Cu 0 0 0 1 0 0
Triing 0 0 0 0 1 0

Stra 0 0 0 0 0 1

Trong bang 1.2, chi nhitng c6t di liéu c6 nhé@n phan loai twong (rng véi cac

hang c6 gié tri gibng nhau mai duoc géan gia tri 1 (dung nhan phan loai), trong khi tat




ca cac hang con lai c6 nhan khac s€ duoc gan gia tri 0 (sai nh@n phan loai. Quy trinh
nay giai quyét duoc vain dé vé do 16n nho cua cac gia tri dugc gan cho nhan phan loai,
nhung lai ¢6 nhuoc diém 14 tao thém cac cot dit liéu cho tap dit liéu. Diéu nay gay
anh huong dac biét Ion khi tap dit liéu chira nhiéu dic trung duy nhat cho céc nhan
phan loai, dan dén hau qua tiéu ton tai nguyén tinh todn va thoi gian trong qué trinh
xtr Iy va huan luyén mé hinh.

1.2.2 Vin dé di¥ ligu bj khuyét (missing data)

Hién twong mat mat di liéu rat pho bién trong linh vuc khoa hoc dir liéu va
hoc méy. Cho dén hién nay, vin chua c6 mot phwong an xir ly triét dé hiéu qua trong
tat ca cac van dé ma hién tuong mat mat dir liéu mang dén. Hién tuong nay co thé
anh huong tryuc tiép dén cac mo hinh huan luyén tly thudc vao phuong phap xu ly
dugc &p dung, Vi ban chat viéc mat mat dir liéu ciing ¢6 thé mang yéu té quan trong
véi mo hinh huan luyén hozc tham chi ban than bai toan phan loai.

Nguyén nhan dan dén hién twong mat mat dir liéu cé thé 1a ngau nhién do
mat mat gia tri bén trong tap dit liéu hoac sai pham trong qua trinh ghi nhan di liéu.
V& co ban, hién twong mat mat dit liéu c6 thé chia 1am 4 loai, bao gdm mat mat hoan
toan ngau nhién (Missing completely at random — MCAR), mat mat ngau nhién
(Missing at random — MAR), mat mat khong ngau nhién (Missing not at random —
MNAR), va mat mat mang tinh hé thong (Structurally missing). Ty thudc vao ban
chat caa hién twong mat mat dit liéu ma md hinh c6 thé ap dung cac phuong an xir ly
phu hop.

X6ba toan b hang co dir li¢u thiéu: Phuong an don gian nhat dé xur ly van dé
mat mat dit liéu 1a x6a toan bo cot hoic hang co gié tri bi thiéu, néu cot hodc hang dix
liéu 6 c6 nhiéu hon mot nira sb gia tri bi mat mat. Uu diém cta phuong phap nay 1a
lam manh mé hinh huan luyén bang cach loai bo hét tat ca cac truong dit liéu bi thiéu.
Tuy nhién, nhuoc diém cua phuong phap nay cd thé ké dén la 1am mat di rat nhiéu
thdng tin trong tap di liéu, dong thoi lam giam hiéu suat huan luyén caa mé hinh néu

s6 lugng thong tin bi x6a di chiém luong 16n trong tap di liéu.



Thay thé bang gia tri Trung binh/trung vi: Néu cac gia tri dugc ghi nhan
trong cot dit liéu thude dinh dang s, thi cac vi tri c6 dix liéu bi mat mat c6 thé dugc
thay thé bang céc gid tri trung binh (mean) hoic trung vi (median) cua c4c gid tri con
lai. Phuong phap nay phong ngira hién twong mat mat thong tin trong qué trinh xda
toan b hang hoic cot dir liéu, cd thé ap dung don gian va hiéu qua voi cac tap di
liéu nho. Nguoc lai, phuong an nay chi ¢d thé ap dung néu dinh dang dix liéu 1a dinh
dang s, tao nén d6 sai léch nhat dinh trong qua trinh huan luyén, ddng thoi chwa can
nhic dén sy anh huong cua hiép phuong sai (covariance) giita cac diém dir ligu.

Thay thé bang gia tri Yéu vi: Tuong tu nhu phuong phép trén, phuong an
nay thay thé cac gia tri bi thiéu bang gia tri yéu vi (mode) dua trén thong tin cua céac
gié tri khac trong cot hoac hang dit liéu. Tuy nhién, phuong phap nay thuong dugc
sur dung vai cac tap dir liéu co gia tri thudc dinh dang chir hoac mang gia tri phan loai.
Ngoai cac wu va nhuoc so véi phuong phép trén, néu cac gia tri thay thé chiém ty Ié
cao trong mét cot dit liéu, mé hinh tham chi c6 thé xem d6 1a mot dic trung phan loai
dir liéu moi.

M6 hinh khong bi anh hwéng bai mat mat dir liéu: Mot s6 thuat toan hoc
may khéng bi anh huong boi cac diém gia tri thiéu trong tap di liu. M6 hinh K-NN
c6 thé bo qua cac diém bi thiéu tir mot cot gid tri bang thudce do khoang cach dén cot
dit liéu d6. Naive Bayes ciing bao gdm thuat toan chdng lai su anh huéng cua cac gia
tri con thiéu trong qua trinh dua ra du doan. Mot thuat toan khac 1a Rirng ngau nhién
hoat dong tét trén céc tap dix liéu phi tuyén tinh va phan loai. M6 hinh nay thich tng
Vvéi cau trdc dit lieu c6 xem xét dén céc gié tri phuong sai hodc do léch, cho ra két
qué tot hon trén cac tap dit lidu lon.

1.3 M@t sé thuat toan hec may dwoc 4p dung vao phan loai lwu hrong

Phan loai luu lwgng mang Internet sir dung phuong phap hoc may di duoc dé
xuat dé khac phuc cac han ché ctiia phuong phap DPI va phuong phap phan loai dya
trén cong [9-11]. Cac phuong phap nay da cho thay hiéu qua cua chung dé phan loai
luu lwgng mang Internet tham chi trén nhirng mang dir liéu da dugc ma hoa. Trén

thuc té, qué trinh hoc may cha yéu dya vao viéc hoc cac mau khac biét dic trung tir



nhitng dic diém trong luu lwong truy cap. Trong bdi canh ndy, mét sé cong trinh so
bo di dugc béo cao dé phan tich luu luong nham muc dich mo ta tinh chat cac tap dit
liéu [12], md hinh héa luu lwrong mang Internet [13], va trich xuat cac mau dic trung
cu thé [14].

Mot sb nha nghién ctru dang dic biét xem xét ky viéc ap dung ky thuat hoc
may (ML) (mét phan nhanh cua linh vuc Tri tué nhan tao ) dé phan loai luu luong
Internet. Viéc &p dung céc ki thuat hoc may bao gom mat s6 bude. Pau tién, cac dic
trung dugc ghi nhan bai luu lwong Internet khong xac dinh ma trong twong lai c6 thé
dugc xac dinh va phén biét. bac trung la cac thuoc tinh cta cac giao thac dir liéu
dugc tinh trén nhiéu géi (chang han nhu d6 dai goi t6i da hoic téi thiéu theo mdi
chiéu truyén dir liéu, thoi luong truyén tai dir lieu hoac thoi gian dén giita cac goi
truyén tai). Sau dé, bo phan loai dugc huan luyén dé lién két nhitng tap hop cac tinh
nang vai cac 16p luu lugng di biét trude dac diém (tao quy tac) va ap dung thuat toan
hoc méy dé phan loai luu luong chwa biét bang cach sir dung cac quy tic di hoc trudc
do.

MJi thuat todn hoc may déu c6 mot cach tiép can khac nhau dé sip xép va
phan loai cac bo dic diém, dan dén céc hanh vi khac nhau trong qué trinh dio tao va
phan loai. Do d6, trong pham vi dé tai, viéc phan loai luu luong IP dua trén nghién
ctu tir nhitng bai bao hoi nghi, tap chi québc té co lién quan dén ndi dung dé tai, xem
xét cac phuong phap tiép can hién dai dé phan loai luu luong, sau d6 so sanh va danh
gia céc k§y thuat dua trén hoc may c6 tinh pha hop cao dé phan loai luu lwong IP. Sau
cuing, tir nhitng mé hinh hoc may duoc dé cap trong noi dung phan tich, chon ra mot
md hinh hoc may phu hop dé ap dung vao dé tai nghién ciu. Sau day 13 mot sé thuat
toan hoc may néi tiéng:

Cay quyét dinh: Cac phuong phap dua trén cay quyét dinh (Decision Tree -
DT) di timg dugc dé xuat nham phan loai luu lugng mang Internet. Phuong phap
phan loai cay quyét dinh DT 14 mot phuong phap dua trén quy tic. N6 cha yéu bao
gom viéc tra 1oi mot chudi cac cau hoi & cac nat cau hoi (non-leaf node) dé dua vé

phia cac nit 1a (leaf node), ma tai &6 mdi node 14 dai dién cho mot nhan dan duoc dy
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doan. Tuy nhién, phuong phap nay lai ¢c6 xu hudng tao ra hién tuong qua khaop
(overfitting). Trong nghién ctu caa minh, Yuan va Wang ap dung mé hinh Cay quyét
dinh Hadoop nham cai thién do chinh xé&c (accuracy) caa mé hinh phan loai luu
luong Internet trude d6 trén ca 8 giao thuc truy cap khac nhau [15]. G mot nghién
ctru khac, bang cach 4p dung mé hinh cay quyét dinh C4.5, Yongli Ma va cac dong
nghiép ctia minh da dat duoc két qua chinh xé4c trung binh 1én dén 88.67% trong viéc
phan loai luu lvgng mang Internet [16].

Bo phan loai Naive Bayes (NB): NB la mot phuong phap hoc may khac da
duoc st dung dé phan loai luu lwong mang Internet. NB 1a mot phuong phap xéac suét
dua vao dinh ly Bayes ma tai 6, NB la phuong thirc don gian nhat trong ho phuong
phap Bayes. Cac phuong phap khac dya trén dinh 1y Bayes duoc xay dung nham md
hinh hda va xir ly cac tinh hudng phan tich phuc tap hon. Trong d6, c¢6 su phu thudc
giita cac dac trung khac nhau dé phan loai luu lwong mang Internet. Trong bai béo
c4o hoi nghi nim 2016, Muhammad Shafiq va cac déng nghiép da st dung cong cu
WireShark dé tu tao ra tap dir liéu luu lwong mang Internet va p dung mot sé6 md
hinh hoc may dé danh gia kha ning phan loai luu luong mang. Trong sb nhitng mo
hinh duoc &p dung nhu Ciy quyét dinh 4.5, may vec-to hd trg (Support vector
machine - SVM),... NB dat duoc két qua dang chti ¥ voi do chinh xac trung binh &
muc 71.8919% [4].

K 1an can (KNN): KNN 1a mot phuong phap huan luyén hoc may phi tham
s6. La mot thuat toan duoc phan vao loai md hinh huan luyén ludi hoc (lazy learning),
KNN khong bao gom giai doan huan luyén. Vi vay, thoi gian phan loai phu thudc vao
kich thuéc dit liéu. O giai doan phan loai, thuat toan tién hanh phan loai dir liéu dya
trén viéc do khoang céch gitra mau thir nghiém véi tat ca cac mau dugc gan nhan.
Mau thar nghiém sé duoc gan cho 16p c6 K — 1an can gan nhét cua no. Dixit va cac
dong tac gia da ap dung mé hinh nay cho tap dir lisu UNSW NB-15, d¢ong thoi so
sanh két qua phan loai song song véi cac mé hinh huan luyén téng hop tir NB nhu
Gaussian Naive Bayes va Pa thirc Naive Bayes. Két qua dat duoc tir md hinh hoc
may KNN la cao nhat khi cho ra két qua chinh xé&c tong quan 1én dén 81.647% [17].
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Mang No-ron (NN): 1a mot phuong phap huan luyén hoc may da duoc thiét
ké 1ay ngudn gc tir hé thdng than kinh cua con ngudi. Mot bai nghién ciu 4p dung
md hinh mang no-ron hoc sau trong phéan loai luu Iwgng Internet vao irng dung phét
hién xam nhap mang [18] di cho thay, cAc md hinh mang no-ron ciing c6 thé tao ra
nhitng két qua dang cht y. Li Zhipeng va cac déng nghiép ciia minh da chiang minh
2 m0 hinh mang no-ron hoc sdu ResNet 50 va GoogleNet khi so sanh véi cac ky thuat
khac nhu NB, mé hinh cay quyét dinh két hop véi NB, may vec-to hd trg...van co
thé cho ra két qua tt nhat. Vi du nhu trén tap dit liéu NSL-KDD Test2! [18], két qua
chinh xac cia 2 mo hinh trén lan luot 12 81.57% va 81.84%.

Nhitng mo6 hinh trén da liét ké ra nhitng kha nang thich hop ttng dung hoc may
vao phan loai luu lvgng mang Internet. Trong pham vi dé tai luan vén s& chi tap trung
vao mot sé mé hinh phu hop dua trén ki thuat hoc cé giam sat nhu NB, K-NN hay
ANN, CNN. Bang 1.1 dudi day tém tat lai cac mé hinh may hoc dugc ap dung trong
viéc phan loai luu lwong mang Internet ciing véi két qua do chinh xéac tong quan dat

duoc.
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Chwong 2: TONG QUAN VE HQC MAY

2.1 Giéi thigu

Hoc may (machine learning hay ML) la mot tap hop con cua tri tué¢ nhan tao
va dugc coi la mot trong nhirng linh vuc trong khoa hoc may tinh véi kha nang tu
hoc dya trén dir liéu dau vao ma khéng can phai c6 sy lap trinh cu thé. Hoc may duoc
biét dén nhu mot tap hop cac ki thuat khai thac dix liéu, tim kiém va mé ta cac mau
cau trdc hitu ich trong dir liéu. Bén canh d6, hoc may c6 nhiéu tng dung, bao gom
cong cy tim kiém, chan doan y té, nhan dang van ban va chit viét tay, sang loc hinh
anh, du bao tai chinh, du bao doanh sb, v.v.

Mot cach khéi quat, hoc may 1a qué trinh tim kiém va mé ta cac mau cau tric
trong mot tap dit liéu dugc cung cap. May hoc s& nhan dau vao dudi dang mot tap
hop dit liéu cua cac mau (samples). Mot diém dir liéu cd thé 1a mot bac hinh, mot
doan am thanh, mot tap hop céac dit tinh cia mot bai toan, ... Cac diém dit liéu thudng
dugc chuyén vé dang tap hop cac con sé hay con duoc goi 1a dic trung (feature) ma
may tinh c6 thé hoc duoc. Ngoai ra, c6 nhitng loai dit liéu dugc biéu dién dudi dang
ma tran hozc mang nhiéu chiéu [19].

Trong qué trinh x&y dyng mo hinh, b dir li¢u thuong duoc chia thanh 2 tap
dir liéu: tap huan luyén va tap kiém tra. Tap huan luyén (training set) 1a tap di liéu
bao gom cac dic trung cua cac mau dir lidu duoc st dung trong viéc xay dung mo
hinh hoc may. Tap kiém tra (test set) gom cac dic trung cua cac dit liéu duoc ding
dé danh gia kha niang va hiéu qua cia md hinh hoc may. Pé danh gid moé hinh mot
cach trung thuc, cac diém dit liéu trong tap kiém tra khdng sir dung trong qué trinh
huan luyén md hinh. Viéc nay dong vai tro rat quan trong, vi viéc danh gia dua trén
tap kiém tra (doc 1ap so véi tap huan luyén) thé hién kha nang hoc cia mo hinh nham
thé hién do chinh xac khi ap dung thuc té. Mdi bai toan hoc may s& gém c6 2 pha I6n:
pha huan luyén (training phase) va pha kiém tra (test phase). Pha huan luyén s& xay
dung md hinh dua trén di liéu huan luyén va pha kiém tra s& st dung dir liéu kiém

tra dé danh gia hiéu qua caa md hinh.



13

Dau ra cia md hinh hoc may s& 1a md ta kién thire da hoc. Dau ra cua mé hinh
s& tuy vao tng dung cu thé thi dua ra nhitng hanh dong khac nhau. Dbi véi mot sb
bai toan phan loai (classification), md hinh s& dua ra su tién doan vé nhan dua vao
diém dir liéu. Dbi voi mot sb bai toan hoi quy (regression), dau ra s& 1a sy dy doan
cua két qua.
2.2 Cac phwong phap hoc trong qué trinh hgc may

Thong thuong, cac bai toan hoc may s€ dugc phan loai nhu hinh dudi day [19]:

Machine Learning

Supervised Unsupervised Reinforcement
Learning Learning Learning
I I
! } ! }
Classification Regression Clustering Association

Hinh 2.1. Phan loai thuét toan trong may hoc

Hoc c6 giam sat (supervised learning) la viéc xay dung mo hinh hoc du doan
cadc mau dir lieu mai thanh cac nhan di cho trude dua trén cac mau dir lieu huin
luyén. May hoc duoc cung cap mot tap hop cac mau dit liéu, duoc phan loai trudc
thanh cac 16p/nhan. Pau ra cia qua trinh hoc tap 1a mot mé hinh phan loai dugc xay
dung bang céch tong quat hoa tir tap huan luyén. Trén thyc té, hoc cd giam sat tap
trung vao viéc mé hinh héa dé xay dung cac mdi quan hé dau vao / dau ra. Muc tiéu
cua phuong phap hoc nay la xac dinh mot anh xa tir cac dac trung cho trudc vao mot
phan 16p ¢ dau ra.

Hoc khéng giam sat (unsupervised learning) 1 thuat todn hoc may trich xuat
duoc nhitng thdng tin quan trong dua trén mdi lién hé cua cac diém dir liéu. N6i cach
khac, diém dit liéu trong phuong phap hoc nay s& khong duoc gan nhan va khdng co
dau ra twong tng. Hoc khong giam sat dugc ap dung trong cac bai toan phan cum hay

giam chiéu dix ligu.
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Hoc ting cudng (reinforcement learning) 1a linh vuc lién quan dén viéc day
cho may (agent) thuc hién tét mét nhiém vu (task) bang cach twong tac vi méi truong
(environment) thong qua hanh déng (action) va nhan duoc phan thuéng (reward).
Cac bai toan hoc ting cudng giup cho mot hé théng tu dong xac dinh hanh vi dua
trén hoan canh dé dat duoc loi ich cao nhat (maximizing the performance).

2.3 Cac loai bai toan co ban trong hoc may

Phan loai (classification) 1a mot trong nhirng bai toan dugc quan tdm va nghién
ctru nhiéu nhét trong hoc may. Hoc phan loai 1a lién quan dén viéc hoc may tir mot
tap hop cac mau duoc phan loai trude (con dugc goi 1a duoc gan nhén trude), tir d6
nd xay dung mot tap hop cac quy tac phan loai (mot mo hinh) dé phan loai cac mau
khac trong twong lai. Di véi cac bai toan nay, nhiém vu dugc yéu cau xac dinh nhén
ctia mot diém dir liéu trong s6 cac nhan khac nhau. Cac cap dir liéu s& dugc ky hiéu
la (x, y) twong dwong vai (dix liéu, nhan). S6 nhan trong tap dit lidu dugc ky hiéu la
C, khi d6, viéc xay duyng mé hinh I viéc tim mot ham sb £ anh xa mot diém dix liéu
x vao mot phan ti y. Vi du trong Hinh 2.2 thé hién minh hoa cho bai toan phan loai.
Viéc huan luyén bai toan phan loai thuc chat 1a di tim duong phan chia gitra cac nhan
dit liéu. Tur @6, tao thanh ranh gigi phan loai dé tién hanh phan loai cac diém dix liéu

khéc trong tuong lai.

Y + Class A

X

Hinh 2.2. Hinh minh hoa cho bai toan phan loai [4]
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Hoi quy (regression) bao gdm moét tap hop cac phwong phap hoc may cho phép
ching ta du doan mot bién két qua lién tuc y dya trén gié tri cia mot hoic nhiéu dat
trung cta diém dit liéu x. Hoi quy dugc dung dé wdc tinh méi quan hé giita muc tiéu
(target) va bién (variable) doc lap. Diéu nay gidp cho viéc du doan cac bién lién tuc
va duoc ung dung vao cac trudng hop thyuc té nhu phén tich gid ca thi truong, khuynh
huéng doanh sé ban hang, etc. Hinh 2.3 thé hién minh hoa bai toan héi quy. V&i céc
dir liéu cho truge, md hinh hdi quy sé& tim dwgc mdi lién hé phan bé cac diém dir liu

va tir 6 c6 kha ning dyu doan dugc dau ra.

y 4 o
O O | 4
o ®
® o
- .x
» ./' -
e
i’ T
X

Hinh 2.3. Hinh minh hoa cho bai toan héi quy [1]

Phan cum (clustering) 1a thuc hién nhom cac dbi twong co cac dic diém giéng
nhau thanh cac cum ma khéng c6 su tach dong trudc nao. Bai todn phan cum sé chia
toan bo dir liéu thanh cac cum nhé dya trén su twong quan giira cac dir liéu trong moi
cum. Doi véi loai bai todn nay, tap di liéu huan luyén s& khdng c6 gan nhan va mo
hinh s& ty dong thuc hién su phan chia cac diém di liéu thanh cac cum khac nhau
[20]. Loai may hoc nay thuong duoc sir dung nhu mot ki thuat phan tich dix liéu dé
kham pha cac mau dir liéu vai nhiéu chiéu, chang han nhu cac nhom khach hang dya
trén hanh vi cua ho. Vi du trong Hinh 2.4 thé hién su phan cum sau khi qua hé théng

phan cum cua mo hinh may hoc.
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Hinh 2.4. Hinh minh hoa cho bai toan phan cum [17]

Association 1a mot phuong phap hoc khdng giam sat dya trén quy tic (rule-
based) hudng tdi viéc kham pha ra mot quy luat dua trén nhiéu dir liéu cho trugc. N6
dua trén cac quy tic khac nhau dé khdam phé cac mdi quan hé giira cac bién trong tap
dir liéu. Phuong phap hoc may nay thuong duoc ap dung vao khai thac st dung web,
hé théng goi y khach hang, hanh vi mua hang khach hang v.v. Nhin chung, bai toan
phan loai la mot trong nhiing bai toan dwoc quan tdm va nghién ctiu nhiéu trong mang
hoc may. Trong cac muc ké tiép, dé tai s& khao sat nhitng mé hinh hoc may va phan
loai tidu biéu trong linh vuc phan loai luu luong Internet.

Trich rat luat (Rule Extraction): 1a bai toan ma dit liéu duoc sir dung dé tim ra
cac quy luat (nhan - qua). Bai toan nay twong tu nhu hdi quy, vé co sd ban chit déu
XUAt phét tir van dé hoc cach tong quat hoa va du doan ciia con ngudi. Tuy nhién thay
Vi du doan cac gid tri thuc thi trich rat luat tong quat hoa cac luat nhan qua, cac mau
suy luan néu - thi tir dix liéu. Céc luat nay, co thé khong truc tiép tham chi khong thé
hiéu dugc duéi dang suy luan cia con ngudi. Viéc tim ra quy luat dua trén cac nguyén
tic thong ké quan hé giira cac thudc tinh va dir liéu ma khong lién quan dén cac tri
thae tién nghiém. Mot vi du kinh dién 12 bai toan khai phé luat két hop tim duoc su
lien hé gitra viéc mua bia va mua bim (luat nay cd thé sai hodc dung tuy theo cac dir

liu duoc cung cap).
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2.3.1 K—-Léan can (KNN - K-Nearest Neighbors)

K Ian can (K-nearest neighbor hay KNN) la mot trong nhitng thuat toan hoc
may c6 giam sat co ban va don gian nhat. Trong qua trinh huan luyén, thay vi phai
hoc tir nhitng dit liéu huan luyén, KNN s& ghi nhé mot cach may moc toan bo cac dit
liu d6. Cac phép tinh todn s& duoc tién hanh trong pha kiém tra. KNN 1a thuat toan
xéac dinh dau ra cua mot diém dir liéu mai dua vao thdng tin cua K diém dit liéu gan
nhét trong tap huan luyén. Uu diém caa KNN duoc biét 1a qua trinh du doan két qua
cua dit liéu méi twong dbi don gian sau khi xac dinh duoc cac diém lan can.

Nguyén tic hoat dong: Phuong phap KNN 1a mot thuat toan phan loai bang
cach nhom tat ca cac mau thé hién nhimg dic trung tuong ty cua tap dit liéu lai voi
nhau [21]. Thuat toan KNN s& luu trit tap dix liéu huan luyén trong bo nhég, va mdi
khi mot mau caa tap dir liéu kiém tra dugc dua vao dau vao dé phan loai, thuat toan
s& phan loai phan tir 46 vao nhin c6 do twong tu toi da va cé it sy khéc biét nhat véi
cac dic trung cua dir lieu dau vao [22]. Quy trinh phan loai mot mau X =
{x1,%5, ..., X}, trong d6 x4, X5, ..., x,, 1& nhitng dic trung cua miu, duoc quy dinh
bang quy tic da s duwa trén sé luong vec-to tham chiéu k-1an can nhat cia mau X.
Thuat toan KNN dit gia thiét rang tat ca mau thuoc tap dir liéu déu twong ang Voi
nhitng diém ton tai trong khdng gian n chiéu duoc ky hiéu bang R™, va khoang cach
gitta nhirg diém trong chiéu khong gian trén duoc dinh nghia bang chi s6 khoang
cach (distance metrics). Do d6, khoang cach gitra mau X; va X; duoc dinh nghia bang

cong thure sau:

n 1/p
j P 2.1
d(X.,X;) = ZW_ AN .
F=1

trong do, xf ky hiéu gia trj twong ung cua s6 luong dic trung f ctia mau dir
lieu X;. Tiép theo, thuat todn s& chon ra k diém tuong ang véi sé mau trong tap huan

luyén c6 khoang cach gan nhét véi mau can phan loai tai diu vao. Nhan cua mau X
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s& dugc phan loai dua trén sb luong 16p caa k mau trén theo quy tic binh chon da s

(major voting), nghia 1a X thudc vé 16p cd sé luong nhiéu hon trong k mau. Trong

d6, néu dinh nghia € = {¢;|1 < i < m,m > 0} la tap hop s6 luong Iop cb trong tap

dit liéu duge dén nhan truéc, thi muc tiéu phan loai mau X, ciia md hinh KNN c6 the

dugc khai quat hoa bang cang thtc (2.2), trong d6 f(X,) 1a két qua phan loai cia

mau Xq.

k
FXe)  argmar Y F(e, %)

Y-Axis

New example
to classify Class A

*” - Class B

v

X-Axis

(2.2)

Hinh 2.5. Qua trinh phan loai bing phwong phap K-NN, khik =3 vak =7

Mau thir nghiém can dugc phan loai thanh 1 trong 2 16p tam giac mau xanh hoac ngoi

sao mau d6. Néu k = 3 (dwong tron nho) thi né s& thudc 16p hinh tam giac mau xanh

Vi ¢6 2 hinh tam gi4c va chi c¢6 1 hinh ngdi sao bén trong hinh tron ¢6 3 diém gan

nhat. Néu k = 7 (dudng tron 16n) thi né duoc gan nhan hinh ngdi sao (4 hinh ngdi

sao so Va&i 3 hinh tam giac bén trong hinh tron bén ngoai).
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Chi sé khoang cach: Dé thuat toan KNN hoat dong hiéu qua nhat trén mot
tap dit liéu cu thé, ching ta can chon phuong an tinh chi s6 khoang cach tuong ¢ng
thich hop nhit. Céng thicc s6 (2.1), hay con dwgc biét dén nhu 1a khoang céch
Minkowski, 14 chi s6 danh cho khéng gian vec-to c6 gia tri thuc. Khoang cach
Minkowski chi ¢ thé duoc ap dung trong khéng gian vec-to chuan tic, c6 nghia la
trong khong gian ma khoang céach cé thé duoc biéu dién dudi dang vecto c6 do dai
c6 gia tri khong am. Gia trj p trong cong thuc (2.1) c6 thé duoc thay doi dé dat duoc
1 trong 2 chi sb: Khoang cach Manhattan véi gié tri p = 1, va khoang cach Euclid,
voigidtrip = 2.

Khoang cach Manhattan gitra hai diém 13 tong cua su khac biét tuyét ddi cua
toa do Descartes cia ching, dugc biéu dién bang cong thic (2.3). Khoang céch

Manhattan duoc sir dung khi tép dit liéu c6 s6 chiéu khong gian nhiéu.
n
d(X, X,) = Z|x;' — x| 2.3)
f=1
Khoang cach Euclid chi s6 duoc sir dung rong réi nhat duoc sir dung cho KNN.

N6 1a thudce do khoang cach duong thang thuc gitra hai diém trong khdng gian Euclid,

duoc biéu dién bang cong thuc (2.4).

n

d(Xi,Xj) = z (x]lc - x})z, (2.4)
=1
Trong s6 diém lan can: Bo phan loai KNN c6 thé dugc xem nhu gan trong
s6 1/k bang nhau cho nhitng diém k 1an can nhat voi mau kiém tra, va tat ca nhiing
diém con lai trong tap huan luyén déu cé trong sb bang 0. Tuy nhién, nham muc tiéu
gia ting hiéu suit phan loai, dé tai c6 thé ap dung Bo phan loai trong sé diém lan can.
Trong d6, trong k diém lan can, b phan loai s& gia ting d6 tin cdy cua nhitng miu
huan luyén ¢ khoang cach gan hon véi mau kiém tra tai dau vao so véi nhitng mau
cd khoang cach xa hon. Trong s6 dua vao khoang cach cia mau 1an can X; c6 thé

dugc biéu dién bang cong thuc:



20

1
w; =——=, (2.5)
d(Xq'Xi)
T d6, qué trinh phén loai mau kiém tra X, trong cdng thic (2.2) ¢d the duoc

viét lai dudi anh huong cua trong sé w; nhu sau:

k
F(X,) < argmaz ) wif (6,X)) (2.6)

2.3.2 Mang Neuron nhan tao (ANN — Artificial Neural Networks)

Mang neuron nhan tao (Artificial Neural Network hay ANN) Ia mot thuat toan
ciia may hoc mé phong dua trén hoat dong than kinh sinh hoc. ANN bao gom 3 16p
chinh: 16p dau vao (input layer), I6p an (hidden layer) va I6p dau ra (output layer).
MJi layer gdm nhiéu neuron duoc gin ndi voi nhau dé xu Iy cac thong tin. Mai neuron
déu gom c6 dau vao di liéu (Inputs) dé nhan va xt ly cho ra mot két qua ¢ dau ra
(Outputs). Bén canh d6, dau ra cia mot neuron hay két qua xir Iy caa mét neuron c6
thé 1am dau vao cho cac neuron khac. Mdi neuron déu cé trong so (weight) va do léch
(bias). Viéc huan luyén (training) mang Ia qua trinh tinh chinh nhitng trong sé lién
ké. Cac trong sé nay ban dau s& duoc mic dinh ngiu nhién, sau d6, qué trinh huan
luyén dugc thuc thi dé tdi wu cac trong sé trén. Mot trong nhiing loi ich cua viéc st
dung mang ANN 1a c6 kha nang ap dung & nhitng bai toan phi tuyén tinh.

Budc dau tién dé ndm duogc chire nang ciia mang neuron nhan tao (Artificial
Neural Network) 1a hiéu duoc nguyén ly hoat dong cua cac neuron, hay con dugc goi
la té bao than kinh. Mang than kinh trong khoa hoc may tinh bat chudc cac té bao
than kinh thuc té cia nio ngudi, do d6 c6 tén 13 mang "than kinh". M&i té bao than
kinh c6 c&c nhanh di liéu dau vao (input, ky hiéu 1a x;) dé tiép nhan thdng tin (data)
va xur Iy cho két qua dau ra (output, ky hiéu 1a y;). Mot té bao than kinh khong thé
xir Iy dugc nhiéu thong tin, nhung khi hang nghin té bao than kinh két ndi va hoat
dong cuing nhau, mang than kinh s& hoat dong rat manh mé va c6 thé xir Iy cac nhiém
vu va khai niém phuc tap. Twong tu nhu vay, mot nt mang may tinh hoat dong giéng

nhu cach mot té bao than kinh cua con ngudi hoat dong, va mang may tinh tai tao hé
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thng céc té bao than kinh thuc, gidp xt 1y cac tdc vu nhu tiép nhan théng tin, truy
XUat dic trung, xtr 1y thong tin ddc trung, tién hanh phan loai.... trong cic bai toan
khac nhau. Hinh 2.6 biéu didn méi lién két cua gia tri dau vao dén maot ndt mang

neuron, tir @6 tao ra gia tri dau ra.

Neuron

Hinh 2.6. Hinh anh thé hién diic diém dix liéu dau vao va diu ra caa mat
neuron than kinh

Ddi véi mang neuron may tinh, cac gia tri doc lap (tin hiéu dau vao) duoc
chuyén dén nGt mang neuron nham tao ra gia tri phu thudc (tin hiéu dau ra). Cac bién
doc lap nay trong mot 16p (layer), 1a tap hop ciia mot hang dix lidu cho maot lan quan
sat duy nhat. Trong mét vi du @ng dung mang neuron xac dinh danh tinh c& nhan,
mot 16p dau vao sé biéu thi mot bién - c6 thé 1a tudi hoac gidi tinh (bién doc 1ap) cua
mot ngudi ¢6 danh tinh (phu thuoc) ma bai toan can xir Iy va xac dinh danh tinh.
Mang no-ron nay sau dé dugc &p dung nhiéu 1an véi sé lugng diém dit liéu ma bai
toan cung cap trén mdi bién doc 1ap. Gia tri dau ra co thé 1a bién lién tuc, nhi phan
hodc bién phan loai. Biéu kién tién quyét 1a nhitng gia tri dau ra d6 phai twong tng
véi nhém dir liéu dau vao dudi dang cac bién doc lap. Vé ban chat, mot loai bién doc
lap twong tng véi mot loai bién dau ra. CAc bién dau ra d6 c6 thé gidng nhau ddi véi
cac hang dir liéu khac nhau trong khi céc bién dau vao thi khdng. Két qua cua cac

bién dau ra ciing co thé duoc sir dung dé lam bién dau vao cho cac neuron khac.
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Trong sé (Weight): Cac tin hiéu dau vao duoc ndi véi cac nit neuron qua cac
khop than kinh (synapses). Mdi gia tri tin hiéu dau vao dugc dinh kém véi mot gia tri
trong sé twong ung, ky hiéu 1a w;, thé hién tam quan trong cua gia tri dau vao do tai
n(t neuron, so v&i c&c gia tri dau vao khac. Cac trong s6 quyét dinh tin hiéu dau vao
nao khong quan trong - tin hiéu nao dwgc truyén di va tin hiéu ndo khéng. Trong s6
la c4c gié tri rit quan trong dbi voi mang neuron nhan tao vi chiing cho phép céc
mang “hoc hoi” tim quan trong cua cac dic trung ctia mau dit liéu. Hinh 2.7 miéu ta
vi tri cua cac trong sé tuong ¢ing vai tirng gia tri dit liéu dau vao trong lién két voi

nat mang neuron.

weights

/
O

@ Neuron

Hinh 2.7. Minh hoea gia tri trong s6 twong ng véi cac gia tri
dau vao caa mgt neuron

Ham kich hoat (Activation function): Bén trong mdi té bao neuron, mang
may tinh s& lay tong tat ca gia tri dir liéu dau vao, kém véi trong sé tuong @ng véi
mdi gia tri d6. Sau d6, mdi mot nit mang neuron sé ap dung mot ham kich hoat 1én
trén gié tri tong trong sé (weighted sum) tinh toan dwgc. Ham kich hoat 1a mot ham
anh xa cac gié tri dau vao cua mot nit neuron véi dau ra trong tng. TAy thudc vao
két qua ciia ham duogc ap dung, neuron s& truyén tin hiéu hoic khéng truyén tin hiéu
dén nat mang ké tiép. Hau hét cac thuat toan hoc may déu c6 cau trac duoc miéu ta

& hinh 2.8, véi mot loat cac tin hiéu dau vao di kém gia tri trong sd, tong trong sb
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duoc 4p dung mot ham kich hoat (c6 thé 1a ReLU, Signmoid, hoic Tanh,..) va mét

tin hiéu dau ra & cudi mot neuron.

@ r,‘)(i: W;X;)
=1

Hinh 2.8. Ung dung ham kich hoat dbi véi
tong trong sb tai mdt nit mang neuron

Trong mang ANN dé xuat véi muc dich phan loai luu lugng mang Internet,
ham ReLU (Rectified Linear Units) dwgc lya chon dé 1am ham kich hoat trong cac
tang an (hidden layer). Him ReLU dugc si dung rong réi trong cac mé hinh huan
luyén hoc sau vi thuat toan chi bao gdom phép tinh don gian trong qua trinh tinh toén,
dong thoi 1am giam va khic phuc kha nang xay ra hién twong cac nit neuron bj vo
hiéu hda. Cong thirc cia ham ReLU duoc dién ta qua cong thirc (2.7):

R ={5 12, @)

Ngoai ham ReL.U, mét ham kich hoat khac thuong dugc sir dung ¢ 16p dau ra
dudi dang cac phép tinh xéac suat l1a Softmax, nham muc tiéu phan loai mau dir liéu
dén cac 16p luu lwong mang. Ham Softmax s& nhan gié tri dau vao dudi dang vec-to,
va tién hanh chuan hoa dudi dang xac suat nham du doan ty 16 mot mau di liéu lan
luot thudc vé céc 16p khac nhau, tir d6 phan loai mau vé 16p ¢ xac suit cao nhat.

Cong thirc ctia ham Softmax duoc biéu dién trong cong thirc (2.8):

e’
0(z)i=cx——,i=1.,Kandz = (z,...,2¢ ) (2.8)

j=1€"
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Nguyén tic hoat déng: Hoat dong cua mang neuron 1a mét hé théng phurc tap
c6 tinh phi tuyén tinh, md phong lai hoat dong caa hé théng than kinh con ngudi.
Trén thuc té, mang may tinh nhan tao cé ciu tric bao gdom su lién két cua nhitng gia
tri dir liéu dau vao, dau ra, va mot sb luong 16n céc té bao neuron than kinh dan xen.
Mic du mot mang may tinh c6 thé dugc diéu chinh dé thich nghi vai nhitng tap dir
liéu dau vao khac nhau, hoic phu thudc vao muc dich cua bai toan ung dung, cau tric
cua ching thuong bao gom I6p dit liéu dau vao, 16p dit liéu an va 16p dit liéu dau ra.
Hinh 2.9 khai quat héa méi quan hé cua dix liéu dau vao, trong s va dir lidu dau ra

trong mot 16p dit liéu an.

Hinh 2.9. C4u trdc cia mat 16p dix liéu an [23]

Trong hinh 2.9, 4; (1 < i < K) dai biéu cac gia tri di liéu dau vao, wy; (1 <
i <K;1<j<U)lanhing gia trj trong s, b; (1 < j < U) la gia tri d¢ léch twong
rng véi cac nut mang neuron, va y; (1 < j < U) la cac gia tri dau ra 1op dix liéu an
nay. Tong trong sd cua c4c gia tri dau vao tai mot neuron cd thé duoc miéu ta theo

cong thure sau:

K
i=1

Nhu vay tir ¢éng thac (2.7), véi mdi ham kich hoat £ tiy theo nhu cau cua
thuat toan, gia tri dir liéu dau ra caa mot nit mang neuron dugc lién hé trong cong
thac (2.10):

y; = f(m)) (2.10)
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2.3.3 Rarng ngdu nhién (RF — Random Forest)

Trong linh vuc hoc may, md hinh Ring ngau nhién Ia mot loai mo hinh phi
tham sb ¢6 thé duoc st dung cho ca bai toan hdi quy (regression) va bai toan phan
loai (classification). Chung Ia mét trong nhirng phuong phap hoc may tap hop
(ensemble learning) phé bién nhat, thuéc nhom phuwong phap déng gdi (Bagging
method).

Phuong phap tap hop lién quan dén viéc sir dung nhiéu thuit toan hoc (leaners)
dé nang cao hiéu suat cua bat ky md hinh nao trong sé d6 mot cach riéng lé. Cac
phuong phap nay cé thé dugc md ta nhu 1a ki thuat sa dung moét nhém nhitng md
hinh hoc yéu véi nhau (nhitng mé hinh hoc ma trong dé, chung chi dat dugc két qua
phan loai tot hon gia tri trung binh mét chit so véi viéc sir dung mot md hinh hoc
ngau nhién), dé tao ra mot mé hinh téng hop, manh mé hon. Trong truong hop nay,
md hinh Rung ngau nhién 1a sy két hop caa rat nhiéu mé hinh hoc Cay quyét dinh
(Decision Trees) dé ap dung vao cé4c bai toan phan loai hoic hoi quy.

Cay quyét dinh: Trong linh vuc hoc may, twong tu nhu Ring ngau nhién,
Cay quyét dinh 1a mot loai md hinh hoc phi tham sd, c¢é thé duoc sir dung cho ca bai
toan phan loai va hoi quy. Piéu nay cé nghia 1a Cay quyét dinh 1a md hinh hoc linh
hoat khong lam tang sé lwong tham sé caa chiing khi mé hinh thém nhiéu dic trung
hon (néu mé hinh dugc xay dung mot cach chinh xac) va tir 6 dua ra du doan phan
loai.

Muyc tiéu cua viéc sir dung Cay quyét dinh 13 tao ra mot mé hinh huan luyén
nham muc dich du doan nhan, 16p hoic gia tri cia mau dix liéu bang cach hoc cac quy
tic quyét dinh don gian duoc suy ra tir cac tap dit lidu trude d6 (dix liéu huan luyén).
Trong mé hinh Cay quyét dinh, dé du doan nhan hoic 16p cho mot mau dix liéu, md
hinh bat dau tir goc (root) cua cay. Thuat todn huan luyén so sanh céc gid tri cua dic
trung tai gbc cua mo hinh véi cac dic trung ctiia ban ghi. Dya trén co so ctia phép so
sanh, md hinh phan nhanh cho mau tuong (ng voi gié tri d6 va nhay dén nat (node)
tiép theo. Hinh 2.10 miéu ta qua trinh phan nhanh dya trén dic trung cua mot diém

dir liéu tai cac nat khac nhau.
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ROOT Node

- —y Branch/ Sub-Tree
7 i

Splitting

‘ Decision Node

A’ Decision Node J

’ Terminal Node

{ Terminal Node ‘ ‘ Decision Node 1 ‘ Terminal Node

"B c

Terminal Node ]

[ Terminal Node 1

Hinh 2.10. Phan nhanh cho 1 diém dir liéu
tai cac nGt ciaa md hinh Cay quyét dinh

Dua trén hinh 2.10, nhitng diém can luu ¥ trong mé hinh Cay quyét dinh bao
gom:

Nt géc (Root node): dai dién cho toan bo tap hodc mau dir liéu (vi du nhu tap
huan luyén), tir d6 tiép tuc dwoc chia thanh hai hodc nhiéu tap hop dong nhat.

NGt quyét dinh (Decision node): Khi mét ndt con tach thanh cac nut con thap
hon, thi n6 dugc goi 1a nit quyét dinh.

NuUt lIa (Leaf/Terminal Node): Cac nut khong phan chia dugc goi la nat La.

Phan nhanh (Splitting): qua trinh phan chia mot diém nat thanh hai hoac
nhiéu nat con.

Cit tia (Pruning): Khi mé hinh loai bé cac nat con caa mot nat quyét dinh,
qua trinh nay ddi nguoc vai qué trinh phan nhanh.

Nhanh/Cay phu (Branch/Sub-Tree): Mot tap phu thudc cua toan b cay dugc
goi la nhanh hoac cay con.

Cay quyét dinh phan loai cac mau dix liéu bang céch sip xép ching theo chiéu
tir gdc dén céc s nut 14, trong d6 nat 14 1a diém phan loai nhan caa mau dit liéu. Moi
nGt trong mod hinh hoat dong nhu mot diém thir nghiém cho cac dic trung cia mau,
va cir mdi mot nit quyét dinh phan nhanh xubng cac nit con s& tuong tng Véi qué

trinh phan loai c6 thé c6 cho diém thi nghiém cua mau dit liéu d6. Tuy thude vao do
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phtic tap cua tap dir liéu huan luyén, sb luong cac dic trung cia mau di liéu, va tai
nguyeén tinh todn kha dung, do sdu ciia mé hinh cay quyét dinh ciing dong mot vai trd
quan trong trong qua trinh thiét 1ap thuat toén.

Nguyén tac hoat dong cia Cay quyét dinh: Thuat toan quyét dinh trong
chién lugc phan chia cia md hinh anh huéng rt nhiéu dén d6 chinh xac cua Cay
quyét dinh. Cac thuat toan quyét dinh khac nhau duoc &p dung tdy thudc theo mod
hinh cay phan loai va cay hdi quy.

M6 hinh cay quyét dinh sir dung nhiéu thuat toan khac nhau dé quyét dinh
phan nhanh maot nat thanh hai hoic nhiéu nit con. Viéc tao ra cac nit con 1am ting
tinh dong nhat cua cac ndt con & cac nhanh thap hon. Noi cach khac, ching ta c6 thé
noi rang do tinh khiét cia nut ting 1én twong Gtng véi mau dir lieu. Cay quyét dinh
phan chia c&c nut trén tat ca cac mau dit liéu c6 san trong tap huan luyeén, tir d6 lya
chon nhanh c6 su phan tach dan dén cac nat con cé sy dong nhét cao nhit.

M6t trong nhitng mé hinh cay quyét dinh tiéu biéu la ID3. Thuat toan ID3 xay
dung cdy quyét dinh bang cach st dung céch tiép can tim kiém tham lam (greedy
search) tir gé¢ xudng cac nat con thdng qua cac nhanh cay ma khdng ap dung thuat
toan quay lui (backtracking). Thuat toan tham lam lu6n dua ra lua chon c6 veé la tét
nhat & n(t con tai thoi diém d6. Hinh 2.11 thé hién so d6 khdi cac budc thuc hign cia
thuat toan I1D3.

Decision 1
ATtribute with Highe
infarmation gain
aiven A
Decision 2
tribute with Highes o
Information Gain Decision 1
Decision 1

Attribute with highe
infarmation gain
qiven C

R Decision 2

Hinh 2.11. Qua trinh dwa ra quyét dinh cia md hinh 1D3
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e Thuat toan bat dau véi tap dir liéu huan luyén S tai nat goc.

e Trong mdi vong lap cua thuat toan, mé hinh s& kiém tra va chon ra céc
dac trung chua dugc sir dung trong tap S va tinh toan gia tri Entropy H
va B¢ lgi thong tin IG cua dac trung do.

e Mb hinh lya chon dic trung c6 gia tri Entropy nhé nhat hoic c6 d6 loi
thong tin 16n nhat. Tir @6, phan chia tap S thanh céc tap dir liéu con dwa
trén dac trung do.

e Thuat toan tiép tuc phan loai tap dit liéu thanh cac tap con nho hon dya
trén cac dac trung chua duoc luya chon.

Néu tap dit liéu huan luyén bao gdm N dic trung thi viéc quyét dinh thudc tinh
nao dé dat ¢ goc hoic & cac cap khac nhau cia mé hinh cay tai cac nat phu thugc 1a
mét quy trinh phuc tap. Do d6, mé hinh giai quyét van dé lya chon dic trung dua trén
cac gia tri tiéu chi khiac nhau nhu Entropy, do lgi thong tin, Gini index,...Mdi dic
trung déu s& duoc tinh toan cho ting tiéu chi nay, tir d6 sap xép dit vi tri caa cac dic
trung trong cdy dua trén thir ty két qua tinh toan. Ngoai ra, néu khong dat ra gidi han
cho thuat toan cay quyét dinh, do sau cua cdy quyét dinh trong qua trinh phan nhéanh
giita cac dic trung sé tiép tuc tién hanh cho dén khi dat dwoc nhanh co két qua phan
loai théng nhit gitra cac dic trung. Diéu ndy sé& tao ra ap lyc rat 16n dén tai nguyén
tinh toan ciing nhu do phuc tap cua thuat toan. Vi vay, do sau cua cay quyét dinh
cling can dwoc can nhac trong qua trinh thiét ké mé hinh.

Entropy: Entropy la thdng sé dai dién cho tinh ngau nhién cia dic trung dang
dugc phan tich va xu ly. Gia tri caa Entropy cang cao thi cang kho rat ra két luan tir
dic trung d6 va nguoc lai, gi4 tri Entropy thip mang lai tinh khing dinh chic chén
vé quyét dinh phan nhém dit liéu cia dic trung. Hinh 2.12 minh hoa gia tri Entropy

theo ty I& xé4c sut cua dic trung phan loai dit liéu.
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Hinh 2.12. Gia tri Entropy
Tur hinh 2.12 trén, entropy H(X) bang 0 khi xéac suat c6 gia tri 1a 0 hoac 1.
Entropy cham méc cuc dai khi x&c suat 1a 0,5, vi gia tri nay phan anh tinh ngau nhién
trong tap dir liéu va rat kho dé phan chia tap di lidu dua trén dic trung nay. Tir do,
md hinh 1D3 tuan theo quy tic nhanh cay c6 entropy bang 0 la nat 14, va nhanh cay
c6 entropy 16n hon 0 can dwoc phan nhanh thém. Cong thirc Entropy cho mét va

nhiéu dic trung khac nhau dwgc miéu ta nhu sau:

E(S) = ) ~pilog, () (311)
E(S,X) = ) POE), (3.12)

trong do, S la trang thai hién tai cua dac trung, X 1a dac trung duoc chon, E la
dai gia trj entropy cua dic trung d0, va c¢ 1 tong tat ca cac lua chon con c6 trong dic
trung X.

Do lgi thong tin: mot dai luong théng ké nham do lwdong kha nang phan tach
tap dir liéu caa mot dic trung nhit dinh twong @ng véi cac nhadn phan loai c6 trong
tap dir liéu d6. Qua trinh x4y dung md hinh cay quyét dinh chii yéu xoay quanh qué
trinh lya chon cac dic trung mang do loi théng tin I6n nhat va entropy nho nhat. Vé
co ban, gié tri do loi thdng tin 1a sy khac biét vé gia tri Entropy trudc va sau khi tap
dir liéu huan luyén duoc phan chia dwa trén dic trung dang phan tich. Vé mat toan

hoc, cong thire tinh do loi théng tin c6 thé duoc khai quat hoa nhu sau:
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K
IG(S) = E(before) — Z E(j,after), (2.13)
j=1

trong d6, E(before) va E(after) la gia tri Entropy cua tap di liéu trudc va
sau khi phan chia thanh céc tap dit liéu con dua trén dic trung hién tai, k 1a s6 luong
tap dir liéu con tao ra dugc sau qua trinh phan chia.

Hinh 2.13 miéu ta kha nang phan chia tap dir liéu vdi 2 gia tri do lgi théng tin
khéc nhau.

low high
information information
gain gain

HOEE

Hinh 2.13: Phan chia tap dir liéu dwa trén gia tri do lgi thong tin

Chi s6 Gini (Gini index): Chi sé Gini 1a mot ham gia tri duoc st dung dé
danh gia sy phan chia trong tap dit liéu. Gia tri nay duoc tinh bang cach lay mot trir
di tong binh phuong cac xac suat cia mdi 16p, duwoc miéu ta trong cong thic (2.14).
Nguoc lai vai gia tri d6 loi thdng tin ma tai d6 qua trinh phan chia tap di liéu thuong
dugc phan thanh cac nhom dir liéu nho mang tinh phan biét cao, chi sé Gini thuong
dung dé phan chia cac tap dit liéu thanh cac nhém 16n va dé duoc eng dung trong cac

mo hinh phén loai hon.
c
Gini =1 — Z(pi)z, (2.14)
i=1

Dua trén cong thic (3.14), gié tri chi s6 Gini cao ddng nghia véi tinh khong
ddng nhat giira cac mau dir liéu cao hon. Tir d6, tién hanh phan loai tap dix liéu thanh

2 nhom dua trén phép phan loai nhi phan.
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Nguyén tic hoat dong cia Rirng ngiu nhién: Sy khéc biét chinh gitta md
hinh huan luyén cay quyét dinh va mé hinh rirng ngau nhién 1a viéc thiét lap cac nat
g4c va cac nat quyét dinh duoc thuc hién ngiu nhién trong nhitng thuat toan sau. Mo
hinh rimg ngau nhién sir dung phuong phap déng goi (bagging) dé tao ra cac phép du
doan can thiét.

Qua trinh thuc hién phuong phap déng goi bao gém viéc sir dung céc tap dir
liéu khéc nhau (di liéu huan luyén) thay vi chi &p dung mot tap huan luyén duy nhat.
Tap dit liéu huan luyén bao gom cac mau dir liéu va cac dic trung twong (mg dugc
sir dung dé dua ra dy doan. Cac mo hinh cay quyét dinh khéc nhau tao ra cac két qua
phan loai nhin dau ra khac nhau, tiy thudc vao dit liéu huan luyén duoc cung cp tai
dau vao cua thuat toan rimg ngau nhién. Hinh 2.14 miéu ta don gian qua trinh dua ra
két qua phan loai dya trén ng dung md hinh huan luyén ring ngau nhién.

Cac két qua dau ra nay s& duoc xép hang, va két qua cao nhat s& dugc chon
lam két qua phan loai dau ra cudi cing. Viéc lua chon két qua du doan cudi cung tuan
theo nguyén tac da sb. Do d6, két qua phan loai duoc lya chon béi s6 lwong Ién céc
cay quyét dinh s& tré thanh két qua dau ra cudi cung caa mé hinh rirng ngau nhién.
NOGi céch khac, viéc tang sd lugng cay quyét dinh trong viéc thiét ké mé hinh ring
ngiu nhién gia ting d6 chinh xéac trong qua trinh phan loai két qua dit liéu dau ra.
Ngoai ra, mé hinh rirng ngau nhién ciing dat hiéu qua cao hon trong viéc dua ra du
doan ma khong can qua trinh tinh chinh siéu tham sb. Két qua phan loai ciing giai

quyét duoc hién twong qua khop hay gap trong md hinh cay huan luyén.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

MAJORITY VOTE TAKEN * FINAL PREDICTION MADE

Hinh 3.14. So' @6 khdi qua trinh phan loai nhan cia md hinh Rirng ngiu nhién
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Chwong 3: PHAT TRIEN MO HINH

3.1. Tap dirliéu

Trong qua trinh &p dung cac md hinh hoc may, mét trong nhitng yéu t6 quan
trong nhat 1 lya chon tap dit liéu (dataset) pht hop theo diing muc dich dé tai. Viéc
phan tich va xt Iy co s& dix liéu cho phép 1am ré nhitng tinh chit dic thu caa ting di
liu, tir d6 dua ra nhitng phuong an, ky thuat xi 1y ciing nhu nhirng mo hinh hoc may
phu hop nham nang cao kha niang phan loai, dap tng yéu cau cua nha cung cap mang.

Trong nghién cuu nay, tap dix liéu VPN-nonVPN (ISCXVPN2016) s€ dugc su
dung cho qua trinh huan luyén va qua trinh kiém tra. Tap di liéu VPN-nonVPN
(ISCXVPN2016) dugc dé xuat bai [24]. Dit liéu duoc thu thap tir Pai hoc New
Brunswick ¢ Canada va duoc tao ra bang viéc tao 2 tai khoan ngudi dung dé st dung
cac dich vu nhu Skype, Facebook, v.v. Bang 3.1 thé hién céc loai luu luong va (ng
dung khac nhau trong tap dir liéu.

Bang 3.1: TOm tit caa tap dir liéu [24]

Loai luu lwong Chi tiét

Web Browsing Firefox va Ch

Email SMPTS, POP3S va IMAPS

Chat ICQ, AIM, Skype, Facebook va Hangouts

Streaming Vimeo va Youtube

File Transfer Skype, FTPS va SFTP

VolP Facebook, Skype va Hangouts voice calls
(trong 1 gio)

P2p uTorrent va Bittorrent

Ngoai ra, trong tap dir liéu nay, cac loai luu luong da thu tap con dugc chia
thanh 2 loai: dugc ma hod boi VPN va khong dugc mé hoa bai VPN. Nhu vay, Véi
mdi truong hop trén, ta s& ¢d 7 loai luu luong duoc thu thap. Vi vay, tap dit liéu s&
duogc chia thanh 2 bdi canh dé tién hanh thi nghiém. Nhiing dic trung st dung trong

tap dir liéu s& duoc miéu ta cy thé trong muc 3.2.3.
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3.2 M6 hinh phan loai lwu lwgng
3.2.1 Xay dwng mo hinh

Dua trén md hinh trong [17], md hinh phan loai luu lwong Internet cé thé duoc
khai quat héa nhu sau:

Nhap tap dir liéu géc ISCXVPN2016: Trong dé tai nay, 7 loai luu luong
Internet dwoC miéu ta va gan nhan twong ang nham phuc vu muc tiéu phan loai luu
luong Internet.

Tién xir ly tap dir liéu: Tai budc ndy, cac gi tri trong mau dix liéu dugc chuan
hoa, ¢éng thoi nhan dan vé 16p luu lwong mang ciing dugc ma héa nham chuan bi
cho cac budc huan luyén va phan loai ké tiép trong cac mé hinh huan luyén.

Sap xép mau dir liéu va dic trung twong wng tir tap dir liéu: Trong dé tai
nay, nhitng dic trung cu thé trong mdi mau dit liéu chaa cac thdng tin khac nhau duoc
str dung nham phan loai luu lwong Internet. Téng hop toan b cac dic trung c6 trong
tap dir liéu, bao gom tén va dinh nghia cua ching duoc mé ta trong muc 3.2.3.

Phan chia tap huin luyén va tap kiém tra: Tu tap dir liéu ISCXVPN2016
trén, tap huan luyén va tap kiém tra dugc phan chia mot cach ngau nhién lam dix liéu
dau vao nham dam bao két qua dyu doan ciia md hinh phan loai mang day du tinh
khach quan. Dé dy doan nhan cho cac 16p luu lwong mang tai dau ra, bo di liéu huan
luyén duoc cung cap 1am dir lidu dau vao cho mé hinh huan luyén. Ty Ié phan chia
cu thé gitra tip huan luyén va tap kiém tra va phuong an phan chia s& duoc miéu ta
thém trong muc 3.2.4.

Ap dung md hinh phan loai: &p dung nhitng mé hinh huan luyén bao gom
KNN, ANN, va RF dé dy doan cac nhin trong tap kiém tra. Nguyén tac hoat dong,
cdng thuc va nhitng budc &p dung cu thé caa nhitng mé hinh huan luyén cho quy
trinh phan loai duoc miéu ta cu thé hon trong nhitng muc ké tiép.

So sanh két qua/Tinh toan d6 chinh xac: bang nhitng théng sé nhu
Accuracy, Precision, Recall, F1 score...

So d6 khdi tong quan cua md hinh phan loai Iuu luong Internet dugc biéu dién
bang hinh 3.1.



34

Tap dir lidu Tién xiz 1y Sap xép cdc mau
. - . —_— . s — - =
(ISCXVPN2016) tap dir liéu va dic trung
firong ung
Phan chia

%0 sdnh két
qua/Tinh todn | e———
dd chinh xéc

Ap dyung md hinh tip hudn luyén
phin loai va
tap kiém tra

Hinh 3.1. So 6 khéi md hinh phan loai luu hrong Internet

3.2.2 Tién xa ly dir ligu

Chuén hda Téi da — Toi thiéu: Dya trén ban chat cua tap dit liéu vén chira
rat nhiéu cac dic trung khac nhau véi tong cong 23 dic trung cu thé, mdi diac trung
lai chira cac gié tri trong pham vi khac nhau, dé tai quyét dinh chuan héa cac trudng
dit liéu khac nhau vé pham vi gia tri chuan [0,1]. Trong &ng dung cu thé cho qua trinh
tién xir ly dit lidu, bién scaler duoc dung dé thiét 1ap chuan hoa téi da — toi thiéu
MinMaxScaler. Bién scaler sau d6 dugc dung dé ap dung chung qué trinh chuan hoa

cho ca tap huan luyén va tap kiém tra.

scaler = MinMaxScaler()
X_train = scaler.fit_transform(X_train)

X_test = scaler.transform(X_test)

Qua trinh chuan hoéa t6i da — tdi thiéu trong tap dir liéu nay dwoc thuc hién
nham 1am budc chan bi cho qua trinh huan luyén cho cac mé hinh hoc may & cac
bude sau, dong thoi 1am giam d6 phuc tap trong qua trinh tinh toan.

M4 hda nhan: Tuong ty, nham hudng dén muc tiéu giam tai khdi lugng tinh
toan va phan loai cac nhan nhdm mang Internet cac nhan phéan loai duwgc ma hoa dua

trén bién encoder trong qua trinh ap dung tién xu ly dit liéu. Bién encoder s& mé hoa
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nhan dan cac 16p luu lugng mang, hd trg qua trinh xir ly dit liéu tai budc phan loai

mau dir liéu duoc nhanh chong hon, giam tai thoi gian tinh toan 1én mé hinh.

# encode the class name as int 64 for training
encoder = LabelEncoder()

encoder.fit(Y)

Y = encoder.transform(Y)

Két qua ma hoa twong wng cho ting 16p lwu lwong mang dwoc miéu ta trong
bang 3.2.

Bang 3.2. Ma hoa nhan céc lép lwu lwgng mang Internet

Gia tri ma hoa
Luu lwgng Internet
tuwong ung
VolP 0
Web Browsing 1
File transfer 2
P2P 3
Chat 4
Streaming 5
Email 6

3.2.3 Md4u di¥ ligu va diic truwng twong ing

Nhu da dé cap so bo tai muc 3.1, tap dit lieu ISCXVPN2016 bao géom cac mau
dir liéu ghi nhan tir 7 16p luu luong mang Internet khac nhau. M&i mot mau dir ligu
duoc miéu ta 8 loai dac trung chinh, bao gém fiat, biat, flowiat, active, idle, fo_psec
va fp_psec. Trong do6 cac dac trung fiat, biat, flowiat, active va idle dugc miéu ta cu
thé hon bang 4 théng s6 nhu gia tri trung binh (mean), gia tri nho nhat (min), gia tri
I6n nhat (max) va do léch chuan (standard deviation). Tong hop 23 dic trung cua tap

dit liéu dugc tom tat trong bang 3.3.
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Bang 3.3. Tong hop nhom 23 dic trung caa tap dir ligu ISCXVPN2016

Ddc trung

Miéu ta

duration khoang thoi gian luu luong
fiat_mean Gia tri trung binh thoi gian gitra hai gbi duoc guri theo hudng di
fiat_max Gia tri 16n nhat thoi gian gitra hai géi dugc gui theo hudng di
fiat_min Gia tri nho nhat thoi gian gitra hai goi dugc gui theo hudng di
i Gia tri do léch chuan thoi gian gitra hai goi duoc gii theo hudng
fiat_std di
biat_mean Giatri tryng binh thoi gian gitra hai géi duoc gui theo hudng
nguoc ve
biat_max Giatri Iczn nhat thoi gian gitra hai goi duogc gui theo huong
nguoc Ve
biat min Gia tri nho nhat thoi gian gitra hai goi dugc gui theo hudng
- nguoc Ve
biat std Giatri do léch chuan thoi gian gitra hai géi dugc gui theo hudng
- nguoc Ve
flowiat mean Glg tri ,trung binh thoi gian gitra hai go6i dugc gui theo mét trong
- hai hudng
flowiat max Glg tri ,Ion nhat thoi gian gitra hai goi duoc gui theo mot trong
- hai hudng
flowiat min Glg tri ,nho nhat thoi gian gitra hai goi duoc guri theo mét trong
- hai hudng
flowiat_std Giatri dg Iegh chuan thoi gian gitra hai géi dugc gui theo mot
trong hai hudng
. Gia tri trung binh khoang thoi gian luu lugng hoat dong trudc
active_mean CC o
- khi ngung hoat dong
. Gia tri I6n nhat khoang thoi gian Iuu lugng hoat dong trudce khi
active_max . .
- ngung hoat dong
. . Gia tri nhé nhat khoang thoi gian luu luong hoat dong trudc khi
active_min . .
- ngung hoat dong
i Gia tri do léch chuan khoang thoi gian luu lugng hoat dong
active_std . ST A
- trude khi ngung hoat dong
: Gié tri trung binh khoang thoi gian luong khéng hoat dong trudc
idle_mean A A :
- khi bat dau hoat dong lai
idle max Gia tri [on nhat khoang thoi gian luong khdng hoat dong trudc
- khi bat dau hoat dong lai
idle min Gia tri nho nhat khoang thoi gian luong khong hoat dong trudéc
- khi bat dau hoat dong lai
idle_std Gia tri d¢ léch chuan khoang thoi gian luong khong hoat dong
trde Khi bat dau hoat dong lai
fb_psec luu lugng byte trén mot gidy

fp_psec

luu lugng goi tin trén mot gidy




37

MJ3i mau dit liéu trong tap dit lieu ISCXVPN2016 déu sé hiru 23 loai dic trung
miéu ta nhu trén. Twong tw, mdi mot 16p luu lwong mang bao gom nhiéu mau dit liéu
khac nhau va chung dugc st dung lam dit liéu dau vao cho cac md hinh huan luyén,
tr d6 cac mod hinh sé& phan tich cac dic trung cé trong mau dit liéu lam cin cir phan
loai cac 16p Iuu lwong mang khac nhau.

3.2.4 Dir ligu ddu vao — phan chia t@p hudn luyén va kiém tra

Dé danh gia hiéu suat caa mé hinh hoc may, thuat toan danh gia can st dung
cac mau dir liu khong tham gia vao trong qua trinh huan luyén. Néu khong, viéc
danh gia mo hinh s& khdng mang tinh khach quan va dé dan dén sai sot trong qué
trinh danh gia. Phuong phap don gian nhat I chia toan bo tap di liéu thanh hai tap
dir liéu bao gom tap huan luyén va tap kiém tra. Sau do, sir dung mot tap dit liéu dé
huan luyén mo hinh hoc may, va mot dé danh gia kha nang phan loai cua md hinh
dugc chon. Bay dugc goi la phuong phap gitr lai (hold-out method). Hinh 3.2 minh
hoa cac mau dir liéu dai dién c6 san trong tap dir liéu sau khi hoan thanh qué trinh sap
Xép cac mau dir liéu véi 23 dic trung dugc miéu ta nhu trén, twong wng Vai ting 16p

lwu lwong mang duoc ma héa trong khau tién xir ly dit liéu.

duration min_fiat min_biat max_fiat max_biat mean_fiat mean_biat ..  std_flowiat min_active mean_active max_active std_active min_idle mean_idle max_idle std_idle class1

0 14993462.0 00 0.0 8234860 854818.0 873.134288 287.914517 7050.781273 -10 00 10 0.000000 =10 00 -1.0 0.000000 b'BROWSING'

1 14463281.0 00 00 7423680 7423390 1321330258 312200951 6982.036846 10 00 1.0 0.000000 1.0 0.0 1.0 0.000000 BBROWSING'

2 14997099.0 10 00 5372010 5652320  1850.116210  344.855753 5560.260369 10 00 10 0.000000 1.0 00 10 0.000000 bBROWSING'

3 14999980.0 20 00 9540840 9540520 1796827863 382837498 9375.105249 10 0.0 1.0 0.000000 1.0 0.0 1.0 0.000000 b'BROWSING'

4 14989090.0 20 0.0 10146900 1016593.0 1668,792029 394.588556 9205461338  9578088.0 9578088.0 9578088.0 0.000000 1014624.0 1014624.0 1014624.0 0.000000 b'BROWSING'
8060 14997258.0 690 2030 211310 284750 19659.708661 19785300792 4198.398294 -10 00 1.0 0.000000 10 00 1.0 0.000000 bVOIP'
8961  400609.0 400609.0 200451.0 400609.0 200451.0 400609.000000 200451.000000 115497.999657 10 00 1.0 0.000000 1.0 0.0 1.0 0.000000 bVOIP'
8962 11257986.0 66.0 168.0 225830.0 63675.0 19960,968085 19753.841355 6399.053203 -1.0 0.0 -1.0 0.000000 -1.0 0.0 -1.0 0.000000 bVOIP
8963  4009751.0 1540  331.0 20051650 2004379.0 801903.800000 801930.800000 810535993475 20038740 20045180 20051620  910.752985 20034460 20039125 2004379.0  659.729869 bVOIP'
8064  8272911.0 62.0 1.0 1030079.0 1029669.0 459606.166667 288368.000000 360925668879 1002717.0 12136556 2003627.0 441785036352 10016160 10124224 1029669.0 14330336844 bVOIP'

8965 rows x 24 columns

Hinh 3.2. Mgt sé gi4 tri dai dién tir nhitng dic trung ciia mau trong tap dir liéu

X_train, X_test, y_train, y_test = train_test_split(X, Y, test_size = 0.2)

Trong qua trinh &p dung méd hinh hoc may, d¢é tai sir dung ty 1¢ 8:2 nham phan
chia tap di liéu huan luyén va tap kiém tra. Trong d6, X_train va X_test 1a tap hop
mau dir liéu lan luot c6 trong tap huan luyén va tap kiém tra. Ké tiép, y_trainvay_test

1a cac nhin dan twong (ng cho cac mau dit liéu trong 2 tap trén, trong d6 y_train s&
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duoc sir dung dé huan luyén mé hinh, va sau dé y_test s& duoc dung dé so sanh két
qua phan loai, tir 46 danh gia hiéu suat phan loai cua mé hinh.

Ty 1€ nay duoc ap dung sau khi tham khao ty I¢ phan chia tap dir liéu tir cac mé hinh
hoc may khac nhau trong qué trinh khao sat trong muc 1.3. Ngoai ra, ty 1é nay dam
bao d6 chénh léch gitra tap huan luyén va tap kiém tra khdng qué I6n, dam bao tinh
khach quan trong qué trinh phan loai va danh gia mo hinh huan luyén.

3.2.5 Diéu chinh siéu tham sé (Hyperparamters Tuning)

Trong qué trinh x&y dung nhitng mé hinh hoc may dugc miéu ta trén cdc muc
2.3.1, 2.3.2 va 2.3.3, viéc xac dinh gia tri nhitng tham sé va siéu tham s6 dong mot
vai trd hét sac quan trong cho cac md hinh twong ung. Vi du nhu viée xac dinh lya
chon phuong phép ciing nhu trong sé trong chi sé khoang céach thuoc mé hinh KNN,
hozc nhitng chi s6 nhu d6 loi thong tin va Entropy caa Rirng ngau nhién, v.v... Ngoai
viéc thac day qué trinh huan luyén cua cac mé hinh duoc dién ra nhanh chéng, viéc
xac dinh nhitng gia tri tham sé va siéu tham sé pht hop vai tap dir liéu trong ing voi
cac mo hinh khac nhau ciing gia ting hiéu suat phan loai. Trong d6, tham s6 1a mot
thanh phan cua mé hinh huan luyén, va gia tri caa chiing dugc tinh toan mot cach ty
dong bang viéc tham chiéu ¢ng véi cac mau dir lidu nhu cac vecto hd trg trong mo
hinh huan luyén may vecto hd trg.

Nguoc lai, siéu tham sé la nhiing gia tri c6 thé dugc thiét 1ap trudc nham cai
thién hiéu suat caa md hinh huan luyén, vi du nhu tdc d6 hoc (learning rate) cua mot
md hinh hoc sau. Nhirng gié tri siéu tham sb s& dinh hinh mot mé hinh huan luyén.
Pé xéac dinh dugc gia tri caa cac siéu tham sé nay, mo hinh can trai qua qua trinh diéu
chinh (tuning) vi nhiing gié tri Iy tuang Gng vai mot tap di liéu c6 thé khdng phu hop
Véi cac tap dir lieu khac. Trong cac phuong phéap diéu chinh siéu tham s thudc linh
vuc hoc may, nhitng phwong phap ndi tiéng nhat Ia tim kiém lu6i (Grid Search) va
tim kiém ngau nhién (Randomized Seach)

Tim Kiém lwéi: Phuong phap nay khao sét tat ca cac to hop siéu tham sb khéc
nhau xac dinh trong khong gian tim kiém. Piéu nay sé& tn mot luong dang ké tai

nguyén tinh toan va thuong tiéu tén thoi gian thuc thi cao khi khdng gian tim kiém
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c6 chiéu 16n hon tuong tng véi nhiéu siéu tham sb, dong thoi chira nhiéu té hop cac
gia tri siéu tham s6 khéac nhau. Tuy nhién phuong phap nay lai rat 1y tuong khi mo
hinh chi chira s6 luong nhé siéu tham sé va mot s6 hiru han (cb dinh) cac gi4 tri caa
chung. Bong thoi, tim kiém ludi dam bao cung cap to hop siéu tham sé tot nhat cho
md hinh huin luyén, nhat 1a khi qué trinh khao sat cac md hinh néi tiéng trong cuing

linh vue duogc thuc hién tét va cung cap cac gié tri pha hop cho cac siéu tham sd.

Q@ —0—0 90—

A e

Hinh 3.3. Khong gian tim kiém siéu tham sé - Tim kiém luwéi
Trong vi du diéu chinh siéu tham s6 bang 1 tap dit liéu nho tir sklearn, cac gia
tri siéu tham so dugc khai béo lan luot trong mang khong gian tim kiém
hyperparameter_space. Tiép theo d6, cac siéu tham sb s& duoc dwa vao ham
GridSearchCV nham tim kiém t6 hop gia tri cac siéu tham sb phu hop véi di liu
huan luyén. Hinh 3.4 b4o céo cac gia tri twong (ng vai ting siéu tham sé va két qua

do chinh xac tuong rng vai cac gia tri nay.

Defining 3-dimensional hyperparameter space as a Python dictionary
hyperparameter_space = {'max_depth": [2,3,4,6,8,10,12,15,20],
'min_samples_leaf": [1,2,4,6,8,10,20,30],

'min_samples_split" [1,2,3,4,5,6,8,10]}

from sklearn.model_selection import GridSearchCV
gs = GridSearchCV(dtclf, param_grid = hyperparameter_space,

scoring = "accuracy",
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n_jobs = -1, cv = 10, return_train_score = True)

Optimal hyperparameter combination: {'max_depth': 6, 'min_samples_leaf': 6, 'min_samples_split': 2}

Mean cross-validated training accuracy score: ©.7723544973544973
Test accuracy: 0.87
Execution time of Grid Search (in Seconds): 22.51905846595764

Hinh 3.4. Két qua cac gia tri siéu tham s6 khi 4p dung Tim kiém lwéi
Tim kiém ngau nhién: Tim kiém ngau nhién c6 x4c suat cao trong viéc tim ra
t6 hop siéu tham sé tdi uu trong cac két hop dugc chon ngiu nhién vai sb lan thi
nghiém céc t6 hop dugc dat ra truéc bang gid tri n_iter. Phuong phap nay rat hitu ich
dé tim t6 hop siéu tham sé pht hgp mot cach nhanh chéng va hiéu qua khi khong
gian tim kiém c6 sé chiéu nhiéu hon va chtra nhiéu té hop cac gia tri khac nhau. Tuy
nhién, trong nhiéu truong hop, t6 hop gia tri cua cac siéu tham sé tim ¢é thé khéng

phai 12 to hop toi wu nhét, vi né khéng qua thir nghiém hét tat ca cac to hop.

Search space

Random sample of
hyperparameter

combinations (size is
defined by n_iter)

Hinh 3.5. Khong gian tim kiém siéu tham sé - Tim kiém ngiu nhién

Twong tu voi vi du trén, khi &p dung qué trinh tim kiém ngau nhién cho cac
siéu tham sé véi tap hop cac gia tri trong chiéu khdng gian tim kiém giéng nhau, hinh

3.5 miéu ta két qua td hop khéc vai gié tri tir tim kiém ludi.

# Defining 3-dimensional hyperparameter space as a Python dictionary

hyperparameter_space = {'max_depth": [2,3,4,6,8,10,12,15,20],
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'min_samples_leaf": [1,2,4,6,8,10,20,30],

'min_samples_split" [1,2,3,4,5,6,8,10]}

from sklearn.model_selection import RandomizedSearchCV
rs = RandomizedSearchCV (dtclf, param_distributions = hyperparameter_space,
n_iter =10, scoring = "accuracy", random_state =0,

n_jobs =-1, cv = 10, return_train_score =True)

Optimal hyperparameter combination: {'min_samples_split': 8, 'min_samples_leaf': 6, 'max_depth':

Mean cross-validated training accuracy score: ©.7723544973544973
Test accuracy: 0.87
Execution time of Random Search (in Seconds): ©.5163977146148682

Hinh 3.6. Két qua céc gia tri siéu tham sé khi ap dung Tim kiém ngiu nhién

Tt nhitng phan tich trén, két hop voi do 16n cua tap dir lieu dé xuat

ISCXVPN2016 va cé4c siéu tham so quan trong dé cap trong cac mé hinh miéu ta

trong muc 2.3.1, 2.3.2 va 2.3.3, GridSearchCV s¢& la mot lya chon phu hop véi gidi

han va muc tiéu cua dé tai. Trong d6, muc tiéu cua dé tai 1a dé xuat cac md hinh hoc

may phu hop nham phan loai hiéu qua luu lugng mang Internet. Sé luong cac siéu

tham sb duoc khao sét trong cac muc 2.3 khé it, tai nguyén thu vién ciing nhu tinh

toan dii kha niang str dung ham GridSearchCV nham tim ra céc to hop gia tri siéu

tham sb pht hop nhat.
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3.2.6 K-Lan cdn (KNN — K-Nearest Neighbors)

Nhu d3 nhic dén trong muc 2.3.1, do dic thu caa quy tic binh chon da sd, chi
s6 k trong md hinh KNN cua dé tai chi gdm cac gia tri ¢, twong Gng véi k =
3,5,7,11, 21.

params = {'n_neighbors"; [3, 5, 7, 11, 21],
‘weights': ['uniform’, 'distance,
'metric": ['euclidean’, 'manhattan‘]}

gs = GridSearchCV(KNeighborsClassifier(), params, cv = 10, n_jobs = -1)

Trong d6, Khoang cach Manhattan dugc thé hién bang doan code python nhu

Sau.

def Manhattan_distance(pointl, point2):

return np.sum(np.absolute(pointl - point2))

Khoang cach Euclid do khoang cach duodng thang thyuc gitra hai diém trong

khong gian nhu sau.

def Euclidean_distance(pointl, point2):
return np.sgrt(np.sum((pointl - point2) ** 2))

Tuong tng véi khai niém trén, khi thiét ké chi sé cho md hinh huan luyén
KNN, chi s6 n_neighbors dugc khai bao dudi dang mang nham huan luyén va kiém
tra kha nang phan loai ctia m6 hinh vai c&c gia tri k khac nhau. Tuong tu, nhirng chi
s6 khac duoc sir dung dé phan loai trong md hinh KNN bao gém metric dai dién cho
chi s6 khoang cach va weights dai dién cho gia trj trong s6. Dya theo két qua mo
phong tir cong thirc s6 (2.6), dé tai dé xuat st mo hinh KNN dudi anh huong cua bo
phan loai trong s diém 1an can (weighted nearest neighbour classifier) nham ting

hiéu suat phan loai cua tap di liéu.

params = {'n_neighbors" [3, 5, 7, 11, 21],
'weights": ['uniform’, ‘distance’],
'metric": ['euclidean’, 'manhattan}

gs = GridSearchCV(KNeighborsClassifier(), params, cv = 10, n_jobs = -1)
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Nhu vay, trong gi4 tri chi sé khoang cach, mé hinh c6 thé &p dung 2 trudng
hop Euclidian hodc Manhattan. Tuong tu, chi s6 khoang cach ciing c6 nhirng lya chon
bao gdm Uniform hoic Distance dai dién cho 2 loai chi s6 khoang cach 1a chia déu
trong sb khoang cach cho cac mau dit liéu, hoic phan bd phu thudc vao khoang céach
gitra 2 mau dir liéu. Tir d6, thuat toan GridSearchCV sé nhap toan bo cac lya chon
nay va dé xut céc chi sé phi hop nhit cho thuat toan phan loai KNN nhim ap dung
cho bai toan phan loai. Két qua céc chi sé dugc &p dung trong mé hinh KNN duoc
lya chon bao gém s lwong mau so sanh k “n_neighbors”, chi sé khoang céch
“metric”, va trong s6 cua cac diém lan can “weights” tir két qua tra vé cua ham
GridSearchCV.

So d0 khéi: Quy trinh phan loai luu lugng Internet 4p dung cho mé hinh KNN

trong sé diém l1an can duoc miéu ta bang mo hinh so do khéi tai hinh 3.7.

Chon gid tri k,
chi s& khoang
cach va mau
kigm tra

X&p hang gié tri
khoéng cach va chon Ap dung trong s& dya Pua ra dy doédn
ra k gia tri trén khoang cach phéan loai nhin

lan cén nhat

Tinh khodng céch giira
mau kiém tra va tirng
mau huan luyén

Phan loai hét
méu kiém
tra?

Tinh todn céc chi s&
Accuracy, Precision,
Recall, F1 score...

Hinh 3.7. So @6 khéi md hinh phan loai KNN trong sé diém lan can
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3.2.7 Mang Neuron nhan tgo (ANN — Artificial Neural Networks)

Viéc xay dung thuat toan ANN s& dugc thuc hién qua viéc dan xép céi 16p
(layer) véi sb luong neuron tuong tng véi mdi 16p. V6i md hinh ANN, ta s&
huan luyén dua vao cac dic trung dau vao véi cac nhan twong tng. Goi X 1a
ma tran chia cac diém dix liéu huan luyén véi X = [x4, x5, ..., £y] € RV,
M3i mdi diém dit liéu twong tng 1a mdi cot x; va sb luong dic trung d twong
mg. Trong dé tai ndy, 23 dat trung duoc &p dung vi vay d sé co gia tri 1a 23.
Céc nhén tuong ng cua cac diém di liéu duoc biéu dién bang vector ¢ =
[41, %2, ., wy] € RN, D¢ xay dung mot hinh, thyc chat 1a viéc tim ranh
gidi 1a mot siéu mat phang c6 phuong trinh (3.1) véi vector hé s6 va b 1a s6

hang tu do bias.

fw(x) = wixy +wyxy + -+ wuxy +b =0 (3.1)

import numpy as np

def predict(w, X):

return np.sign(X.dot(w))

def perceptron(X, y, w_init):
while True:
pred = predict(w, X)
mis_idxs = np.where(np.equal(pred, y) == False)[0]
num_mis = mis_idxs.shape[0]
if num_mis == 0: # no more misclassified points

return w

# random pick one misclassified point
random_id = np.random.choice(mis_idxs, 1)[0]

# update w

w =w + y[random_id]*X[random_id]
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Ngoai ra, ham kich hoat dugc ap dung sau méi lép neuron véi muc dich ting
téc tbe dao ham gop phan ting téc do huan luyén va han ché van dé bbc hoi
gradient (vanishing gradient). Trong dé tai nay ham ReLU duogc &p dung
trong tat ca cac 16p neuron trong mé hinh. Ham tra vé 0 néu dau vao 1a am,
nhung d6i vé6i bat ky dau vao duong nao, nd s& tra vé gia tri d6 va duoc thé

hién ¢ hinh 3.8.

Ham kich hoat RelLU

—10.0 —-7.5 —5.0 —2.5 0.0 2.5 5.0 7.5

Hinh 3.8. Ham ReLU

import numpy as np

def Relu(z):
ifz>0:
return z
else:

return 0

Dé thyc hién quéa trinh phan loai, mé hinh xac suat can dugc thiét 1ap ung véi
mdi dau vao input x thi s& ¢ a,, thé hién xac suat dé input d6 roi vao 16p thir
n. Vi vay a,, s& c6 diéu kién can I tong gia tri ching bang mot. Bén canh do,
gia tri dau tra cua neuron z,, = w,l x s& ti 1& thuan vai xac xuat di liéu roi vao

l6p thir n.

Vi gid tri z,, 1a mot to hop tuyén tinh cua cac thanh phan cua vector dat trung

x. Tuy ham kich hoat duoc &p dung trong pham vi dé tai nay vi vay gia tri
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cua z,, 5& 6 gia tri 16n 0 va thuan lgi cho viéc dao ham. Viéc ap dung ham sé
kha vi va chic chin chuyén z, thanh céc gié tri duong dugc thuc hién bai
ham sb exp(z,) = e?». Bé dam bao tong cac x4c suat a,, bang mét, ching ta

cd thé ap dung cdng thie (3.2).

a, = exp(z,) vm=12,..,7 (3.2)

m=1€xXp (Zp)’
Va x4c suat a,, ching ta cd thé xem rang nhu cong thic (3.3)
p(yx = nlxy) = ay (33)

Ham s trén duoc goi 1a softmax function va dugc thé hién bang doan code
python nhu sau. Pau vao input 1a mot ma tran véi cac hang la céc vector z va

dau ra s& 1a mot ma tran véi mdi hang 1a gié tri xac suat a twong ung.

import numpy as np
def softmax(2):
e _Z=np.exp(2)
A=e Z/e Zsum(axis = 1, keepdims = True)

return A

Trong qué trinh &p dung md hinh ANN nham xay dung mang hoc sau, cac chi s6

Dense dai dién cho sb luong nit tai mot 16p mang an, activation dai dién cho ham

kich hoat duoc sir dung tai 16p twong ung, bao gom hai gia tri 1a ‘relu’ va ‘softmax’.

M6 hinh huin luyén s& dugc xay dung dua trén cac chi sé sau, tir d6 ap dung tap huan

luyén 1am dix liéu dau va tién hanh huan luyén. Sau d6, mé hinh s& ap dung nhom di

lieu kiém tra, tir d6 tién hanh phan loai va so sanh két qua dau ra nham danh gia kha

nang phan loai cia mo hinh.
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#Define model

model = Sequential()

model.add(Dense(1024, input_shape=input_shape, activation = 'relu’))
model.add(Dense(512, activation = 'relu’))

model.add(Dense(256, activation = 'relu’))

model.add(Dense(256, activation = 'relu’))

model.add(Dense(128, activation = 'relu’))

model.add(Dense(64, activation = 'relu’))

model.add(Dense(num_classes, activation = 'softmax’))

So @6 khéi: Cau truc cia mé hinh huan luyén ANN dung dé phan loai luu

luong Internet dugc miéu ta bang mé hinh so db tai hinh 3.9.
Hidden Layers

Input Layer

Input 1 Output Layer

Input 2

Output

Input 3 —>

Input 4

Hinh 3.9. C4u trdc mé hinh mang ANN dwoc 4p dung

3.2.8 Rarng ngdu nhién (RF - Random Forest):

Trong md hinh huan luyén rirng ngau nhién, nhu da miéu ta tai muc 2.3.3, két
qua phan loai caa cac mau kiém tra phu thudc vao két qua bau chon caa cac mé hinh
cay quyét dinh thanh phan tdn tai trong qua trinh thiét ké mé hinh rirng ngau nhién.
Két hop voi vi du vé qué trinh 4p dung phuong phap diéu chinh siéu tham s6 sir dung
ham GridSearchCV, trong khi xay dung mé hinh huan luyén, diéu dau tién 12 tién
hanh khai bao mé hinh RandomForestClassifier() va cac chi s tinh toan cho qua

trinh phan nhanh cua cac cay quyét dinh thanh phan véi bién param_grid.
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Trong qua trinh thiét ké mé hinh nhanh cay quyét dinh, chi sé max_depth dai
dién cho do sau toi da ma mot mé hinh cay quyét dinh ¢ thé phan nhanh dén. Cac
chi s6 max_features va criterion 1a cac phép tinh dai dién lam cin cr dé tién hanh
phé&n chia tap dir liéu dua trén dac trung dang dugc danh gia. Tu do, thuat toan
GridSearchCV sg tién hanh lan luot thir nghiém cac chi sé nay tir d6 dé xuat lra chon
phu hop nhét cho bai toan phan loai. Y nghia cua cac chi sé trén duoc giai thich trong
muc 2.3.3.

model = RandomForestClassifier()

param_grid = {'max_depth": [40,50,60],
'n_estimators': [90,100],
'max_features": ['auto’,'log2,
‘criterion’; ['gini','entropy']}

GR = GridSearchCV(estimator = model, param_grid = param_grid, scoring = 'accuracy’, cv = 6)

Véi viéc str dung ham GridSearchCV, thuat toan s& ghi nhan mé hinh huan
luyén rirng ngau nhién va tién hanh diéu chinh cac siéu tham sb duoc khai bao tai
bién param_grid trong khong gian diéu chinh va tim ra cac gia trj siéu tham sb phu
hop nhat dua trén chi sb ‘accuracy’. Lay vi du diéu chinh siéu tham sé cho md hinh
rirng ngau nhién véi tap dir lieu NonVPN nhom thoi gian 15s, thuat toan s& khai bao

tap dir liéu muc tiéu va tién hanh diéu chinh cho phu hop.

dataset = arff.loadarff('TimeBasedFeatures-Dataset-15s-NO-VPN.arff')
df = pd.DataFrame(dataset[0])

Sau khi phan chia tap di liéu thanh 2 tap hop con Ia di liéu huan luyén va
kiém tra, md hinh s& tién hanh tim kiém luéi bang Iénh fit ¢é ghi nhan céc gia tri siéu
tham sé phu hop nhat cho tap huan luyén, tir d6 thiét ké mé hinh dya trén céc chi s6
tim duoc va phan loai mau dit liéu cho tap kiém tra .Trong d6, X_Train la cac mau
dit liéu cho tap huan luyén vay_train |a cac nhin dan tuong véi cac mau dit liéu huan

luyén.

X_train, X_test, y_train, y_test = train_test_split(X, Y, test_size = 0.3, random_state = 42)
GR.fit(X_train, y_train)
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Hinh 3.10 ghi nhan gi4 tri cac siéu tham s 1a két qua pht hop nhat trong tap
hop cac gia tri d& xuat, theo qué trinh tim kiém ludi. Theo d6, gia dinh sir dung mo
hinh rirng ngau nhién véi cac mé hinh cay quyét dinh thanh phan sir dung nhiing chi
sb trén, gia tri chinh xéac tham chiéu chéo trong tap dit liéu huan luyén cé thé 1én dén
93.8166%. Tung gié tri siéu tham sé cu thé duoc &p dung trong mé hinh cay quyét

dinh c6 thé duoc truy xuat dya vao 1énh GR.best_params_.

GR.fit(X_train, y_train)

GridSearchCV(cv=6, estimator=RandomForestClassifier(),
param_grid={'criterion': ['gini', 'entropy'],
'max_depth': [4@, 50, 60],
'max_features': ['auto', 'log2'],
'n_estimators': [90, 100]},
scoring='accuracy')

GR.best_score_

©.9381660521893993

GR.best_params_

{'criterion': ‘'entropy’,
‘max_depth': 4@,
‘max_features': 'log2',
'n_estimators': 1ee}

Hinh 3.10. Két qua qué trinh tim kiém lwéi cho gia tri siéu tham s6 - NonVPN — 15s

Duya vao két qua caa qué trinh diéu chinh theo phwong phap tim kiém ludi, khi
ap dung mé hinh rirng ngau nhién cho muc dich phan loai cho dit liéu NonVPN nhém
15s, cac md hinh cay quyét dinh thanh phan s& c6 s6 luong tdi da c6 thé dat duoc 1A
100. Trong mdi md hinh cay quyét dinh, d6 su phan nhanh téi da c6 thé c6 1a 40 ndt,
va thuat toan quyét dinh phan nhanh dya vao chi sé do loi thong tin Entropy va thuat
toan tinh toan sb luong dic trung dé phan nhéanh 1a logarithm bac 2. Hinh 3.11 minh
hoa so 6 phan nhanh cu thé ciia md hinh tht 1 trong 100 cay quyét dinh thanh phan
ap dung cho tap dir liéu trén khi ap dung lénh plot_tree. Vi @6 phuc tap cia moi mot
mo hinh cay quyét dinh Ia cuc ky 16n, do dé viéc sir dung phuong phap diéu chinh

siéu tham s6 tu dong tim kiém luéi c6 sw hd tro vo ciing 16n trong qua trinh phan loai.
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from sklearn import tree
tree.plot_tree(GR.best _estimator_.estimators [1])
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Hinh 3.11. Minh hoa mé hinh cay quyét dinh thir 1 trong mé hinh rirng ngiu nhién

Trong md hinh thiét ké pham vi dé tai nay, sau qua trinh thir nghiém cho ra két
qua kha quan nhat dong thoi tham khao tir cac bao céo néi tiéng cung linh vuc, s6
luong md hinh cay quyét dinh tbi da dugc dat trong mé hinh riing ngau nhién, tuong
g Voi C&c gid tri ton tai trong chi s n_estimator. Tuong ty, s6 luong ti da nit co
thé phan nhanh cia mot nhoém cay duoc khai bao bang bién max_depth. Bong thoi,
thuat toan danh gia chi tiéu phan nhanh truéc khi dua ra quyét dinh phan nhom di
liéu dua trén gia tri B9 lgi théng tin (g véi criterion va max_feature. Tur do, thuat
toan GridSearchCV lan luot 4p dung cac thdng sb duoc liét ké trong cac bién trén va
luan phién ap dung ching nham tim ra gia tri tbi vu nhét cho ting chi so, qua d6 ap
dung vao mé hinh Rirng Ngiu nhién dé giai quyét bai todn phan loai cho tung tap dix
licu khac nhau, bao gom tap di liéu Ién NonVPN va VPN véi cac nhom thoi gian
khac nhau bao gém 15,30,60 va 120s.

model = RandomForestClassifier()
param_grid = {'max_depth': [40,50,60],
'n_estimators': [90,100],
'max_features": ['auto’,'log21],
‘criterion’; ['gini','entropy']}
GR = GridSearchCV (estimator = model, param_grid = param_grid, scoring = 'accuracy’, cv = 6)




o1

So d6 khéi: Quy trinh phan loai luu lwrong Internet 4p dung cho mé hinh KNN

trong sé diém l1an can dwoc miéu ta bang mo hinh so do khéi tai hinh 3.12.

Ditu chinh gié tri siéu
tham 58 ‘max_depth’,
‘n_estimators'm’,
‘max_features’, va
‘criterion”

Phan chia tap di liéu
huén luyén thanh cac
tap con theo déc
treng khac nhau

Z ————

Tao mé hinh cdy hudn Phan nhénh céc md Thigt 13p mé hinh fr';a:;:i'r;a”uk':;; o
luyén cho tirng tdp di¥ [— hinh ciy dya trén cdc — phén loai cla tirng md da sc”ilvé et qu; a Pha? IO?LhEI
ligu con tuong (ng thudt toan quyét dinh hinh cay thanh phan e x s q N mau kigm

tdt cd cdc cay tra?

Tinh toén cdc chi s
Accuracy, Precision,
Recall, F1score...

Hinh 3.12. So' @6 khéi mé hinh phan loai RF rirng ngiu nhién
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Chwong 4 : KET QUA THU'C NGHIEM

4.1 Moi truomg thuc hién

MBoi trudng phan mém bao gom Phan mém Anaconda, Giao dién Iap trinh tng
dung (Application programming interface — API) hoc sau va APl hoc may cho ngdn
ngit lap trinh Python nhu Tensorflow, Keras va Scikit Learn. Anaconda la mét nén
tang ma nguon maé vé khoa hoc dit liéu trén Python va R thong dung nhat hién nay
v6i hon 11 tridu ngudi ding. Anaconda bao gom cac goéi thu vién Python quan trong
cho tinh toan khoa hoc (khoa hoc dir liéu, tng dung hoc may, xu ly di liéu quy mé
I6n, phan tich dy doan, v.v.), nham muc dich don gian héa viéc trién khai va quan ly
goi dir liéu.

Scikit-learning (trudc day la scikits.learnm hay con duoc goi la sklearn) 1a mot
thu vién may hoc phan mém mién phi cho ngdn ngix 1ap trinh Python. Scikit Learn
hd trg cac thuat toan phan loai, hdi quy va phan cum khac nhau bao gom may vec-to
hd tro, ring quyét dinh ngau nhién (Random Forest), Gredient boosting, K — trung
binh va DBSCAN, ddng thoi duoc thiét ké dé twong tac véi cac thu vién sé hoc va
khoa hoc cua Python nhu NumPy va SciPy.

Scikit-learning phan 16n dugc viét bang ngdn ngit Python va sir dung nhiéu
ham c6 trong thu vién NumPy, nham thuc hién cac phép toan mang va dai s tuyén
tinh mang hiéu suat cao. Mot sb thuat toan cdt 161 dugc viét bang Python dé cai thién
hiéu suat tinh toan. Ngoai ra, Scikit-learning tich hop tét véi nhiéu thu vién Python
khac, chang han nhu Matplotlib va plotly dé vé biéu d6, NumPy dé vec-to hda mang,

khung dir liéu Pandas, SciPy, va nhiéu thu vién hon nita.

4.2 Cac chi sé danh gia (Evaluation metrics)
4.2.1 Ma trgn nham lén (Confusion Matrix)

Trong linh vuc may hoc va cu thé 1a trong cac bai toan phan loai théng ké, ma
tran nham 13n, hay con duoc goi 1a ma tran 161, 14 mot ma tran thé hién bé cuc cu thé

cho phép ngudi dung hinh dung duoc hiéu suat phan loai cia mot thuat toan. Ma tran
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nham 1an thuong duoc sir dung cho cac md hinh Hoc ¢6 giam sét (trong mé hinh Hoc
khong giam sat thuong dugc goi 1a ma tran so khép). Mdi hang ciia ma tran dai dién
cho céc nhén thuc té (ground truth) ciia mau trong mét 16p, trong khi mai cot dai dién
cho cac két qua du doan (prediction) mau trong mot 16p, hodc nguoc lai. Cai tén ma
tran nham Ian bit ngudn tir thue té day 1a mot cong cu, hoic chi s6 lugng hoa dé danh
gia, giup ngudi dung d& dang nhan ra liéu thuat toan c6 su nham 1an trong qué trinh
phan loai mau giira hai 16p hay khdng. Ma tran nham 1an dwgc minh hoa bang hinh
4.1

Actual Values

Positive (1) Negative (0)

Positive (1) TP FP

Negative (0) FN TN

Predicted Values

Hinh 4.1. Ma tran hén loan
M6t ma tran hdn loan c6 bao gom 4 thong sé, trong do6 gia dinh mau kiém tra

thudc 16p P2P hoac khong thudc 16p P2P.

e TP (True Positive): Sé 1an du doan ding két qua 16p cuia mau khéop véi 1op
thuc té. Vi du nhu mau kiém tra thugc 16p P2P va md hinh dy doén chinh
xac mau thuoc 16p do.

e TN (True Negative): Sé 1an gian tiép du doan dang két qua 16p ctia mau.
Tir vi du trén, mau kiém tra khong thudc 16p P2P va mé hinh du doan

chinh x4c mau thudc cic 16p khac nhu Streaming hay Web Browsing.
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e FP (False Positive — Type 1 Error): S6 1an mé hinh dir doan sai léch, nghia
1a mau kiém tra thudc nhom Streaming nhung lai phan loai vao 16p P2P.
e FN (False Negative — Type 2 Error): S5 1an mé hinh dy doén sai 1éch gian

tiép, tirc 1a mau kiém tra thudc nhom P2P nhung lai phan vao cac 16p khac.

Dua trén cac thong so trén, nhiing chi s6 danh gié sau c6 thé dugc tinh toan nhu

DJ chinh xac Accuracy, Precision, Recall, F1 score, v v...

4.2.2 Cdc chi so dinh gid
Do chinh xac (Accuracy): 1a tong s6 1an mau kiém tra duoc phan loai dung 16p
ctia minh, dugc minh hoa bang céng thic sau:

TP+TN (4.1)
TP+ TN + FP + FN’

Trong truong hop tap dir liéu ¢ kich thudc gan bang nhau, do chinh xéac

Accuracy =

Accuracy c6 thé dugc s dung dé cung cap cho ching ta céc gia tri duoc phan loai
chinh xac. Tuy nhién, dé danh gia tong quan két qua phan loai cuia mé hinh, can cé
nhiing chi s6 khéc nham danh gia ca nhitng chi s6 cho nhitng két qua phan loai sai.

Precision: Chi sé danh gia khi mau kiém tra duoc phan loai thuoc vé mot 16p,
s6 lan thuc sy ma mau thudc vé 16p dé. Vi du trén tong sé 1an mau kiém tra dwoc
phan loai vé 16p P2P, chi sé Precision chi ra duoc ty 18 bao nhiéu mau that sy thudc
vé 1op do.

TP

P ision = ——— 4.2
recision = FP (4.2)

Trong truong hop s lwong mau trong cac 16p bi mat can bang, chi sé Precision
hd tro trong viéc danh gia mot cach chinh xac sb 1an mé hinh thuc sy du doan ding
nhan cua mau kiém tra.

Recall: théng s6 chi ra khi mau kiém tra thuc su thudc vé mot 16p, sé 1an mau

kiém tra duoc phan loai thudc vé 16p do trong nhitng lan du doan. Vi du nhu, khi ma
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mot mau kiém tra thuoc vé 1ép Web Browsing, chi s6 Recall tinh toan ty 18 sé lan hé
thng thuong xuyén phan loai mau kiém tra thuoc vé 16p do.
TP

R S — 4.3
ecall TP+ FN’ (4.3)

F1 score: Tong hop 2 chi sé Precision va Recall, mot md hinh ¢6 chi sé F-
score cao chi khi ca 2 chi sé Precision va Recall déu cao. Mot trong hai chi s6 nay
thip déu s& kéo diém Fl-score xubng. Trudng hop xau nhat khi 1 trong hai chi s6
Precison va Recall bang 0 s& kéo diém F-score vé 0. Trudng hop tét nhat khi ca diém
chi s6 déu dat gia tri bang 1, khi d6 diém F-score sé& & 1. Qua viéc st dung chi s6 F-
score, bai toan phan loai s& 1a mot thuéce do dang tin cay vé hiéu nang ctia mé hinh
trong céac bai toan phan loai, dic biét khi dix liéu vé mot 16p 16m hon gap nhiéu lan so

Vi dix liéu vé 16p con lai.

1 B 2 X Precision X Recall (4.4)
seore = Precision + Recall ’ '

4.3 Két qua dat dwoc
4.3.1 Miéu ta cdc béi canh thi nghiém

Nhu d3 miéu ta trong muc 3.1, tap dir liu ISCXVPN2016 bao gém 7 loai luu
luong khéac nhau, mat d6 phan bé cua ting 16p luu lwong duoc miéu ta trong hinh
4.2. Dya trén mat do phan b mau dix liéu khong ddng déu cua cac 1op, nhiing chi sé
dugc sir dung dé danh gia hiéu suat cia mo hinh dé& xuat s& 1a chi sé Accuracy,

Precision, Recall and F1 score.
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Hinh 4.2. Mat d phan bd miu dir liéu caa c4c 16p luu lwong Internet

Ngoai ra, trong tap dir liéu ISCXVPN2016, cé hai trudng hop khac nhau trong
tap dix liéu duoc st dung phuc vu cho muc dich nghién ctru 1a luu lwgng mang Internet
VPN va Non-VPN. Do d6, c6 2 béi canh thir nghiém dugc dé xuit, ky hiéu bang bdi
canh Al va A2. Trong bdi canh A, muc tiéu trude hét 1a phan loai 2 loai dix liéu VPN
va Non-VPN. Sau d6, trong mdi loai dir liéu, md hinh s& phan loai tung Iép trong 7
loai Iuvu lugng Internet khac nhau. Nhu vay, tong cong bdi canh A s& chia lam 2 budc
Al, phan loai dir licu VPN va NonVPN, va budc A2, phan loai 7 16p luu lwgng mang

Internet twong tng cua 2 loai dir liéu trén.



_ |; - _| F\Z _______ m
Scenario A |
| | | VPN YPN-Browsing |
| | I »| Classification .

| | | 7 Classes VPN.FT |
ffic VPN |
Netwl(:)lr:‘;irafﬁl. o _I_ | |
I Non-VPN | | |

| | I Non-VPN Browsing
P (Classification |
| | | 7 Classes T |
| L= __ _ |

Hinh 4.3. Mé hinh minh hea 2 béi canh thi nghiém Al va A2

Tuy nhién, tap dit liéu 2 truong hop trén bao gom ca di liéu dugc ghi nhan
trong céc khung thoi gian 1a 15, 30, 60 va 120s [21]. Dwa trén tinh chat nay, mé hinh
phan loai c6 thé tién hanh thuc hién cac phan tich dua trén dir liéu khung thoi gian
khéac nhau, ngoai phan tich dua trén nhirng 16p luu luong Internet. Tir do, cac thuat
toan KNN va ANN dugc 4p dung riéng biét theo ting bi canh va tirng tap dit liéu
dua trén cac khung thoi gian khac nhau, tir d6 tién hanh phan tich va so sanh nhiing
két qua dat duoc.

Ngoai ra, do tap dit liéu ISCXVPN2016 c6 cac nhin di duoc phan 16p cu thé,
phuong an huan luyén c6 thé duoc téi uu hoa bang viéc phuong phap hoc c6 giam
sat (supervised learning), phan chia nhém di liéu thanh 2 phan bao gom tap huan
luyén (training set) va tap kiém tra (test set). Trong d6, mé hinh huan luyén s& ghi
nhan cac dic trung va nhan cta tap huan luyén va tién hanh hoc tap cac dic trung cua
mau dir liéu. Tiép theo, md hinh s& tién hanh phan loai cac mau trong tap kiém tra,
tim kiém nhiing dic trung twong ddng véi cAc mau trong tap huan luyén, tir d6 dua
ra két qua phan loai du doan (predicted results) va so sanh két qua du doan trén véi
két qua nhan thyc té (actual hoic annotation labels).

Uu diém cuia phuong 4n huin luyén nay dua trén viéc cac nhan ciia mau dir
lidu trong tap kiém tra déu dd duoc phan 16p trude, gitp t6i wu héa hidu suit trong

qua trinh huén luyén mé hinh. Trong pham vi dé tai nay, dit liéu ISCXVPN2016 s&
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dugc chia thanh tap huan luyén va tap kiém tra theo ty 18 7:3, trong d6 tap huan luyén
chiém 7 phan mau di liéu, va tap kiém tra chiém 3 phan con lai. Ty 1é phan chia 2
tap di liéu nay dwoc lya chon dya trén viéc cac md hinh huan luyén trong tng dung
phan loai déu lya chon ty 18 sao cho sb lugng mau dix liéu huan luyén da nhiéu. Tuy
nhién, sb lugng mau trong tap kiém tra ciing phai d Ién dé tranh hién twong két qua

phan loai nhan dan c6 d6 1éch lon (bias).

4.3.2 Két qud thu dwgc — M6 hinh KNN

B&i canh Al: Trong budc phan loai ndy, muc tiéu caa mé hinh nham dén viéc
phan loai liéu cac 16p dit liéu dau vao co duoc ma hda VPN hoic khong, twong duong
v6i mot md hinh phan loai nhi phan. Tai bdi canh nay, tong cong c6 4 nhém dit liéu
dua theo khung thoi gian 15, 30, 60 va 120s. Trong hinh 4.4, nhitng gié tri Accuracy,

Precision, Recall va F1 score, dugc bao co va biéu dién dudi dang biéu do cot.
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Hinh 4.4. Biéu d6 chi s6 d4anh gia két qua phan loai bing KNN - Béi canh Al
Tir biéu dd trén, c6 thé thay duoc két qua phan loai ciia mé hinh KNN dat duoc
két qua tot nhat tai chudi dir liéu c6 thoi gian ghi nhan 15s. Trong d6, mo hinh ghi
nhan cac chi s6 danh gi lan lugt 1a Accuracy dat 84.86%, Precision dat 86% cho Iép
VPN va 84% cho 16p Non-VPN, Recall c6 mac 82% cho 16p VPN va 87% cho l6p
Non-VPN, cubi cung F1 score dat 84% lép VPN va 85% cho 16p Non-VPN. Céc chi
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s6 danh gia két qua phan loai thanh cdng mang chiéu huéng giam nhe 2-3% cho cac

muc khi chuyén qua céc tap dit liéu gia ting s thoi gian ghi nhan dix liéu 1én 30, 60

va 120s. Tiéu biéu nhu chi s6 do chinh x&c Accuracy, tir mic 84.86% giam xuéng
lan luot nhitng gia tri 82.58%, 82.02%, 82.44% cho céc goi dir liéu 30, 60 va 120s.
Bbi canh A2: Trong bdi canh A2, dit liéu mang Internet dwgc ma hda VPN va
khéng mé héa Non-VPN duogc phén loai thanh 7 16p Iuu lugng mang twong tng.

Biéu d6 so sanh chi sé phan loai cho tirng loai dir liéu mang duoc cung cap lan luot

trong hinh 4.5 va 4.6.
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Hinh 4.5. Biéu d6 chi sé danh gia khong mi héa Non-VPN
bang KNN - Bdi canh A2

Trong bdi canh A2 tap dit lieu khdng ma héa Non-VPN, chi sé Accuracy trung
binh caa cac nhom dit liéu déu cho két qua kha quan trén 80%. Chi sé Accuracy trung
binh cao nhat thudc vé tap dir liéu 15s 1a 87.81% va gia tri caa nhom dix liéu 120s 1a
88.29%. Tuy nhién, két qua khao sat do chinh xéac khi phan I6p mau kiém tra chi dao
dong & muac 60-70%. Céc chi s6 Precision va Recall ¢ sy dao dong nhe gitta cac tap
dir liéu cho két qua tét nhat. Vi du nhu chi sb Precision tét nhat thuoc vé nhom dix
liu 30s vai 73.86%, cao hon 10% so véi nhom 120s. Chi sé Recall caa nhém 120s
dat mac cao nhat 68.92%. Tuy nhién, két qua F1-score dai dién cho 2 chi sd trén dat
két qua cao nhat thudc tap dit liéu 15s véi mic 68.24%, trong khi chi s6 nay dat muc
66.86%, 61.82%, 64.97%, thuoc cac nhom dir liéu twong tng 30, 60 va 120s.
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Trong budc phan loai cac 16p dit liéu luu luong mang, 16p Email dat duoc két
qua phan loai chinh x&c gan nhu tuyét ddi cac chi s Precision, Recall, F1-score ¢
muc 95-98%. Két qua cua lép VolP va Chat xap xi dat mirc cao thir 2 qua cac goi dir
lieu thoi gian khac nhau, chi thap hon 16p Email khoang 5-10%. Lép dir liéu Web
Browsing cho két qua thap nhit ¢ tit ca cac chi sé va cac nhom di liéu, chi sb
Precision va Recall chi xoay quanh mirc 60%, dan dén két qua chi s F1-score & cac
nhom dir liéu ciing dat két qua thap, lan luot 12 68%, 67%, 62% va 65% cac nhom
15,30,60 va 120s.
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Hinh 4.6. Biéu d6 chi s6 danh gia ma héa VPN bang KNN - Béi canh A2
Tai tap dir liéu ma hoa VPN, chi s Accuracy trung binh caa cac nhom dir liéu
tuy déu trén 80%, nhung déu thap hon so véi nhém dit liéu Non-VPN, chi dat khoang
82-83%. Gia Accuracy trung binh cao nhat chi dat mac 83.28%, thap hon ca gia tri
Accuracy thap nhat 84.77% thuoc nhém 60s dir liéu Non-VPN. Céc chi s6 gia tri
trung binh caa Precision va Recall ciing c¢6 xu hudng giam ¢ toan b cdc nhoém dir
liéu thoi gian khac nhau, dao dong xung quanh muac 52-67%. Diéu nay dan dén két
qua F1-score ciing giam mot khoang 16n khi ma két qua trung binh F1-score cao nhat
thudc vé nhom 30s dat 63.09%, trong khi mac thap nhat thuéc nhdm 120s chi dat
muc 56.47%.
Trong nhdm cac 16p dir liéu luu lwgng mang, 16p Email mot 1an nira dat duoc

két qua phan loai chinh xac cao nhat. Két qua Recall va Precision cua cac 16p VolP,
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Chat, P2P va Streaming dao dong kh& nhiéu qua cac nhom dir liéu thoi gian khac
nhau, nhin chung dat két qua cao hon 80%. Lép dit liéu Web Browsing cho két qua
thip nhét ¢ tat ca cac chi s, dac biét tai nhém dix liéu 120s, chi sé Precision va Recall
chi dat mirc 61% va 53%, dan dén két qua chi s6 F1-score ciing chi dat mic 56% thap
nhét trong tat ca cac chi sb trong 14 16p phan loai luu lugng mang, ké ca loai dix liéu
mé& hoa VPN va khong ma hoa Non-VPN.

4.3.3 Két qud thu dwoc — M hinh ANN

Tuong ty véi md hinh KNN, mé hinh ANN ciing duoc danh gia qua 2 bdi canh
Al va A2 nham danh gia kha nang phan loai luu luong Internet.

Béi canh Al: Tai béi canh phan loai dit liéu khong dugc ma hda Non-VPN va
c6 ma hoa VPN, tong cong cd 4 nhdm dit liéu dua theo khung thai gian 15, 30, 60 va
120s. Két qua phan loai twong tu dugc bao cao dua trén 4 chi s6 Accuracy, Precision,
Recall va F1 score va ghi nhan trong biéu db hinh 4.7. Céac chi s6 danh gia kha ning
phan loai trong mdi khung thoi gian déu mang gia tri xap xi nhau, va cé chiéu huéng
tang dan theo khung thai gian ghi nhan dix liéu. Trong d6, gia tri cac chi s6 tai khung
thoi gian 15s dat 77.06%, 30s 1a 77.43% va dat dinh cao nhat tai khung thoi gian 60s
VGi gia tri 77.77%. Tuy nhién, khi gia ting gap doi khung thoi gian ghi nhan dix liéu,
c4c chi s6 danh gia co su suy giam nhe khi cac chi s Accuracy, Precision va Recall

dat con 76.17%, chi c6 chi s6 F1 score dat mac nhinh hon & khoang 76.38%.
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Hinh 4.7. Biéu d6 chi s6 danh gia két qua phan loai bang ANN - B6i canh Al

Ngoai 4 chi sb danh gia trén, md hinh ANN con duoc danh gia dua trén viec
phan tich d6 thi ham chinh x4c (Accuracy function) va d6 thi ham mat mét (Loss
function), biéu dién kha nang hoc qua s6 epoch ma mé hinh duoc huan luyén. Trong
dinh nghia hoc may ANN, epoch xac dinh thoi diém thuat toan huan luyén (learning
algorithm) d3 hoan tat viéc dua toan bo dir liéu huan luyén vao mé hinh huan luyén
mang may tinh mot lan. Dua trén biéu hién phan anh thong qua céc do thi Accuracy
function va Loss function, kha nang huan luyén cia mé hinh ANN ciing dugc danh
gia truc quan hon. Hinh 4.8 minh hoa 2 ham s6 trén caa khung thoi gian ghi nhan di

liéu 15s, trong d6 s6 epoch huan luyén md hinh Ia 200.

Trong mo hinh ham Chinh xéc, ty 1¢ phan loai ctia ca hai tap dix liéu huan luyén
va kiém tra déu khép véi nhau sau khoang thoi gian huan luyén 100 epoch. Sau do,
2 ham két qua bat dau phan ky va tao khoang cach 16n dan dén hét khoang thoi gian
huan luyén cudi 1a 200 epoch. Hién twong nay tham chi con dugc quan sat rd hon
trong d6 thi ham mat mat, trong d6 két qua tap kiém tra c6 bién d6 dao dong rat lon
bat dau tir epoch 100, tir d6 ham sd biéu dién cua 2 tap dir liéu phan ky manh dén
cudi thoi gian huan luyén. Tir d6, mé hinh huin luyén c6 thé dua ra du doan sai 1éch
trén két qua cua cac mau trong tap kiém tra, hay con dugc goi 1a mé hinh huan luyén

qua khép (overfitting). Hién tugng qua khép nd chi ra rang mo hinh nay thiéu kha
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ning tong quat héa khi c6 dir liéu méi duoc dua vao mé hinh hudn luyén. Néu mot
mo hinh khong thé tong quat hoa dit liéu méi, mo hinh d6 s& khong thé thyc hién bai

todn phan loai hoac du doan khop véi yéu cau ban dau ctia mo hinh.
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Hinh 4.8. P6 thi ham Chinh x4c va ham Mt mat
cia md hinh ANN - Khung 15s

Béi canh A2: Trong bdi canh A2, dit liéu mang Internet duoc ma héa VPN va
khdong ma hda Non-VPN dugc phéan loai thanh 7 16p luu lugng mang tuong tng. Hinh
4.9 béo céo két qua phan loai 7 16p luu luong khong ma hoa VPN bang mé hinh huan
luyén ANN. Trong ca 4 khung thoi gian ghi nhan dit liéu, chi s6 Precision luon dat
muc cao nhat, dao dong lan luot 1a 87.27%, 85.8%, 85.32% va 87.45% tuong Gng
véi khung 15s, 30s, 60s va 120s. Tréi lai, chi sé Recall lai ludn & muc thap nhat trong
tat ca cac truong hop, véi gié tri giam dén muc thap nhat trong khung 60s chi dat muc
76.34%. Chiéu hudng ddi nguoc cua 2 chi sé Precision va Recall tryc tiép anh huong
dén gié tri F1 score, khi ma trong khung 60s, gia tri F1 score giam manh chi con ¢
80.44%, thap hon kha nhiéu so véi cac khung thoi gian khéc, trong d6 2 khung thoi
gian 15s va 120s dat gia tri twong tw nhau lan luot & mic 86.16% va 86.11%. Tuy
nhién, nhin chung cac chi s6 danh gia trong nhom dir liéu khong ma héa VPN dit ¢

muc 6n dinh va dong déu cao.
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Hinh 4.9. Biéu dé chi sé danh gia két qua phan loai bang ANN
— béi canh A2 Non-VPN

Nguoc lai véi chiéu hudng d6 chinh xac c6 dau hiéu 6n dinh lai néu duoc ghi
nhan trong khung thoi gian dai hon 1 120s, céc chi s6 két qua phan loai tap dix liéu
ma héa VPN trén hinh 4.10 cho thy xu huéng giam manh theo thoi gian. Nném chi
s6 Accuracy va F1 score ¢ cac khung thoi gian khac nhau déu cé gié tri xap xi, diéu
nay chi ra rang kha ning phan loai luu lwgng cac nhom dir liéu c6 ma hda cua md
hinh ANN dat mtrc 46 6n dinh cao, nhung hiéu qua phan loai lai giam theo thoi gian
ghi nhan dit liéu.

0.8800

0.8600
0.8400

0.8200
0.8000
0.7800
0.7600
0.7400
0.7200
0.7000
0.6800
15s 30s 60s

120s

W Accuracy M Precision ™ Recall F1 score

Hinh 4.10. Biéu dé chi s6 danh gia két qua phan loai bang ANN —
béi canh A2 Non-VPN
V& mit hiéu qua, két qua cua 4 loai chi s & muc 120s giam manh con khoang
75% - 78%. Trong d6, chi sb Accuracy la 75.74%, Precision 1a 78.38%, Recall 1a

74.44% va F1 score 1a 76.29%, thap nhat trong tat ca cac tap di liéu du c6 ma hoa
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hay khong méd héa VPN. Trong db thi minh hoa ham sé chinh xac va mat mat, két
qua chi ra duwgc nhom dir liéu khdng ma héa VPN it bi anh hudng béi hién twong quéa
khép hon 14 nhém dir liéu ma hda VPN, minh hoa bai cac ham sé chinh xéac trong
nhom dir liéu khung thoi gian 15s hinh 4.11.
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Hinh 4.11. Ham sé chinh x&c cia 2 nhom dik liéu khong ma héa VPN

va c6 ma hoa VPN - Khung 15s

4.3.4 Két qud thu dwoc — M6 hinh RF

Tuong duong vai cac phép danh gia moé hinh KNN va mé hinh ANN, md hinh
Rung ngau nhién RF ciing duoc danh gia qua 2 bdi canh Al va A2 nham kiém tra
kha ning phan loai luu lwong Internet. Banh gia tong quan cho thay, két qua thu duoc
tir md hinh phan loai Rirng ngau nhién RF cho ra két qua phan loai tét hon ca hai mo
hinh KNN va ANN.

Béi canh Al: Tai bbi canh phan loai nhi phan cho tap dit liéu gdm 2 nhém di
liu khong duoc ma hda Non-VPN va c6 ma hda VPN, tong cong c6 4 nhom dit ligu
dwa theo khung thoi gian 15, 30, 60 va 120s. Két qua phan loai twong tu dugc béo
céo dya trén 4 chi s6 Accuracy, Precision, Recall va F1 score va ghi nhan trong biéu
d6 hinh 4.12.
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Hinh 4.12. Biéu @b chi sé danh gia két qua phan loai bing RF - Bbi canh Al

Nhin chung, chi s6 do luong két qua phan loai Accuracy giam dan theo su gia
ting cua thoi gian ghi nhan dit liéu, trong d6 nhom dir liéu 15s dau dau voi gia tri
Accuracy 1én dén 92%, va giam con 88% tai 2 nhom dir liéu 60s va 120s. Vé chi s6
Precision, tap dit liéu VPN phan Ién cho két qua cao hon tap Non-VPN véi gia tri
nam trong khoang 90-92%. Chi duy nhat trong nhém dir liéu 60s thi nhém dir liéu
Non-VPN chiém ty s6 cao hon 12 91% so vé&i con sb 88% nhém ma hda VPN.

Nguoc lai trong cac gia tri chi s6 Recall, tap dit liéu ma hda VPN lai cho cung
cap két qua thap hon 4-8% so véi nhém Non-VPN. Tuy nhién, mét lan nita, trong
nhom dix liéu thoi gian 60s, lai cho két qua nguoc lai hoan toan khi chi sé Recall
nhom VPN chiém toi 93% so vai 85% Non-VPN. Sy di nghich nay mang lai gia tri
can bang trong chi s6 F1-score cho ca 2 tap dir liéu ma hoa va khong ma hoa, nhung
trung binh chung gié tri phan loai dat két qua cao tir 89-91% déu qua ca 4 khung thoi
gian. Két qua cho thidy mé hinh Rirng ngau nhién nay rat phi hop dé phan loai tap di
lieu trong bdi canh Al nay.

Béi canh A2: Twong tu vVéi 2 mo hinh trén, trong béi canh nay, mé hinh Rung

ngau nhién s& phan loai tirng tap dir liéu mang ma hoa VPN va khong ma héa Non-
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VPN thanh 7 16p luu lwong mang khéac nhau. Béo céo chi s phan loai tirng nhém luu
leong mang dugc liét ké trong hinh 4.13 va 4.14.

V& chi sb do luong Accuracy, tat ca cac nhom dit liéu theo thoi gian déu cho
két qua rat cao trén 90% khi so sanh véi 2 md hinh phan loai trén, lan luot 12 93, 91,
92 va 93% cho cac nhom dir liéu 15, 30, 60 va 120s. Tuong tu, chi sb Precision cling
cho thdy két qua phan loai twong ddi cao cho ca 7 16p dix liéu khi phan bé déu tir 80
— 100%. Trong d6, 16p dit liéu Email thuoc nhdm phu hop nhét khi dat két qua phan
loai tuyét dbi 12 100% trong ca 4 nhom dix liéu thoi gian. Hai 16p dir liéu c6 két qua
6n gan ké 1a VoIP va Chat khi phan b két qua trong khoang tir 93-98% trong sudt
tap dix liéu. L6p dir lidu cho két qua thap nhat trong 3 trén 4 nhom la Streaming, Voi
két qua phan loai chinh xac giam dan theo s gia ting ctia lugng thoi gian ghi nhan

thong tin, tir 91% & 15s xudng dat mic chi con 80% tap 120s, thap nhat trong toan
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Hinh 4.13. Biéu @6 chi so6 d4anh gia khong ma héa Non-VPN bang RF
— Béi canh A2
O nhoém chi s6 Recall, Email van dat vi tri c6 kha ning phan loai tot nhat song
song Vi l6p VoIP va Chat, duy tri ¢ mtc 93-99%, cao hon hin so véi 4 16p dit lidu
khac. Nguoc lai, két qua ghi nhan caa 16p Streaming ditng cudi va gan nhu tach biét

han so v&i cac nhdm dir liéu con lai ludn dat muc trén 80%. Trong chi s6 Recall nay,
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két qua cuia I6p Streaming lan luot 12 69, 80, 67 va 61% trén ca 4 nhém dir liéu. Diéu
nay anh huong truc tiép dén gié tri F1-score cua 16p Streaming, dwa dén két luan Ia
I6p dir liéu nay khong dat két qua ghi nhan thap nhat trong toan mé hinh véi gia tri
F1-score trung binh chi khoang 74.25%. Cac nhom di liéu cho két qua cao nhat lan
lwot 1 Email, VolP va Chat khi lubn gitt mirc diém F1-score trén 93% trén cac khung
thoi gian. Xu hudng gi tri do chinh xéac khi phan loai c6 chiéu huéng giam tir 15s

dén 120s.
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Hinh 4.14. Biéu @6 chi s6 danh giA ma héa VPN bing RF - B6i canh A2

Nhin chung, chi s6 do chinh xac Accuracy c6 su giam nhe khi ghi nhan két
qua cho nhom dir liéu ma hoa VPN so vai nhom dir liéu Non-VPN, dat muc 86-88%
va chi duy nhat dat mac 90% tai nhom dit liéu thoi gian ghi nhan 30s. Véi chi s6
Precision, c6 mot sy sut giam dang ké trong cac nhom dir liéu Web Browsing va File
Transfer, tach biét han vai cac 16p dix liéu khac chtr khdng gitt mac 6n dinh gan nhau
nhu trén bdi canh Non-VPN. Gi4 trj trung binh ctia cac nhém qua céc khung thoi gian
cling c6 xu hudng giam theo chiéu ting ciia nhoém thoi gian ghi nhan 1a 60s va 120s.
Cac 16p dix liéu co két qua thap hon 80% duoc ghi nhan thugc 3 16p Web Browsing,
File Transfer va P2P. Trong d6, thip nhat thuéc nhom 60s véi két qua 74, 76, 77%

tuong ung vaoi 3 16p dir ligu trén.
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Chi s Recall danh diu su sut giam rd rét trong kha ning phan loai 16p Web
Browsing, thap nhat trong toan bo 7 16p dix liéu, ghi nhan ¢ méc 66, 73, 59 va 48%
ung vai cac nhdm thoi gian 15, 30, 60 va 120s. Nguoc lai, I6p Email ludn lubn gitr
vi tri dmg dau hoan toan so véi cac 16p dit liéu can phan loai trong ca 2 chi s6 Recall
va F1-score. Hai Iop dit liéu ké tiép co6 @6 chinh x4c cao duoc ké dén 1a VoIP va
Streaming trong chi sb F1-score, ghi nhan cac gia tri trung binh trong khoang hon
90% & 2 khung thai gian 15-30s. Trong khung thoi gian 60-120s, chi s6 F1-score
dang thir 2 thuoc vé cac 16p VolP va P2P, véi két qua nam trong giai doan 85-91%.
Trong toan bo tap dit liéu, két qua tong hop ciia Web Browsing 1a thap nhat trong 7
I6p dir liéu, ghi nhan van dé can khac phuc trong viéc xay dung cac mé hinh phan

loai trong tuong lai.

4.3.5 Két qud tong quan tir 3 mé hinh

Bang 4.1 dua ra céac chi s6 danh gia két qua phan loai tong hop cua 3 md hinh
huan luyén KNN, ANN va RF. Trong 3 nhém mé hinh, gia tri cao nhat dugc danh
dau do.

Bing 4.1. Két qua tong hep phan loai mang Internet ciia 3 md hinh KNN,
ANN va RF — Boi canh Al

Time 15s 30s
Accuracy | Precision Recall Fl-score | Accuracy | Precision Recall F1-score
KNN 84.86% 84.97% 86.68% 85.82% 82.58% 83.06% 84% 83.53%
ANN 77.06% 77.06% 77.06% 77.06% 77.43% 77.43% 77.43% 77.46%
RF 91.61% 90.60% 93.84% 92.19% 89.92% 88.01% 93.54$ 90.70%
Scenario Al
Time 60s 120s
Accuracy | Precision Recall Fl-score | Accuracy | Precision Recall F1-score
KNN 82.02% 82.14% 76.33% 79.13% 82.44% 80.60% 86.79% 83.58%
ANN 77.77% 71.77% 77.77% 77.77% 76.17% 76.17% 76.17% 76.38%
RF 89.45% 91.02% 84.99% 87.90% 88.87% 88.14% 90.77% 89.44%

Dua vao bang tong két trén, c6 thé thay duoc trong bdi canh Al, nhin chung
mé hinh Rirng ngau nhién RF cho két qua phan loai cao nhat, tiép d6 12 mé hinh KNN
va thap nhit 1a ANN. Xuyén sudt tat ca chi s Accuracy, Precision, Recall va F1-
score trong 4 nhom dir liéu thoi gian, mo hinh Ring ngau nhién ludn cho gia tri tir
88-93%, la mot trong nhing két qua cao nhat cho tap dit liéu ndy. Tuong tw, mo hinh

KNN cung cap két qua twong doi véi gia tri vao khoang 80-86%, véi 2 gia tri Recall
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va F1-score 76.33% va 79.13%. Thap nhit trong nhém béi canh nay 1a mé hinh ANN
khi phan 16n gia tri danh gia nam trong khoang 77%.

Bang 4.2. Két qua téng hep phan loai mang Internet cia 3 mo hinh KNN,
ANN va RF — boi canh A2 - NonVPN

Time 15s 30s
Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score
KNN 87.81% 71.02% 65.66% | 68.24% 85.55% 73.86% 61.08% | 66.86%
ANN 85.91% 87.27% 84.83% 86.16% 83.62% 85.80% 82.66% 84.17%
Scenario A2 RF 93.46% 88.35% 81.48% | 84.78% 92.10% 86.31% 79.23% | 82.62%
Non-VPN
Time 60s 120s
Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score
KNN 84.77% 62.67% 60.99% | 61.82% 92.76% 82.69% 66.15% | 73.50%
ANN 81.47% 85.32% 76.34% | 80.44% 86.16% 87.45% 84.73% | 86.11%
RF 90.87% 86.38% 79.31% 82.70% 92.76% 82.69% 66.15% 73.50%

Nguoc lai trong bdi canh A2, cac gia tri cao nhat dugc phan chia cho 2 mo
hinh ANN va RF. Trong tap dit lieu Non-VPN, mé hinh RF chiém gi4 tri cao nhat da
phan trong cac chi s6 Accuracy va Precision. Cu thé hon, chi s6 Accuracy qua cac
nhom dit liéu thoi gian khac nhau déu 16n hon 90%, va chi s6 Precision ciing dat gia
tri tir 86-88%. Con lai trong m6 hinh ANN, nhdm chi sé dat gia tri cao nhat 1a Recall
trong khoang 82-84%, véi ngoai 18 duy nhat trong nhém dit liéu 60s thuoc mé hinh
RF ¢6 chi s6 Recall trung binh 12 79.31%. Tuong tu, chi s6 F1-score déu mang gia tri
cao trén 80% trén tat ca cac nhom dir liéu thoi gian ghi nhan thong tin.

Ngoai ra, trong nhém dit liéu m& hda VPN. Chi s6 Accuracy dat muc cao nhét
trong md hinh huan luyén RF trong tat ca cac nhom dit liéu thoi gian khac nhau, gia
tri dao dong tir thap nhat 86.35% dén cao nhat 90.22%. Trudng hop ngoai 18 duy nhat
thuoc md hinh huan luyén KNN dat gia tri cao nhat 88.29% trong tap dit liéu thoi
gian 120s. Con lai trong cé4c chi sé Precision, Recall va F1-score, mé hinh huan luyén
ANN dat gia tri cao nhat trong khoang 80-83% & hau hét cac nhom dir liéu thoi gian.
Mot 1an nita, tap thoi gian 120s tuy gia tri 3 chi sb trén ciia mo hinh ANN tuy ciing
dat gié tri cao nhat, nhung chi dat mtc dao dong cu thé 12 78.38%, 74.44%, va 76.29%

g Véi cac chi s trén.
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Bang 4.3. Két qua téng hep phan loai mang Internet cia 3 mo hinh KNN,
ANN va RF - boi canh A2 - VPN

Time 15s 30s
Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score
KNN 83.05% 61.98% 62.67% 62.33% 83.28% 67.11% 59.53% 63.09%
ANN 82.30% 83.88% 80.43% | 82.09% 83.02% 85.38% 81.30% | 83.24%
Scenario A2 RF 87.99% 77.63% 66.48% 71.62% 90.22% 76.15% 72.81% 74.44%
VPN
Time 60s 120s
Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score
KNN 82.75% 63.93% 54.93% | 59.09% 88.29% 61.45% 68.92% | 64.97%
ANN 81.16% 83.92% 78.23% 81.23% 75.74% 78.38% 74.44% 76.29%
RF 86.35% 73.95% 59.06% 65.67% 86.45% 76.06% 48.21% 59.02%

Nhu vay, ¢ thé két luan md hinh Rung ngau nhién RF phi hop nhat véi muc
tiéu phan loai Internet theo thtr tw bbi canh Al va A2. Két qua phan loai caa mé hinh
ANN ciing ddng thoi cung cap nhitng két qua phan loai c6 gia tri dang ké. Tur nhitng
dic trung trén ctia ca 3 mo hinh, ¢d thé nhan thdy mé hinh RF mang nhiing wu diém
c6 thé xtr Iy nhitng mat han ché cua cac moé hinh ANN hoic KNN nhu : giam thiéu
hién twong qua khap cd trong cac md hinh huan luyén nhu cay quyét dinh hay ANN,
giam d6 phuong sai va nang cao hiéu suat phan loai, ty dong xur Iy van dé mat mat
dit liéu,dd on dinh cao, xur Iy véi hiéu suat cao nhitng dit liéu bi nhiéu, khong dong
bo véi tap dir liéu hoac khong tuyén tinh va phi hop véi yéu cau phan loai cia dé tai.
Tuy nhién, ANN va KNN ciing mang nhitng vu diém riéng. Dong thoi, tap dit liéu
dugc chon cd thé mang nhiing dic trung phu hop véi mot trong hai md hinh ANN
hodc KNN, tir 6 dat dwoc hiéu suat phan loai cao hon dy kién.

Do d6, tuy RF mang nhimng dic diém c6 uu thé so v6i 2 mo hinh trén, dé tai
van can phai 4p dung ca 3 md hinh huan luyén, sau d6 dua trén két qua phan loai va
danh gia phan tich, tir 46 mé&i dua ra két qua cho dé tai vé viéc mé hinh RF 14 phu
hop nhét cho van dé phan loai luu lwong mang Internet sir dung tap dit liéu duoc

chon.



72
KET LUAN

1. Két qua dat dwoc

Trong pham vi nghién ctu cta dé tai ndy, cac mé hinh huan luyén hoc may
khac nhau di duogc dé xuat nham muc tiéu phan loai luu lvgng mang Internet sir dung
tap dir liéu mo ISCXVPN2016, bao gom mé hinh huin luyén K — Ian can, Mang
Neuron nhan tao va Rirng ngau nhién. Trong d6, dua trén céac chi s6 danh gia ghi nhan
dugc cho mdi md hinh huan luyén cho 2 bdi canh Al va A2, Rung ngau nhién 1a mo
hinh dat dugc két qua phan loai cao va phll hop nhat so véi 2 mé hinh huan luyén con
lai. Nhin chung, viéc phan loai luu luong duoc mi hoa khé hon nhiéu so Véi viéc
phan loai luu lwong khong dugc ma hoa, cha yéu vi cac chuyén gia phan tich khong
thé thuc hién phuong phap phan tich goi chuyén sau.

Piéu nay ciing dugc phan anh rd rang trong két qua phan loai luu luong
Internet béi canh A2. Cac chi s6 danh gia két qua phan chia déu cho cac mé hinh
phan loai Rirng ngau nhién va Mang Neuron nhan tao, tham chi & chi sé phan loai
F1-score két qua cia mo hinh Rung ngau nhién to ra yéu kém hon kha nhiéu so V6i
m6 hinh mang neuron. Tuy nhién, khi can nhac toan b bdi canh thi nghiém, xét tir
két qua bbi canh Al ndi tiép sau d6 1a bbi canh A2, Rung ngau nhién c6 thé duoc
xem 1a md hinh pht hop nhat cho bai toan phan loai luu lugng Internet trong pham
vi dé tai nay. Khi két qua phan loai luu luong Internet duoc ap dung véi két qua thanh
cdng cao, nhitng chuyén gia an ninh mang c6 thé xay dyng céac chinh sach bao mat
tién hanh ty dong ngin chin khi phat hién loai c6 sy truy cap cua luu lwong khong

mong mudn.

2. Phuwong hwéng nghién ciru

Vi sy gia tang ty 1¢é sur dung internet, cAc tng dung méi va giao thicc mai
dang xuat hién. Cac ung dung ma hoa luu luong truy cap qua internet bang cac
phuong phap va giao thirc ma hoa dé dam bao giao tiép bi mat va an toan. Trong céc

nghién ctru trong twong lai, mot tap dix liéu mai c6 thé dugc thu thap dé danh gia cac
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rng dung va giao thirc méi, qua do6 tién hanh thuc hién phan loai luu luegng Internet.
Khi cac nghién ctru trong linh vuc nay tiép tuc duoc mé rong véi cang nhiéu mé hinh
huan luyén duoc thiét ké phi hop hon cho bai toan phén loai, phwong huéng nghién
ctu tiép theo la p dung cac mé hinh huan luyén phic tap hon véi kha nang tinh chinh
siéu tham sb. Tir 6, nhitng mo hinh pht hop nhat cho bai toan nay c6 thé dugc phat

hién va ang dung phu hop véi nhu cau nghién ctu va phat trién.
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BAN CAM POAN

T6i cam doan da thuc hién viéc kiém tra mtc do tuong dong noi dung luan
van qua phan mém Dol T mét cach trung thuc va dat két qua mirc do twong ddng 1%
toan bo néi dung luan van . Ban luan van kiém tra qua phan mém Ia ban cang luan
van di ndp dé bao vé trudc hoi ddng. Néu sai tdi xin chiu cac hinh thuc ky luat theo

quy dinh hién hanh cua Hoc Vién.
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