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LOI CAM DOAN

T6i xin cam ludn vin vé dé tai “Xay dung hé thong giam sat mang danh cho
bénh vién da khoa cép tinh véi ma ngudn mé” 13 cong trinh nghién ctru ca nhan
cua t6i trong thoi gian qua. Tat ca sb liéu dung dé sir dung va ap dung thir nghiém
trong ludn vin va két qua cdng trinh nghién ciru 1a do c4 nhan hoc vién tu tim toi hoc
tap, trién khai thu nghiém moét cach khach quan, dam bao tinh trung thuc, dua trén
ngudn gdc co sd dit lidu rd rang va chua dugc cong khai trén bat ky hinh thirc nao.

Néu phat hién bat ky su sao chép nao tir két qua nghién ctru khac hodc sai sot
vé s lidu nghién ctru, t61 xin hoan toan chiu trach nhiém trudc nha truong va hoi
dong.

TP.HCM, ngay 25 thang 01 nam 2022

Hoc vién thuc hién luin van

Nguyén Anh T



LOI CAM ON

Loi dau tién tdi xin guri 161 cam on chan thanh va sau sic nhit dén thay hudng
dan - TS. Pam Quang Hong Hai. Trong sudt qué trinh thyc hién luan van, Thay da
ludn truc tiép, tin tinh hudng dan, truyén tai va dinh huéng nhiing kién thirc, kinh
nghiém quy bau cho t6i. Qua ddy, tdi ciing xin guri 10i cam on chan thanh nhat dén
v6i cac thay, co trong truong Hoc vién Cong nghé Buu chinh Vién thong dic biét 1a
trong Khoa Dao tao Sau dai hoc, co s& Thanh phé Ho6 Chi Minh da luén tao diéu kién
gitip d& va hudéng dan t6i trong subt qué trinh hoc tip va nghién ctru tai Hoc vién.

Dé thuan tién nghién ctru va thir nghi€ém dé tai, toi cling xin chan thanh cam on
Ban lanh dao Bénh vién Pa khoa tinh Tay Ninh da tao diéu kién cho t6i duoc hoc tap
va nghién ctru tai co quan. Pac biét tdi xin chan thanh cam on cac anh chi trong To
Cong nghé thong tin da gitp d nhiét tinh cling nhu cung cap céc tai liéu nghién ciru,
giai dap nhiing thac méc trong qué trinh nghién ctu.

Va 10 cam on cubi cung, t6i xin danh cho gia dinh, ban be, dong nghiép di ludn
dong vién, ting ho va tao moi diéu kién dé t6i co thé hoan thanh xuat sic luan vin cia
minh.

Trong Luan vin chic chin s& khong tranh khoi nhitng han ché va thiéu sot. Toi
rat mong nhan dugc cac ¥ kién dong gop bo ich ciia thay co, ban tu van va ban doc
dé dé tai ngay cang duoc hoan thién hon va c6 thé tmg dung vao cudc sdng.

Chan thanh cam on.

TP.HCM, ngay 25 thang 01 nam 2022

Hoc vién thuc hién luin van

Nguyén Anh T
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MO PAU

Budc sang thé ki XXI, véi su phat trién vuot bac cua cudc cach mang khoa hoc
va cong nghé hién dai va sy bung nd cac cong nghé cao, trong d6 cong nghé thong
tin 13 yéu td quan trong c6 tac dong sau sic dén toan xa hoi. Cong nghé thong tin 1a
phuong tién tro giup dic luc va c6 hidu qua cao trong cong tic quan 1y nén hanh chinh
n6i chung va quan 1y nganh y té noi riéng. Vi vay, viéc ing dung cong nghé thong tin
trong cong tac quan ly bénh vién 12 mot yéu cau cap bach nham gép phan nang cao
chét luong, hiéu qua cua cong tac quan ly bénh vién, thuc day bénh vién phat trién
toan dién, tmg budc dap tng dugc yéu cau vé kham chita bénh va chim soc sirc khoe
cho nhan dan.

Nhiing loi ich ma CNTT mang lai 1a rat 16n ca vé ¥ nghia kinh té va xa hoi,
nhung bén canh do ciing ton tai nhitg thach thirc dam bao vé bao mat va an toan
thong tin, nguy co bi mat ATTT nhu: Céc tin cong ldy cip hd so y té dién tr cua
nganh chidm séc sitc khoe dan dén 16 thong tin ca nhan nhay cam vé stic khoe va c6
nguy co de doa dén tinh mang con ngudi.

Chinh vi vay, cong tac bao mat, an toan thong tin trong nganh y té néi chung va
thong tin kham bénh chira bénh ctia ngudi bénh noédi riéng la vé cung quan trong. Vi
thé, can nhiéu hon nita nhitng bién phap giam sat, ddm bao an toan.

Linh vyc nghién ctru ma luén van tap trung vao la ngi dung an toan mang may
tinh dé xay dung mot hé thong phat hién xAm nhap mang may tinh, nham muc dich
bao v¢ mang may tinh khéi su tan cong, dot nhap cua tin tdc va trg giup quan tri mang
thue hién cong viéc bao mat bang cac xay dung quy trinh ddm bao an toan cho hé
thdng mang may tinh.

Viéc nghién ctru va phat trién cac san phim vé an ninh thong tin néi chung va
an ninh mang no6i riéng 1a mdt nhu cau btre thiét dbi véi hé théng Bénh vién Pa khoa
cap tinh. Khi ma cac tng dung chay trén d6 ngay cang phat trién vé ca quy mé va sb
luong, thi nhitng 16 hong vé bao mat an chira trong cac hé thong nay ciing ngiy cang

nhiéu. Bén canh do, trinh d¢ cua céc tin tic trong nudc trong thoi gian qua da c6 nhicu



bude tién. Cac nguyén 1y, cach thirc tn cong ma céc tin tic van dung di c6 nhiéu bd
sung va van dung linh hoat.

Trude nhu cau d6, hoc vién chon thue hién dé tai “Xdy dung hé théng gidm sdt
mang danh cho bénh vién da khoa cdp tinh véi mé nguén mé”.

Véi mong mudn gop phan giai quyét nhitng mét han ché ton tai vé an ninh, an
toan trong h¢ théng mang Bénh vién, do 1a :

« Nghién ctru, xdy dung quy trinh dam bao an toan cho hé thng mang may tinh
danh cho Bénh vién Pa khoa cép tinh (mo hinh trién khai dya trén hé théng mang cua
Bénh vién Pa khoa Tay Ninh).

« Xay dung, trién khai mot hé théng phan mém phat hién xam nhap mang dua

trén nén tang phan mém ma ngudén mo.



CHUONG 1: COSOLY LUAN

Gi6i thiéu khai quat vé IDS/IPS, cong cu dé xay dung hé thong giam sat mang
Snort.

1.1 Giéi thiéu vé IDS, IPS

Ngay nay voi su phat trién ctia cong nghé thi Internet va cic mang ndi bd cang
tré nén pho bién. Ciing chinh vi diéu nay da tao nén nhiing thach thirc vé cac van dé
x4m nhap mang trai phép budc cac nha t6 chirc phai bd sung thém nhiing hé théng
kiém soat cac 16 hong vé bao mat cong nghé thong tin. Mot trong cac thuat ngit dugc

nhic dén nhiéu trong van dé nay chinh 1a hé théng phat hién xam nhap — IDS.

Company
Network

[MESinSE

Router

Company
Network

Hinh 1.1: Hé thong phat hién xAm nhiap — IDS
1.1.1 Khai niém IDS
Hé théng phat hién xam nhap - IDS (Intrusion Detection Systems) 14 phan mém
hodc cong cu gitip bao mat hé thong va canh bao 15i khi ¢6 cac hanh vi dang ngd xam
nhap vao hé thdng. Muc dich chinh ciia IDS 1a ngin ngira va phat hién nhimg hanh
dong pha hoai tinh bdo mat ctua h¢ théng hodc nhiing hanh vi nhu do tim, quét cac

cong.



Phan mém IDS cling co thé phan bi¢t dugc dau la nhitng cude tAn cong ndi bod
(tir chinh nhan vién trong t6 chirc) hodc tir bén ngoai (i tin tic). Trong mot sd trudng
hop, IDS con c6 thé phan tGng lai véi cac luu lwong mang doc hai bang cach chin IP
ngudn truy cap mang. Hién nay c6 rat nhiéu nhirg phan mém bi nham tuéng 1a IDS

do d6 ngudi dung can phan biét rd dé tranh nhitng nhim 14n nay.

Mot s nhitng thiét bi bao mat duéi day khong phai 14 IDS nhu :

- Hé thong ghi nhat ky mang day 1 cac hé thong giam sat luu luong trong mang
duoc st dung dé phat hién 16 héng ddi vai nhirng cudc tan cong tur chdi dich vu
(DoS) trén mang dang bi tac nghén.

- Céc cong cy danh gia 16 hong, cac bd quét bao mat ding dé kiém soat 16i va 15
héng trong hé diéu hanh, dich vu mang.

- Céac phan mém diét virus mac du c¢6 nhiing tinh ning giéng hé thong phat hién
xam nhap nhung xét vé tong thé thi chung khong phai 1a IDS.

- Tuong ltra: Méc du co nhiéu tuong Itra hién dai dugc tich hop san IDS, nhung

IDS khong phai 1a tuong lira.

IDS phat hién dua trén cac ddu hiéu dic biét vé nguy co di biét (gidng nhu cach
phan mém diét virus phat hién va diét virus) hay dua trén so sanh luu théng mang
hién tai v6i baseline (théng s6 chuan ciia hé thong c6 thé chap nhan dugc) dé tim ra

céc dau hiéu bat thuong.

IDS c6 hai chirc nang chinh 1a phat hién cac cudc tan cong va canh bao cac cudc
tan cong d6. C6 hai phuong phap khac nhau trong viéc phan tich cac su kién dé phat

hién cac vu tin cong: Phat hién dua trén cac d4u hiéu va phat hién su bét thuong.

Mot hé thong IDS can phai théa man nhiing yéu cau:
- Tinh chinh xac (Accuracy): IDS khong dugc coi nhitng hanh dong thong thuong
trong mdi truong hé théng 1a nhitng hanh dong bat thudng hay lam dung.
- Hiéu ning (Performance): Hiéu ning ctia IDS phai du dé phat hién xam nhap trai

phep trong thoi gian thuc.



- Tinh tron ven (Completeness): IDS khong dugc bd qua mot xam nhép trai phép
nao. Pay la mot diéu kién kho théa mén duoc.

- Chiu 16i (Fault Tolerance): Ban than IDS phai c6 kha ning chng lai tin cong.

- Kha ning mo rong (Scalability): IDS phai c6 kha nang xir 1y trong trang thai xau
nhat 1a khong bé sot thong tin nao. Yén cau nay lién quan t6i hé thong ma cac su
kién trong tuwong lai dén tir nhidu nguon tai nguyén véi sd lugng host nho. Véi su
phat trién nhanh va manh ciia mang may tinh, hé thong c6 thé bi qua tai boi sy

tang truong cua so lugng su kién.

Mot hé théng chdng xam nhap (Intrusion Prevention System — IPS) duoc dinh
nghia 1a mot phan mém hodc mot thiét bi chuyén dung c6 kha ning ngin chin céac

nguy co gdy mat an ninh.

Hé théng IPS duoc xem 1a truong hop mé rong cua hé théng IDS, cach thirc
hoat dong ciing nhu dic diém cta 2 hé théng nay tuong ty nhau. Piém khac nhau duy
nhat 1a hé thong IPS ngoai kha ning theo ddi, giam sat thi con c6 chirc ning ngin
chan kip thoi cac hoat dong nguy hai d6i véi hé théng. Hé théng IPS str dung tap luat
tuong ty nhu hé thong IDS.

1.1.2 Kién truc cia hé théng phat hign xam nhdp 1DS

(1D Kaie e

Database)

Intrusion Detection System

Audit Trails and Network Monitoring Actions

Protected Computer System

Hinh 1.2: Mt kién tric IDS miu

Kién triic ctia hé thong phét hién xam nhap IDS bao gém céac thanh phan chinh:



- Thanh phan thu thap géi tin (information collection).
- Thanh phan phén tich goi tin (Detection).

- Thanh phan phan hoi (Response)

Protected System
Coacmtee - Anclyzer (Sensor) - RiFpEe
s sSe{ of E\snn:s .
yslogs, System
I St }

Information
S Detecti R
1 1

Information Collection Detection Response

Hinh 1.3: Hé théng I1DS dién hinh
1.1.2.1 Cam bién (Sensor)

B phéan lam nhiém vu phat hi¢n cac sy kién c6 kha nang de doa an ninh cua h¢
théng mang, Sensor c6 chirc ning quét ndi dung cta cac goi tin trén mang, so sanh
n6i dung véi cac mau va phat hién ra cac dau hiéu tin cong.

Khi hé¢ théng mang dung cac hub, chlng ta c6 thé dit cac bd cam bién trén bat
ki port ndo ctia hub vi moi ludng traffic dwoc giri ra tit ca cac port trén hub, va co thé
phat hién ra cac ludng traffic bat thudng.

Nhung khi hé thdng can st dung cac switch, cac switch chi giri goi tin dén chinh
xéc dia chi can gui trén timg port. Dé giai quyét van dé nay, mot k¥ thuat thong dung
la st dung nhitng con switch c6 port mé rong (Expansion port). Port nay duoc goi 1a

Switched Port Analyzer (SPAN) port.



Hinh 1.4: H¢ thng phat hién xAm nhap trai phép
1.1.2.2 Agent
Thanh phan giam sat va phan tich cac hoat dong. “Sensor” thudng dugc dung
cho dang Network-base IDS/IPS trong khi “Agent” thuong dugc dung cho dang Host-
base IDS/IPS. Sensor/Agent 1 cac bd cam bién dugc dit trong hé théng nham phat
hién nhitng xdm nhédp hodc cac ddu hiéu bat thudng trén toan mang.
1.1.2.3 Trung tam diéu khién (Console)
Thanh phén phat hién 1a bd phan Iam c6 nhi¢m vy gidm sat cac su kién, cac canh
bao dugc phat hién va sinh ra tr Sensor va diéu khién hoat dong cua cac bo Sensor.
1.1.2.4 Engine
Engine c6 nhiém vu ghi lai tit ca cac bao cdo vé cac su kién duoc phat hién boi
cac Sensor trong mdt co s& dir 1i€u va su dung hé thé)ng cac luat dé dua ra cac canh
bao trén cac su kién nhan duoc cho hé théng hodc cho ngudi quan tri.
1.1.2.5 Thanh phan canh béo (Alert Notification)
Thanh phan canh bao ¢6 chic ning giri nhitng canh bao t6i ngudi quan tri.
Trong cac hé théng IDS hién dai, 101 canh bao c6 thé xuat hién & nhiéu dang

nhu: cira s6 pop - up, tiéng chudng, mail, ...

1.1.3 Chirc nang IDS/IPS
Hé théng phat hién xAm nhap cho phép céac t6 chirc bao vé hé thdng khoi nhimng

de doa véi viée gia ting két néi mang va su tin cay cta hé théng thong tin. Cac IDS



dugce xem nhu 16p phong vé bo sung, dam bao an toan cho thong tin va hé théng. Mot

s0 yéu cau doi voi IDS:

Bdo v¢ tinh toan ven (integrity) cua dit li¢u, bao dam sy nhét quan cua dir liéu
trong hé thong. Céc bién phap dua ra ngan chin duoc viéc thay d6i bat hop phap
hodc pha hoai dit li¢u.

Béo vé tinh bi mat, giir cho thong tin khong bi 10 ra ngoai.

Béo v¢ tinh kha dung, tirc 1a dam bao cho hé théng ludn san sang thuc hién yéu
cau truy nhap thong tin cia nguoi dung hop phap.

Béo v¢ tinh riéng tu, tirc 1a ddm bao cho nguoi st dung khai théac tai nguyén cua
hé théng theo ding chirc nang, nhi¢ém vy da dugc phan cép, ngan chdn dugc sy
truy cap thong tin bat hop phap.

Cung cap thong tin vé su xAm nhép, dua ra nhitng chinh sach d6i pho, khoi phuc,

stra chira...

Chirc niing quan trong nhit ciia IDS la:

Giam sat: Giam sat luu luong mang cic hoat dong bat thudng va cac hoat dong
kha nghi.

Canh bo: Khi d3 biét duge cac hoat dong bat thuong ctia mot truy cap nao do,
IDS s& dua ra canh bao vé hé thong cho ngudi quan tri

Béo vé: Dung nhiing thiét 1ap mdc dinh va nhimg cau hinh tir nha quan tri ma co

nhing hanh dong chong lai ké xAm nhap
Chirc ning mé rong cua IDS la:

Phén biét cac cudc tin cong tir trong hodc tir bén ngoai: N6 co thé phan biét duoc
d4u 13 nhirng truy cap hop 1¢ (hodc khong hop 1) tir bén trong va ddu 1a cudc tin

cong tir bén ngoai.



- Phat hién: Dya vao so sanh luu lugng mang hién tai vaoi baseline, IDS co thé phat
hién ra nhiing dau hiéu bat thuong va dua ra cac canh bao va bao v¢ ban dau cho

hé théng.

Théng tin Thiét 1ap H¢ théng H¢ théng dap
swkién [~ swkién phén tich > tra

T 1 |
h 4 A Y

h

Chinh sich Hé thong Chinh séich Chinh sich
thu thip théng tin phat hi¢n phan img
théng tin

rF 3
Thu thip théng tin Phin img

Hinh 1.5: Mé hinh chirc ning IDS

1.1.4 Phan logi IDS/IPS
IDS sir dung hai ki thuat dé phat hién xam nhap d6 1a phat hién hanh vi va phat
hién d4u hiéu dé x4c nhén cac cudc tin cong. Tir d6 c6 cac loai IDS sau:

- NIDS (Network Intrusion Detection Systems): Phat hién xam nhap trén
toan hé théng mang, dugc dat tai mot diém chién lugc hoic nhiing diém
giam sat luu lugng traffic dén va di tir cac thiét bi trén mang. Mot hé
théng NIDS nim tryc tiép trén hé théng mang va né phén tich cac goi
tin giao théng trén mang dé tim kiém nhimng cudc tan cong. NIDS nhan
tat ca cac gbi tin trén cac phan doan mang duogc chi dinh (thdm chi gdm
ca nhiing goi tin di dén chuyén mach cia mang). N6 can than trong viéc
ciu trac lai cac ludng thong tin d6 dé tién cho viéc phan tich va so séanh
ching véi cac mau cé sin trong co s& dir liu. Hau hét cac NIDS déu
duoc cung cip kha ning ghi lai cac hanh dong dién ra trén mang va giri

nhitng canh bao t6i nha quan tri v6i nhimg hanh dong bat thuong.
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Hinh 1.6: Cac NIDS trong h¢ thong mang

- HIDS (Host Intrusion Detection Systems): Hé thong phat hién xam
nhdp nay chay trén may chu riéng hoac mat thiét bi dic biét trén mang.
HIDS chi giam sat cac goi dit liéu inbound va outbound tir thiét bi va
canh bao ngudi dung hodc quan tri vién vé nhimg hoat dong dang ngd
dugc phat hién.

HIDS thuc chat 1a mot ung dung chay trén may tram, nd cé chuc
ning quét toan bo hé thong ctia may dé bao gdm viée quét nhat ky hé
théng va cac nhat ky su kién. N6 s¢€ kiém tra bat ky mot hanh dong nao
dé xem no c6 khép nhat ky duoc ghi trong dir lidu khong.

HIDS c6 thé duge cai dat trén nhiéu dang may tinh khac nhau
cu thé nhu cac may cha, may tram, may tinh notebook. HIDS cho phép
ban thyuc hién mot cach linh hoat trong cac doan mang ma NIDS khong
thé thuc hién duoc. Luu lugng da giri toi host dugc phén tich va chuyén
qua host néu chung khoéng tiém 4n mi nguy hiém. HIDS uu viét hon
NIDS 6 viéc thay d6i cac may tinh cuc bd. Trong khi d6 NIDS tap trung
vao ca mang 16n co cac host d6. HIDS cu thé hon dbi vé6i cac nén tng

dung va phuc vu manh mé cho thi truong Windows.
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Hinh 1.7: Cac HIDS trong h¢ thong mang

- NNIDS (Network node Intrusion detection system): Két hop gitra HIDS
va NIDS.

LAN Monitor

Host Haost

Agent
D D D module

Router

Central Manager

M4 Manager
module

.

Hinh 1.8: Cac NNIDS trong h¢ thong mang
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Tuy nhién HIDS va NIDS déu c¢6 nhitng wu va nhugc diém khac nhau:

Hé thong phat hién xAm nhap NIDS va HIDS

NIDS

HIDS

Pham vi rong (trén toan hé thong mang)

Pham vi hep (Chi trén mdt may xac dinh)

Cai dat phic tap

Dé cai dat

T6t cho viéc phat hién xdm nhép tir bén

ngoai mang

Tét cho viéc phat hién xdm nhap tir bén

trong mang

Ton kém

It tdn kém hon

Phat hién trén co s& nhitng thir dugc

ghi lai trén toan hé théng mang

Phat hién dya vao ban ghi nhat ky hé

thdng trén chi may d6

Kiém tra phan dau (header) cua goi tin

Khong kiém tra phan (header) cua géi tin

Tra 10i gan nhu ngay lap tirc

Chi trd 161 sau khi mdt hanh dong trai

phép cd ging thuc hién

Khéng phu thudc hé diéu hanh

Phu thudc hé diéu hanh

Do tim tan cong bang cach phan tich

dir liéu trong go6i tin

Do tim cac cudc tan cong tai cho trudce

khi n6 ra khoi hé théng mang

Do tim céc co gang tan cong

Kiém tra su thanh cong va that bai cta

mot cudc tan cong

Hinh 1.9: So sanh Hé thong phat hién xAm nhap NIDS va HIDS

1.1.5 Uu va nhwoc diém cia 1DS

» Uu diém:

- Thich hop sir dung dé thu thap s liéu, bang chimg phuc vu cong tac dicu

tra va irng clru su co.

- DPem dén céi nhin bao quat, toan dién vé toan by h¢ thong mang.

- La cong cu thich hop phuc vu viéc kiém tra céc su cb trong h¢ théng mang.
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> Nhuoe diém:

- Can duoc cau hinh hop 1y, néu khong sé gay ra tinh trang bao dong nham.
- Kha ning phén tich traffic ma hoa trong di thap.

- Chi phi phat trién va van hanh hé thong twong déi cao.
1.1.6 Quy trinh hogt déng ciia IDS

Budc 1: Mot Host A nam trén mang Internet tao ra mdt goi tin mang (ngoai

firewall), gbi tin duoc gui dén Host B nam trong mang ndi bd (c6 hé théng IDS).

Budc 2: Cac cam bién trong mang doc cac gbi tin trong khoang thoi gian trudc
khi n6 dugc giri ra khoi mang cuc bd (cam bién nay can phai duoc dit sao cho né co

thé doc tat ca cac goi tin).

Budc 3: Chuong trinh phat hién nam trong bd cam bién kiém tra xem c6 goi
tin ndo ¢6 dau hiéu vi pham hay khong. Khi ¢ dau hiéu vi pham thi mot canh bao s&

duogc tao ra va guri dén giao di¢n di€u khién.

Budc 4: Khi giao dién diéu khién 1énh nhan dugc canh bao no sé giri thong
bao cho mot nguoi hoac mot nhom da dugce chi dinh tir trude (thong qua email, cira

s6 popup, trang web v.v...).

Budc 5: Phan hdi duoc khdi tao theo quy dinh ing véi dau hiéu xam nhap
nay.
Budc 6: Cac canh bao dugc luu lai dé tham khao trong twong lai (trén dia chi

cuc bg hodc trén co s¢ dit li¢u).
Budc 7: Mot bao cao tom tat v€ chi tiét cua su cO duogc tao ra.

Budc 8: Canh bao dugc so sanh voi cac dit liéu khéac dé xac dinh xem day co

phai 13 cudc tin cong hay khong.
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1. Packet exists on local segment

2. Sensor reads packet

No, Discard packet

- . Doloct mistls ,,, N,
Signature match

Yes, Send to
Command Console

5. Response is

N Notify Designated
Generated N

~~ 4. Command Person
Console receives
the Alert

6. Alert Logged

8. Match with
Historical Data

7. Summary
Report Generated

Hinh 1.10: Quy trinh hoat dong cia IDS, IPS
1.2 Hé théng Snort IDS

Mot trong nhitng phan mém IDS phé bién hién nay 1a Snort. Pay 1a mot san
pham NIDS ma ngudn mé véi hé thong signature database (dugc goi 1a rule database)
dugc cap nhat thudng xuyén béi nhiéu thanh vién trong cong dong Internet.

Snort dugc thiét ké chinh dé thao tac bang dong 1énh (command line). Tuy nhién
n6 c¢6 kha ning két hop véi mot phan mém khéac dé ting cuong kha ning da dang cta
n6. Hién nay Snort dugc str dung rong rdi va 1a giai phap mi ngudn mé t6t nhat.

1.2.1 Gigi thiéu

Snort dugc phat trién tir nam 1998. Ban dau n6 chi duoc mong doi voi chuc
nang sniffer, tuy nhién sau mot thoi gian phat trién nd trd thanh mot cong cu phat
hién xam nhép manh m¢ va c6 thé thiét ké trén ca cac may tram (HIDS) lan trén toan

hé thdng mang (NIDS). Hién nay Snort c6 thé chay trén nhiéu hé thdng nén nhu
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Windows, Linux, OpenBSD, FreeBSD, NetBSD, Solaris, HP-UX, AIX, IRIX,
MacOS.

Tuy Snort mién phi nhung né lai c6 rat nhiéu tinh ning tuyét voi ma khong phai
san pham thuong mai nao ciing c6 thé c6 dugc. Vi kién tric thiét ké theo kiéu
module, ngudi ding c6 thé tu ting cudng tinh ning cho hé thdng Snort ciia minh bang
viéc cai dat hay viét thém mdi cac module.

Bén canh viéc c6 thé hoat ddng nhu mot tng dung thu bat goi tin thong thuong,
Snort con c6 thé duoc cau hinh dé chay nhu mot NIDS. Snort hd trg kha ning hoat
dong trén cac giao thirc sau: Ethernet, 802.11, Token Ring, FDDI, Cisco HDLC,
SLIP, PPP, va PF cua OpenBSD.

1.2.2 Lugt trong Snort

Ciing gidng nhu virus, hau hét cac hoat dong tan cong hay xdm nhap déu co cac
dAu hiéu riéng. Cac thong tin vé céc du hiéu nay s€ dugc su dung dé tao nén cac luat
cho Snort. Thong thudng, cac bay (honey pots) dugc tao ra dé tim hiéu xem cac ké
tan cong lam gi ciing nhu cac thong tin vé cong cu va cong nghé chung sir dung. Va
nguoc lai, cling c6 cac co s¢ dir li¢u vé cac 16 héng bdo mat ma nhiing ké tan cong
mudn khai thac. Cac dang tan cong da biét nay duoc dung nhu cac dau hiéu dé phat
hién tin cong xam nhap. Cac ddu hiéu d6 co6 thé xuit hién trong phan header cua cac
g6i tin hodc nam trong phan ndi dung ciia chiing. Hé thong phét hién cta Snort hoat
dong dua trén cac luat (rules) va cac luat nay lai dugc dua trén cac dAu hiéu nhan
dang tan cong. Cac luat co thé dugc ap dung cho tAt ca cac phﬁn khac nhau cua mot
goi tin dir liéu .Mot luat co thé duoc st dung dé tao nén mot thong di€p canh bao, log
mot thong diép hay c6 thé bé qua mot gbi tin.

Hay xem xét mot vi du don gian:
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Source Address Direction
Destination Address

Action Protocol
\ \ Source Pon Destination Port

alert icmp 192.168.1.10 auy -> any any (msa ‘ICMP Attempt Attack™; sid:1000005)

Rule Headel Rule Option

Hinh 1.11: Luét trong Snort
Luat ctia Snort vé logic déu gém 2 phan: Phan Header va phan Option.

- Phéan Header chtra thong tin vé hanh dong ma luat d6 sé& thuc hién khi phat
hién ra c6 xAm nhdp nam trong goi tin va né ciing chta cac tiéu chuan dé ap
dung luat véi goéi tin do.

- Phén Option chtra mot thong diép canh bao va cac thong tin vé cac phan
clia goi tin dung dé tao nén canh bao. Phan Option chtra cac tiéu chuan phu
thém dé ddi sanh luat voi goi tin. Mot ludt ¢ thé phat hién duge mot hay nhiéu
hoat dong tham do hay tdn cong. Cac luat thong minh ¢ kha ning ap dung

cho nhiéu dau hiéu xam nhéap.

Action | Protocol | Address Port | Direction | Address | Port

Hinh 1.12: Header luit ctia Snort

- Action: Phan qui dinh loai hanh dong nao duoc thuc thi khi cac dau
hiéu cua goéi tin dugc nhan dang chinh xac bé“mg luat d6. Thong thuong, cac
hanh dong tao ra mot canh bao hodc log thong di¢p hodc kich hoat mdt luat
khac.

- Protocol: Phan qui dinh viéc ap dung luat cho cac packet chi thuoc mot
giao thirc cu thé nao do. Vi du nhu IP, TCP, UDP ...

- Address: Phan dia chi nguén va dia chi dich. Cac dia chi c6 thé 1a mot

may don, nhi€u may hodc cia mgt mang nao dé. Trong hai phan dia chi trén
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thi mét sé 1a dia chi nguff)n, mot s€ 1a dia chi dich va dia chi nao thudc loai nao
s& do phan Direction “=” qui dinh.

« Port: Xac dinh cac cong ngudn va dich ctia mot géi tin ma trén d6 luat
duoc ap dung.

- Direction: Phan nay sé& chi ra ddu la dia chi ngudn, dau 1a dja chi dich.

Vi du: alert icmp any any -> any any (msg: “Ping with TTL=100";ttl: 100;)

Phan dung trudc ddu mé ngodc 1a phan Header cuia ludt con phan con lai 1a phan

Option. Chi tiét ciia phan Header nhu sau:

« Hanh dong cua luat ¢ day la “alert” mot canh bao sé duogc tao ra néu
nhu cac diéu kién ctia goi tin 1 phu hop véi ludt (g6i tin ludn duoc log lai mdi
khi canh bao dugc tao ra).

* Protocol cua luat & day la ICMP tuc 1a luat chi &p dung cho cac goi tin
thudc loai ICMP. Boi vay, néu nhu mot g6i tin khong thudc loai ICMP thi
phan con lai cta luat s& khong can dbi chiéu.

- Dia chi ngudn & day 1a “any”: Ttc 1a luat s& ap dung cho tit ca cac goi
tin dén tir moi ngudn con cong thi cling 13 “any” vi d6i voi loai goi tin ICMP
thi cong khong c6 y nghia. S6 hiéu cong chi co ¥ nghia véi cac goi tin thude
loai TCP hoac UDP thoi.

- Con phan Option trong diu déng ngodc chi ra mot canh bao chira dong
“Ping with TTL=100" s& duoc tao khi tim thay diéu kién TTL=100. TTL la

Time to Live 1a mdt truong trong Header IP.

1.2.2.1 Céc thanh phan Header cua luat
a) Hanh dong cua luat (Rule Action)
La phﬁn dau tién cua luat, chi ra hanh dong nao dugc thuc hién khi ma
céc diéu kién cua luat duge thod man. Mot hanh dong duogc thuc hién khi va chi
khi tit ca cac diéu kién déu phu hop. C6 5 hanh dong da duoc dinh nghia nhung

chiing ta co thé tao ra cac hanh dong riéng tuy thudc vao yéu cau cia minh. DJi
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v6i cc phién ban trude cta Snort thi khi nhiéu luat 13 phu hop véi mot géi tin
nao do thi chi mgt luat dugce ap dung. Sau khi ap dung luat dau tién thi cac luat
tiép theo s& khong ap dung cho géi tin 4y nita. Nhung d6i véi cac phién ban sau

ctia Snort thi tat ca cac luat s& duoc ap dung goi tin do.

« Pass: Hanh dong nay huéng dan Snort bo qua goi tin ndy. Hanh dong
nay dong vai trd quan trong trong viéc ting cudng toc do hoat dong cua Snort
khi ma chling ta khong muén ap dung céc kiém tra trén cac goi tin nhat dinh.

Vi du: Ching ta sir dung cac bay (dit trén mot may nao do) dé nhir cac

tin tic tin cong vao thi chling ta phai cho tat ca cac géi tin di dén duoc

may d6. Hodc 1a ding mot may quét dé kiém tra do an toan mang cia
minh thi chling ta phai bo qua tit ca cac goi tin dén tir may kiém tra do.

- Log: Hanh dong nay dung dé log goi tin. C6 thé log vao file hay vao co
s¢ dir liéu tuy thudc vao nhu cAu clia minh.

« Alert: Giri mot thong di€p canh bao khi dau hiéu xam nhap duoc phat
hién. C6 nhiéu cach dé giri thong diép nhu giri ra file hodc ra mot Console. Tat
nhién 1a sau khi gui thong di€p canh bdo thi géi tin sé dugc log lai.

« Activate: st dung dé tao ra mot canh bao va kich hoat mot ludt khac
kiém tra thém cac diéu kién cua goi tin.

« Dynamic: chi ra day la luat duoc goi boi cac luat khac ¢6 hanh dong la
Activate. Cac hanh dong do nguoi dung dinh nghia: mot hanh dong maéi dugce

dinh nghia theo cdu tric sau:

ruletype action_name

{

action definition

}
Trong d6: Ruletype la tir khoa.

Hanh dong duoc dinh nghia chinh x4c trong ddu ngodc nhon: ¢6 thé 1a mot ham

viét bang ngon ngir C.
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Vi du:

ruletype smb_db_alert

{
type alert

output alert_smb: workstation.list
output database: log, mysql, user=test password=test
dbname=snort host = localhost }

Pay 1a hanh dong co tén 1a smb_db_alert ding dé giri thong diép canh bao dudi
dang ctra s6 pop-up SMB t6i cac may cé tén trong danh sach liét ké trong file

workstation.list va tgi co so dir ligu MySQL tén la Snort.

b) Protocols
La phan thtr hai ctia mot luat ¢ chirc ning chi ra loai géi tin ma luét s& dugc ap

dung. Hién tai Snort hiéu dugc cac protocol sau:

. IP
- ICMP
. TCP
- UDP

Néu 1a IP thi Snort sé& kiém tra Header cua 16p lién két dé xac dinh loai géi tin.
Néu bét ki giao thirc nao khac dugc st dung thi Snort stir dung Header IP dé xac dinh
loai Protocol. Protocol chi dong vai trd trong viéc chi rd tiéu chuan trong phan Header
ctia luat. Phan Option cua luét c6 thé c6 cac diéu kién khong lién quan gi dén Protocol.

c) Address

C6 hai phan dia chi trong mét luat cta Snort. Cac dia chi nay duoc dung dé kiém
tra ngudn sinh ra va dich dén cua géi tin. Dia chi c6 thé 1a dia chi ciia mot IP don
hoac la dia chi ctia mot mang. Ching ta co thé dung ttr any dé ap dung luat cho tat ca
cac dia chi. Dia chi dugc viét ngay theo sau mot dau gach chéo va sb bit trong Subnet
mask.

Vi du: Pia chi 192.168.2.0/24 thé hién mang 16p C 192.168.2.0 véi 24 bit caa
Subnet mask. Subnet mask 24 bit chinh 1a 255.255.255.0. Chiing ta biét rang :
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« Néu subnet mask 1& 24 bit thi dé la mang I6p C

« Néu subnet mask 1 16 bit thi dé la mang 16p B

« Néu subnet mask 1 8 bit thi dé la mang I6p A

« Néu subnet mask 1a 32 bit thi d6 la dia chi |P don.

Trong hai dia chi ctia mot luat Snort thi c6 mot dja chi 1a dia chi nguén va dia
chi con lai 1a dia chi dich. Viéc xac dinh dau la dia chi nguén, dau la dia chi dich thi
phu thudc vao phan Hudng (Direction).

Vidu: alert tcp any any -> 192.168.1.10/32 80 (msg: “TTL=100"; ttl: 100;)

Luat trén s€ tao ra mgt canh bao doi vdi tat ca cac goi tin tir bat ki nguon nao cé

TTL = 100 di dén Web Server 192.168.1.10 tai cong 80.

d) Ngan chan dia chi hay loai trir dia chi

Snort cung cap cho ching ta ki thuat dé loai trir dia chi bang cach st dung dau
phu dinh (dau !). Dau phu dinh nay ding trude dia chi s& chi cho Snort khong kiém
tra cac goi tin dén tir hay di toi dia chi d6. Vi du, luét sau s& ap dung cho tit ca cac
g6i tin ngoai trir cac goi c6 ngudn xuat phat tir mang 16p C 192.168.2.0.

alert icmp ![192.168.2.0/24] any -> any any (msg: “Ping with TTL=100"; tt:
100;).

e) Danh sach dia chi

Chuing ta co thé dinh 16 ra danh sach cac dia chi trong mét luat cua Snort. Vi du
néu ban mudn 4p dung luat cho tit ca cac gbi tin trir cac goi xuét phat tir hai mang
16p C 192.168.2.0 va 192.168.8.0 thi luat dugc viét nhu sau:

alert icmp 1[192.168.2.0/24, 192.168.8.0/24] any -> any any (msg: “Ping with
TTL=100"; ttl: 100;)

Hai dau [] chi can dung khi c¢6 dau ! dimg trude.

f) Cong (Port Number)
S6 hiéu cong dung dé ap dung luat cho cac goi tin dén tir hodc di dén mot cong

hay mét pham vi céng cu thé nao d6. Vi du ching ta c6 thé st dung sé cong ngudn 1a
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23 dé 4p dung luat cho tit ca cac goi tin dén tir mot Server Telnet. Tir any ciing dugc
dung dé dai dién cho tit ca cac cong. Cha ¥ 13 sé hiéu cong chi ¢ ¥ nghia trong cac
giao thirc TCP va UDP théi. Néu Protocol cua ludt 1a IP hay ICMP thi sb hiéu cong
khong dong vai tro gi ca.

Vi du : alert tcp 192.168.2.0/24 23 -> any any (content: “confidential”’; msg:
“Detected confidential ;)

S6 hiéu céng chi hiru dung khi ching ta mudn ap dung mot luét chi cho mot loai
g6i tin dir li€u cu thé nao d6. Vi du nhu 13 mot luat dé chéng hack cho web thi ching

ta chi can st dung cong 80 dé phat hién tin cong.

g) Day cong hay pham vi cong
Chung ta c6 thé ap dung luat cho diy cac cong thay vi chi cho mot cong nao do.

Cong bat dau va cong két thuc phan cach nhau boi dau hai cham .

Vi du : alert udp any 1024:2048 -> any any (msg: “UDP ports”;)

Chung ta cling co thé dung céng theo kiéu can trén va can dudi, tie 1a chi st
dung cong bat dau hodc cong két thiic ma théi. Vi du nhu 12 “1024:” hoic 1a “:2048”.
Dau phu dinh ciing duoc ap dung trong viéce sir dung cong.

Vi du sau sé& log tat ca cac goi tin ngoai trir cic goi tin xuat phat tir cong 53.

log udp any 153 -> any any log udp

Sau day la mot s6 cong thong dung hay 13 cac cong cia cac dich vu thong dung
nhat :

- 20 FPT DATA

« 21 FPT

« 22 SSH

« 23 Telnet

« 24 SMTP

+ 53 DNS Server

« 80 HTTP
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- 110 POP3
- 161 SNMP

- 443 HTTPS

- 3360 My SQL

h) Hudng - Direction
Chi ra dau 13 ngudn dau 1a dich, ¢ thé 1a -> hay <- hodc <>. Trudng hop <> 12

khi ching ta mudn kiém tra ca Client va Server.

1.2.2.2 Céc thanh phan Option cua luat

Phan Rule Option nam ngay sau phan Rule Header va dugc bao boc trong dau
ngodc don. Néu c6 nhiéu Option thi cac Option s& duoc phan cach véi nhau bang dau
cham phay ”,”. Néu nhiéu option duoc sir dung thi cic Option nay phai dong thoi
duoc thod mén tic 14 theo logic cac Option nay lién két véi nhau bang AND.

Moi Option dugc dinh nghia bang cac tir khoa. Mot sé cac Option con chira cac
tham s6. Néi chung mot Option gom 2 phan: Mot tir khoa va mot tham s6, hai phan
nay phan cach nhau bang dau hai cham.

Vi du: msg: “Detected confidented”;

Trong d6: msg 1a tir khod; “Detected confidented” 1a tham sb.

Sau day 1a chi tiét mot s6 cac Option cia luat Snort:

a) Tur khoa ack

Trong header TCP c6 chira truong Acknowledgement Number véi d6 dai 32 bit.
Trudng nay cé ¥ nghia la chi ra sé thir ty tiép theo géi tin TCP cta bén giri dang duoc
chd dé nhan. Trudng nay chi c¢6 ¥ nghia khi ma cod ACK dugc thiét 1ap.

Céc cong cu nhu Nmap sir dung dic diém nay ping mot may. Vi du, nd c6 thé
gri mot goi tin TCP tdi cong 80 véi co ACK duoc bat va sb thir tu 13 0. Boi vay, bén
nhan s& thay géi tin khong hop 18 va sé giri tro lai géi tin RST. Khi ma Nmap nhan
dugc goi tin RST thi tice 1a dja chi dich dang “sdng”. Phuong phap nay van lam viéc
t6t d6i v6i cac may khong tra 101 goi tin thude dang ping ICMP ECHO REQUEST.

Vay dé kiém tra loai ping TCP nay thi ching ta c6 thé dung lut nhu sau:
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alert tcp any any -> 192.168.1.0/24 any (flags: A; ack: 0; msg: “TCP ping
detected”)

b) Tu khoa classtype
Céc luat co thé duoc phan loai va gan cho mot s6 chi do vu tién ndo d6 dé nhom
va phan biét chiing voi nhau. Dé hiéu rd hon vé tir khoa nay ching ta dau tién phai
hiéu dugc file classification.config (duoc bao gom trong file snort.conf str dung tir
khod include). Mdi dong trong file classification.config c6 cu phap nhu sau:
config classification: name, description, priority.
Trong do:
- name: Tén dung dé phan loai, tén nay s& dugc dung voi tir khoa classtype trong
cac luat Snort.
- description: M6 ta vé loai 16p nay
- priority: S6 chi do wu tién mic dinh cta 16p nay. Do uu tién nay co thé duoc diéu

chinh trong tir khoa priority ctia phan option trong ludt ctia Snort.

config classification: DoS , Denial of Service Attack, 2 va trong luat:

alert udp any any -> 792.168.1.0/24 6838 (msg:"DoS”; content: “server”;
classtype: DoS;)

alert udp any any -> 192.168.1.0/24 6838 (msg: "DoS”; content: “server”;

classtype: DoS; priority: 1;)
Trong cau 1€nh thir 2 thi chdng ta da ghi d¢ 1én gia tri priority méc dinh cua 16p da
dinh nghia.

c) Tu khoa content

Mot dic tinh quan trong ctia Snort 1a né c6 kha niang tim mot mau dit liéu bén
trong mot goi tin. Mau nay co thé dudi dang chudi ASCII hoic 1a mét chudi nhi phan
dudi dang céc ki tu hé 16. Giéng nhu virus, cac tin cong cling co cac d4u hiéu nhan

dang va tir khoa content nay dung dé tim cac d4u hiéu d6 bén trong goi tin.
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Vi du: alert tcp 192.168.1.0/24 any -> /[192.168.1.0/24] any (content: “GET”;
msg: “GET match”;)

Ludt trén tim mau “GET” trong phan dit liéu cua tit ca cac goi tin TCP ¢6 ngudn
di tir mang 192.168.1.0/24 va di dén céac dia chi khong thuoc mang d6. Tir “GET”
nay rat hay dugc dung trong cac tin cong HTTP. Mot luat khéc cling thuc hién dung
nhiém vu gidng nhu 1énh trén nhung mau dir liéu lai duéi dang hé 16 1a: alert tcp
192.168.1.0/24 any -> /[192.168.1.0/24] any (content: “|47 45 54|”; msg: “GET
match’”;)

Dé ¥ rang s6 47 & hé 16 chinh 1a bang ki tu ASCII : G va twong tu 45 14 E va 54

la T. Chling ta c6 thé dung ca hai dang trén trong ciing mot luat nhung nhd 1a phai dé
dang thap luc phan gitra cap ki tu ||. Tuy nhién khi st dung tir khoa content ching ta
can nhé rang:

Déi sanh ndi dung s& phai xtr 1y tinh toan rat 16n va ching ta phai hét strc can
nhic khi str dung nhiéu luét c6 dbi sanh ndi dung. Chlng ta c6 thé sir dung nhiéu tir
khoé content trong cting mot luat dé tim nhiéu dau hiéu trong cung mot géi tin. Poi
sanh noi dung 1a cong viée rat nhay cam. Co 3 tir khoa khac hay duoc dung cing véi

tir khod content dung dé bd sung thém cac diéu kién dé tim kiém 1a :

- offset: Dung dé xac dinh vi tri bat dau tim kiém (chudi chura trong tir khoa
content) 1a offset tinh tir dau phan dit lidu cua goi tin.
Vi du sau s& tim chudi “HTTP” bit dau tir vi tri cach diu doan dit liéu
cua goi tin 1a 4 byte:
alert tcp 192.168.1.0/24 any -> any any (content: “HTTP”; offset: 4;
msg: “HTTP matched”)
- dept: Dung dé xac dinh vi tri ma tir d6 Snort s& dimg viéc tim kiém tir khoa
nay cling thuong dugc dung chung véi tir khod offset vira néu trén.
alert tcp 192.168.1.0/24 any -> any any (content: “HTTP”; offset: 4;
dept: 40; msg: “HTTP matched”).
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Tir khoa nay s& gitip cho viéc tiéu tén thoi gian tim kiém khi ma doan dit liéu
trong goi tin la kha 16n.
- content-list: Puoc st dung cung vai mot file. Tén file (dugc chi ra trong
phan tham sb cua tir khoa nay) 12 mot file text chira danh sach céc chudi can
tim trong phan dit liéu cta gbi tin. Mbi chudi ndm trén mot dong riéng biét.
Vi du: File test c6 dang nhu sau:
“test”
“Snort”
“NIDS”
va ching ta co luat sau:
alert tcp 192.168.1.0/24 any -> any any (content-list: “test”;msg: “This is my
Test”;).
Chlng ta ciing ¢ thé dung ki tu phu dinh ! trude tén file dé canh bao doi voi

c4c goi tin khong tim thay mot chudi nao trong file do.

d) Tu khoa dsize

Dung dé d6i sanh theo chiéu dai ciia phan dit liéu. Rat nhiéu tdn cong sir dung
16i tran bo dém bang cach giri cac goi tin c6 kich thudc rat 16n. St dung tir khod nay,
ching ta c6 thé so sanh d6 16n ctia phan dit lidu cta géi tin véi mot sé nao do.

alert ip any any -> 192.168.1.0/24 any (dsize: > 6000; msg: “Goi tin co kich

thuoc lon’;)

e) Tu khoa flags
Tir khoa nay duoc dung dé phat hién xem nhiing bit ¢ flag nao duoc bat (thiét
lap) trong phan TCP header cua goi tin. Mdi cd ¢6 thé duge sir dung nhu mot tham

sd trong tir khoa flags. Sau day 1a mot s6 cac co st dung trong tir khod flags:

Flag Ki tu tham s6
dung trong luat cia Snort
FIN (Finish Flag) F

SYN - Sync Flag S




26

RST - Reset Flag
PSH - Push Flag
ACK — Acknowledgment Flag
URG - Urgent Flag
Reserved Bit 1
Reserved Bit 2
No Flag set 0
Hinh 1.13: Cac co sir dung véi tir khoa Flags

Nl C| > Tl D

Chlng ta c6 thé sir dung cac ddu +, * va ! dé thuc hién cac phép toan logic AND,
OR va NOT trén cac bit cd mudn kiém tra. Vi du luat sau dy s& phat hién mot hanh
dong quét dung goi tin TCP SYN-FIN:

alert tcp any any -> 192.168.1.0/24 any (flags: SF,; msg: “SYNC-FIN packet
detected”;)

f) Tu khoa fragbits
Phan IP header cuia goi tin chira 3 bit ding dé chdng phan manh va tong hop céac
goi tin IP. Cac bit d¢ la:

- Reserved Bit (RB) dung dé danh cho twong lai.
- Don’t Fragment Bit (DF): néu bit nay duoc thiét 1ap thi tirc 1a géi tin d6
khong bi phan manh.
« More Fragments Bit (MF): néu duoc thiét 1ap thi tirc 1a cac phan khac (géi
tin bi phan manh) ctia géi tin van dang con trén duong di ma chua t6i dich.
Néu bit nay khong duoc thiét 1ap thi c6 nghia 1a day 1a phan cubi ciing ciia goi
tin (hodc 1 géi duy nhat). Piéu nay xuat phat tir nguyén nhan: Noi guri di phai
chia go6i tin IP thanh nhiéu doan nho do phu thudc vao Pon vi truyén dir liéu
16n nhét cho phép (Maximum Transfer Units - MTU) trén duong truyén. Kich
thude cua goi tin khong duge phép vuot qua kich thude 16n nhat nay. Do vay,
bit MF nay gitp bén dich c6 thé tong hop lai cac phan khac nhau thanh mot

g6i tin hoan chinh.
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Déi khi cac bit ndy bi cac tin tic sir dung dé tin cong va khai thac thong tin trén
mang cta ching ta. Vi du, bit DF ¢6 thé dugc dung dé tim MTU 16n nhét va nho nhat
trén duong di tir ngudn xudt phat dén dich dén. Sir dung fragbits, ching ta c6 thé kiém
tra xem céc bit trén c6 dugc thiét 1p hay khong. Vi du luat sau s& phat hién xem bit
DF trong goi tin ICMP c6 dugc bat hay khéng:

alert icmp any any -> 192.168.1.0/24 any (fragbits: D,; msg: “Dont Fragment
bit set”;)

Trong ludt nay, D dung cho bit DF, R cho bit du trit va M cho bit MF. Chlng ta
cling c6 thé dung d4u phu dinh ! trong ludt nay dé kiém tra khi bit khong duoc bat:
alert icmp any any -> 192.168.1.0/24 any (fragbits: !D; msg: “Dont Fragment bit

not set’’;)

1.2.3 Kién triic va co ché hoat déng ciia Snort
Kién trac cta Snort bao gdm nhiéu thanh phan, v6i mdi thanh phin c¢6 mot
chtic ning riéng. Cac phan chinh d6 la:
e Module giai ma goéi tin (Packet Decoder)
e Module tién xir Iy (Preprocessors)
e Module phat hién (Detection Engine)
e Module log va canh bao (Logging and Alerting System)
e Module két xuat thong tin (Output Module)

Khi Snort hoat dong né s€ thuc hién viéc léng nghe va thu bét tat ca cac gdbi tin
nao di chuyén qua. Céc goi tin sau khi bi bit dugc dwa vao Module Giai ma goi tin.
Tiép theo goi tin s& duoc dua vao Module Tién xtr 1y, roi Module Phat hién. Tai ddy
tiy theo viéc c6 phat hién duoc xam nhap hay khong ma goi tin ¢ thé duoc bo qua
dé luu thong tiép hodc dugce dua vao Module Log va canh bao dé xir Iy. Khi cac canh
bao duoc xac dinh Module Két xuat thong tin s& thuc hién viéc dua canh bao ra theo

dung dinh dang mong muén.



28

Internet Packet Decoder

Logging and
Detection Alerting

Engine System

M

Preprocessors

]
i
]
1
i
]
i
|
:
logtoafie |
i
i
i
|
|
i
|
|
]

Output Alert or
Packet is
dropped
. Output
Modules
B I
Hinh 1.14: Kién truc cia Snort
1.2.3.1 Module giai ma goi tin (Packet Decoder)
Pcap, ip-queue
Decode IPV6 DecodeEthPkt
IPVE Ethernet
Decode Vian Decode PPPoEPkt
802.1Q PPP over Ethernet
Decode IP
13
Decode ARP Decode IPX
ARP 1PX
Decode IPOptions Decode TCP Decode UDP Decode ICMP
IPOptions TCP uDP ICMP
Decode IPOnly Decode TCPOptions
Embedded IP TCPOptions

Hinh 1.15: Giai ma géi tin Ethernet

Mot g6i tin sau khi dugc giai ma s& duoc dua tiép vao Module tién xir 1y.
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1.2.3.2 Module tién xu ly (Preprocessors)
Module tién xir Iy 1a mot Module rat quan trong déi véi bat ky mot hé thong
IDS nao dé c6 thé chuin bi gbi dit liéu dua va cho Module phat hién phén tich. Ba

nhiém vu chinh cua cac Module loai nay la:

- Kéthop lai cac goi tin: Khi mot luong dit liéu 16n duoc giri di, thong tin s& khong
dong go6i toan bo vao mot gbi tin ma phai thyc hién viéc phan manh, chia goi tin
ban dau thanh nhiéu goi tin réi méi giri di. Khi Snort nhan dugc cac géi tin nay
no phai thuc hién viéc ghép ndi lai dé co duge dir liéu nguyén dang ban dau, tur
d6 méi thuc hién duge cac cong viée xir Iy tiép. Nhu ching ta di biét khi mot
phién 1am viéc ciia hé thong dién ra, s& c6 rat nhiéu géi tin duoc trao doi trong
phién d6. Mot goi tin riéng 1¢ s& khong co trang thai va néu cong viéc phat hién
xam nhap chi dua hoan toan vao goi tin d6 s€ khong dem lai hiéu qua cao. Module
tién xur ly stream gitp Snort c6 thé hiéu dugc cac phién lam viéc khac nhau (noi
cach khac dem lai tinh ¢6 trang thai cho cac géi tin) tir d6 giap dat dugc hiéu qua
cao hon trong viéc phat hién xam nhap.

- Giai ma va chuan héa giao thirc (decode/normalize): Cong viéc phat hién xam
nhap dua trén dau hiéu nhan dang nhiéu khi bi that bai khi kiém tra cac giao thirc
6 dir liéu co thé duge thé hién dudi nhiéu dang khac nhau. Vi du: mgt web server
c6 thé chap nhan nhiéu dang URL nhu URL dugc viét dudi dang ma
hexa/Unicode, URL chap nhéan ca dau \ hay / hodc nhiéu ky tu nay lién tiép cung
Iuc. Chéng han chdng ta cé dau hiéu nhan dang “scripts/iisadmin”, ké tan cong
c6 thé vuot qua duoc bang cach tiy bién cac yéu ciu giri dén web server nhu sau:

“scripts/./iisadmin”
“scripts/examples/../iisadmin”

29 ¢¢

“scripts\iisadmin” “scripts/.\iisadmin”

Hoac thyc hién viéc ma hoa cac chudi nay dudi dang khac: Néu Snort chi thuc
hién don thuan viéc so sanh dir liéu véi dau hi€u nhan dang s€ xay ra tinh trang bo

sot cac hanh vi xAm nhap. Do vy, mdt sé Module tién xir 1y ctia Snort phai c6 nhiém
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vu giai ma va chinh sira, sip xép lai cac thong tin dau vao nay dé thong tin khi dua
dén Module phét hién c6 thé phat hién duoc ma khong bo sot. Hién nay Snort di hd

trg viéc giai ma va chuan hoa cho cac giao thuc: telnet, http, rpc, arp.

- Phat hién cac xAm nhap bét thudng (nonrule/anormal): Céc plugin tién xir Iy dang
nay thuong dung dé ddi phé véi cac xam nhap khong thé hodc rat kho phat hién
dugc bang cac luat thong thudng hoic cac du hidu bat thuong trong giao thirc.
Cac Module tién xtr Iy dang nay c6 thé thuc hién viéc phat hién xam nhép theo
bat ¢t cach nao ma chiing ta nghi ra tir d6 ting cudng thém tinh niang cho Snort.
Vi du, mdt plugin tién xir 1y ¢6 nhi€ém vu théng ké thong luwong mang tai thoi
diém binh thudng dé rdi khi c6 thong lwong mang bat thudng xay ra né co thé
tinh toan, phat hién va dua ra canh bao (phat hién xdm nhap theo mé hinh thong
ké). Phién ban hién tai cia Snort c6 di kem hai plugin gitip phat hién cac xam
nhap bét thuong d6 1a portscan va bo (backoffice). Portcan ding dé dua ra canh
bao khi ké tan cong thyuc hién viée quét cac cong ciia hé thong dé tim 16 hong. Bo
dung dé dua ra canh bao khi hé thong da bi nhiém trojan backoffice va ké tan

cong tir xa két ndi t6i backoffice thuc hién cac 1énh tir Xa.

1.2.3.3Module phét hién (Detection Engine)

. Trach nhiém cua no 1a phat hién bat ki dau hiéu tdn cong nao ton tai trong goi
tin bang cach str dung cac rule dé d6i chiéu voi thong tin trong géi tin. Néu goi tin 1a
phu hop véi rule, hanh dong thich hop dugc thuc hién.

Hiéu suit hoat dong cta bd phan nay phu thudc cac yéu td nhu: S6 lugng rule,
cAu hinh may ma Snort dang chay, toc do bus st dung cho may Snort, luu luong
mang.

Detection Engine cé thé phan chia géi tin va 4p dung rule cho cac phan khéac
nhau ctia goi tin. Cac phan d6 ¢ thé la:

- Phan IP header ctia goi tin.
- Phén header cua tang transport: Day 14 phan tiéu dé bao gdm TCP, UDP hoic cac

header cta tAng transport khac. No ciing c6 thé 1am viéc v6i header ctia ICMP.
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- Phén header cta cic 16p ung dung: Bao gém header cua 16p timg dung, nhung
khong gidi han, DNS header, FTP header, SNMP header, va SMTP header.

- Packet payload: C6 nghia 1a c6 thé tao ra rule dugc st dung boi detection engine
dé tim kiém mot chudi bén trong dit liéu cua goi tin.

- MOt van dé nita trong Module phat hién d6 1a viéc xur Iy thé nao khi mot goi tin
bi phat hién boi nhiéu luat. Do céc luat trong Snort ciing dugc danh thu tg vu
tién, nén mot goi tin khi bi phat hién bai nhiéu luat khac nhau, canh béo duogc dua
ra s& 1a canh bao ung véi luat c6 mirc vu tién 16n nhat.

B phan nay hoat dong theo hai cach khac nhau theo hai phién ban ctia Snort. -

+ Phién ban 1.x: Viéc xir Iy g6i tin con han ché trong trudng hop cac dau hiéu trong

6i tin d6 phtt hop v6i ddu hiéu trong nhiéu rule. Khi d6 néu c6 rule nao dugc ap dung

trudce thi cac rule con lai s€ bi bd qua mac du céac rule c6 do uu tién khac nhau. Nhu
vay s€ ndy sinh truong hgp cac rule c6 d uu tién cao hon bi bo qua.

+ Phién ban 2.x: Nhuoc diém trén cia phién ban 1.x dugc khéc phuc hoan toan nho

vao co ché kiém tra trén toan bo rule. Sau d6 14y ra rule c6 do wu tién cao nhit dé tao

théng béo.
Téc do ctia phién ban 2.x nhanh hon rat nhiéu so v&i phién ban 1.x nho phién

ban 2.x duoc bién dich lai.

1.2.3.4 Modul Log va Canh bao (Logging and Alerting System)
Khi bo phan Detection engine phat hién ra cac du hiéu tin cong thi no s& théng
bao cho bo phan Logging and Alerting System. Céc ghi nhan, thong bao c6 thé dugc
luu dudi dang van ban hodc mot s6 dinh dang khéac. Méac dinh thi chiing duoc luu tai

thu muc ./var/log/snort.
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E Web Server/Frontend
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Syslog
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SNMP
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WinPopup
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Hinh 1.16: Module Log va Canh bao

1.2.3.5 Modul két xuat thong tin (Output Module)

Module nay c6 thé thuc hién cac thao tic khac nhau tlly theo viéc ban mudn luru

két qua xudt ra nhu thé nao. Tuy theo viéc c4u hinh hé théng ma no co thé thyuc hién

cac cong viéc nhu:

Ghi log file.

Ghi syslog: Syslog va mot chuén luu trit cac file log duge sir dung rat nhiéu trén
cac hé théng Unix, Linux.

Ghi canh bao vao co so dir liéu.

Tao file log dang xml: Ghi log file dang xml cho viéc trao ddi va chia sé di liéu.
Céu hinh lai Router, firewall.

Gui cac canh bdo dugc gobi trong goi tin st dung giao thuec.

SNMP: Céc goi tin dang SNMP nay s€ dugc gui tdi mdt SNMP server tir d6 giup
cho viéc quan 1y cac canh bao va hé thong IDS mét cach tap trung va thuan tién
hon.

Gui céac thong di€p SMB (Server Message Block) tdi cac may tinh Windows.
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1.2.4 Ché @j hoat dpng ciia Snort
1.2.4.1 Snort Sniffer mode
O ché do nay, Snort hoat dong nhu mgt chuong trinh thu thap va phan tich goi
tin thong thuong. Khong can sir dung file cau hinh, cac thong tin Snort s& thu duoc

khi hoat dong & ché do nay:

- Date and time

- Source IP address

- Source port number

- Destination IP address

- Destination port

- Transport layer protocol used in this packet
- Time to live or TTL value in this packet
- Type of service or TOS value

- Packet ID

- Length of IP header

- IP payload

1.2.4.2 Packet logger mode

Khi chay & ché do nay, Snort s& tp hop tat ca cac packet n6 thdy dugc va dua
vao log theo cau triic phan ting. No6i cach khac, mot thu muc méi s& duoc tao ra ing
voi mbi dia chi no bt duoc, va dit liéu s& phu thudc vao dia chi ma né luwu trong thu
muc d6. Snort dit cac packet vao trong file ASCII, v&i tén lién quan dén giao thirc va
cong. Su sip xép nay dé dang nhén ra ai dang két nbi vao mang ctia minh va giao
thire, cong ndo dang sir dung.

Pon gian sir dung 1s-R dé hién danh sach cac thu muc. Tuy nhién sy phan cip
nay sé tao ra nhiéu thu myc trong gid cao diém nén rat khé dé xem hét tat ca thu muc

va file nay.
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Néu ai d6 sir dung full scan véi 65536 TCP Port va 65535 UDP ports va s& tao
ra 131000 hodc ting 4y file.

Log v6i dang nhi phan (binary) tit ca nhiing gi c6 thé doc duoc boi Snort, nd
lam ting tdc kha ning bat goi tin ciia Snort. Hau hét cac hé thong c6 thé capture va
log & téc dd 100Mbps ma khong c6 van dé gi. Bé log packet & ché d6 nhi phén, st
dung co -b:

#Snort -b -1 /usr/local/log/Snort/temp.log

Khi da capture, chling ta c6 thé doc lai file m&i vira tao ra ngay voi ¢ -r va phan
hién thi gidng nhu & mode sniffer:

#Snort -r /usr/local/log/Snort/temp.log

Trong phan nay Snort khong gidi han dé doc cac file binary trong ché do sniffer.
Chung ta co thé chay Snort & ché @6 NIDS vdi viée set cac rule hodc filters dé tim

nhirng traffic nghi ngo.

1.2.4.3 NIDS mode

Snort thuong dugc st dung nhu mot NIDS. N6 nhe, nhanh chong, hiéu qua va
st dung cac rule dé ap dung Ién g6i tin. Khi phét hién c6 d4u hiéu tin cong & trong
g6i tin thi no s& ghi lai va tao thong bao. Khi dung & ché d6 nay phai khai bao file cau
hinh cho Snort hoat dong. Thong tin vé thong bao khi hoat dong & ché d6 nay:

+ Fast mode: Date and time, Alert message, Source and destination IP address,
Source and destination ports, Type of packet.

+ Full mode: Gom céc thong tin nhu ché do fast mode va thém mot sb thong tin
sau: TTL value, TOS value, Length of Packet header, Length of packet, Type of

packet, Code of packet, ID of packet, Sequence number.

1.2.4.4 Inline mode
Day la phién ban chinh stra tir Snort cho phép phéan tich cac gai tin tur firewall

iptables st dung cac tap 1énh mai nhu: Pass, drop, reject.
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CHUONG 2: KHAO SAT HE THONG MANG HIEN TAI
VA PHAN TiCH NHU CAU BAO MAT CUA BENH VIEN

2.1 Khai niém Bénh vién Pa khoa cip tinh

Bénh vién da khoa cép tinh 1a co s& kham bénh, chira bénh cua tinh thanh phé

truc thudc Trung wvong hodc khu vuc cac huyén trong tinh va cac Nganh. C6 doi ngli

can b chuyén khoa co ban c6 trinh do chuyén moén sau co trang bi thich hgp du kha

ning hod trg cho Bénh vién cap huyén.

2.1.1 Dic diém ciia Bénh vién Pa khoa cap tinh

Co s& kham bénh, chira bénh bao hiém y té ban dau tuyén tinh va twong duong:

Bénh vién da khoa tinh, thanh phd tric thudc trung wong

Bénh vién da khoa hang I, hang II thudc cac B, Nganh, hoac truc thudoc don vi
thudc cac Bo, Nganh

Bénh vién chuyén khoa, Vién chuyén khoa, Trung tam chuyén khoa, Trung tdm y
té dy phong tinh, thanh phd truc thudc trung wong c6 Phong kham da khoa

Bénh vién Nhi, Bénh vién San — Nhi tinh, thanh phé truc thudc trung vong

Bénh vién da khoa tu nhan tuong duong hang I, tuong duong hang II

Bénh vién y hoc cd truyén tinh, thanh phé tryc thudc trung wong, By, Nganh
Bénh vién y hoc ¢b truyén tu nhan tuong duong hang I, trong duong hang 11
Phong kham thudc Ban bao vé chim soc strc khoe can bo tinh, thanh phd truc thudce
trung uwong

Bénh vién hang IT thudc Bo Qubc phong, Bénh vién quan — dan y hang II, cac co

s& kham bénh, chira bénh khéc theo quy dinh cua B9 truong Bo Quéc phong.

2.1.2 Chirc nang — nhiém vu
Cép ctru — Kham bénh - Chira bénh
+ Tiép nhén tit ca cac trudng hop ngudi bénh tir ngoai vao hodc tir cac bénh
vién khac chuyén dén @é cép ctru, kham bénh, chira bénh noi tri va ngoai tru.

+ T chire kham stre khoe va chimg nhan stre khoe theo quy dinh cia Nha nudc.
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+ C6 trach nhiém giai quyét hau hét cac bénh tat trong tinh va thanh phd truc
thudc trung vong va cac nganh.

+ T6 chirc kham giam dinh stc khoe, kham gidm dinh phap y khi hoi dong
giam dinh y khoa tinh, thanh phé hodc co quan bao vé phép ludt trung cau.

+ Chuyén ngudi bénh 18n tuyén khi Bénh vién khong du kha ning giai quyét.

- DPaotaocanbdy té
+ Bénh vién 1a co s¢ thuc hanh dao tao can bd y t€ & bac dai hoc va trung hoc.
+ T6 chuc dao tao lién tuc cho cac thanh vién trong Bénh vién va tuyén duoi

dé nang cap trinh d§ chuyén mon.

- Nghién ctru khoa hoc vé y hoc

+ Tb chtc nghién ciru, hop tac nghién ctru cac dé tai y hoc & cdp Nha nudc,
cap B hoic cap Co s, chil trong nghién ciru vé y hoc ¢d truyén két hop véi
y hoc hién dai va cac phuong phap chira bénh khong ding thudc

+ Nghién ctru trién khai dich t& hoc cong dong trong cong tic cham soc sirc
khoe ban dau Iya chon uu tién thich hop trong dia ban tinh, thanh phd va céac
nganh

+ Két hop véi Bénh vién tuyén trén va cac Bénh vién chuyén khoa dau nganh

dé phat trién k¥ thuat cua Bénh vién.

- Chi dao tuyén dudi vé chuyén mén, ky thuat
+ Lap ké hoach va chi dao tuyén du6i (Bénh vién hang IIT) thyc hién viéc phat
trién k¥ thut chuyén mén
+ Két hop véi Bénh vién tuyén dudi thuc hién cac chuong trinh vé cham séc

strc khoe ban dau trong dia ban tinh, thanh phé va cac nganh.

- Phong bénh
Phéi hop véi cac co sé y té du phong thudng xuyén thuc hién nhiém vu phong

bénh, phong dich.
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- Hop tac kinh té y té
+ C6 ké hoach sir dung hiéu qua cao ngan sich Nha nuéc cip. Thuc hién
nghiém chinh cic quy dinh ctia Nha nuéc vé thu, chi tai chinh, timg budc
thuc hién hach toan chi phi kham bénh, chita bénh.
+ Tao thém ngudn kinh phi tir cac dich vu y té: Vién phi, bao hiém y té, dau tu

cua nudc ngoai va cac to chuc kinh té khac

2.2 Gi6i thi¢u chung vé Bénh vién Pa khoa Tay Ninh

Luan vin dé xuit mé hinh giam sat phat hién xAm nhap mang trai phép dua trén
quy md ciia mot Bénh vién céap tinh. Nham dam bao rang trong tuong lai ¢ thé dem
mo hinh ap dung cho cac Bénh vién da khoa cép tinh va cac tuyén twong duong khac.
Két hop trung tim tuyén huyén va co s y té tuyén xi, nang cao kha nang phong thi

cua nganh y té dia phuong do6i vdi cac cudce tan cong cua tin tac.

Nhan thay sy can thiét va kha nang ap dung trién khai hé théng gidam sat mang
danh cho mot Bénh vién cép tinh, hoc vién da chon Bénh vién Da khoa Tay Ninh —
noi hoc vién dang cong tac, dé trién khai dé xuat ing dung canh bdo giam sat mang

danh cho bénh vién da khoa cap tinh vé1 ma nguén mé.

2.2.1 Tom tat lich si
Bénh vién Pa khoa Tay Ninh 1a bénh vién cap tinh hang 2 cta tinh Tay Ninh,
dugc xay dung ndm 1999 véi quy mo 700 givong. Trung binh mot ngay Bénh vién
tiép nhan khoang hon 1000 Iuot dén kham va diéu tri, dap ing nhu cau kham chira
bénh cua nhan dan trong tinh va khu vuc céc tinh bién gio¢1 cua nudc Campuchia.
Luodn tao moi truong an toan va than thién, véi chét lugng cham soc cao va ddi ngii
nhan vién nhiét tinh, ndng dong c6 trinh d§ chuyén mon va k¥ nang tuong xing voi

mot bénh vién da khoa cua khu vyc mién Dong Nam BJ.

2.2.2 So lwoc co cdu té chikc ciia bénh vién
Co céu to chirc nhan su ctia Bénh vién Pa khoa Tay Ninh bao gém:

— Bao gdém: 32 phong, khoa voi doi ngii gan 1000 nhén vién y té.
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— Ban Giam d6c gdm mét Giam dbc, ba Pho giam déc.
— Truong, Pho khoa, Bac si va Nhan vién cac Khoa.

— Trudng, Pho phong, Cong nhan vién cac phong.

SO PO TO CHUC BENH VIEN PA KHOA TAY NINH

Gidm Déc
y
P.Gisim Déc Kinh Té P.Gidim Ddc Lim Sang Glim Dis
Cin Lam Sing
o A T . CTY . - L N Hai sirc tich circ - )
> Phong QLCL - CTXH Khoa Cip ciru + > Chéng dje Phong X - Quang
Tai chinh Ké toan Ngoai Tong Quit + »  Ngoai Thin Kinh Phong MRI
Ké hoach Téng hop Neoai Chin thuomg - | N Khoa Sin Phing CT - Scanner
Chinh hinh i
Té chirc cin b Khoa Ngi Ting hop [« p  Khoa Ngi Tim mach Phong Ni soi
i j in tri Khoa Nji A - Cin ” Phiu thujt Giy mé
Hanh chinh Quan trj b v * | . Hiisic Gidi phiu Bénh ly
N N Dom nguyén Khoa Nhiém - ..
Cing ngh¢ Thong tin Thin Nhan tg0 Xét nghiém
Phong Diéu dwimg Khoa Nhi + > Khoa Dinh Dwimg
Vit tu - Trang thiét bi Kiém soit Nhiém | :
Vi khudin + > Khoa Dugc
Khoa Khim Bénh 2 Lién Chuyén khoa

Hinh 2.1: So' @b té chirc Bénh vién Pa khoa Tay Ninh
2.3 Tong quan h¢ thong mang
2.3.1 Lich s hinh thanh
- Hé¢ théng mang mdy tinh ctia Bénh vién Pa khoa Tay Ninh duoc xiy
dung tir nam 2000.

- Hé théng mang may tinh di dwoc nang cap mot 1an vao nam 2011.
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2.3.2 So do hé théng mang hién tai

MO HINH MANG HIEN TAI
BENH VIEN PA KHOA TAY NINH

INTERNET INTERNET

y ’FILE SERVER
© FIREWALL ‘

i Router 3900 f [ X DATA SERVER

SERVER HIS

SWITCH FIREWALL i |

2960 SWITCH | o '
%560 SWITCH \

% % 2260 % SERVER HSOFT

S Multl PC LAN erelrerss/,, -

SERVER

Hinh 2.2: So' @6 mang hién tai ciia Bénh vién Pa khoa Tay Ninh

2.3.3 Thuc tragng h¢ théng mang
2.3.3.1 Hé théng may Server hién tai
C6 3 may Server dung hé diéu hanh Unix, trong d6 1 may lam chirc ning quan
1y tap trung cac dir liéu nguoi dung, 1 may cai dat cdc chuong trinh quan ly tap trung
céc ung dung ctia bénh vién HIS, 1 may lam ching ning File Server dé quan 1y, luu
trit, bao dam an toan cho dir li€u trén Data server.
2.3.3.2 Heé théng may Client
Hé thong mang c6 khoang gan 200 méay Client dugc bd tri trong cac phong,
khoa tiy theo nhu cau st dung.
Trong 32 phong, khoa hién tai cuia bénh vién thi tat ca déu duoc két ndi hé théng
mang may tinh dung dé xur 1y, st dung dir liéu, két ndi voi hé théng mang trung tam

cua bénh vién.
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Céac may Client duoc cai dat hé diéu hanh Windows 7, Windows 10 trén d6
cai dit ung dung vin phong, phan mém kham chira bénh VNPT-HIS, chuong trinh

chuyén biét phuc vu cong viéc cua tirng phong, khoa.

2.3.3.3 Thuc trang cac thiét bi phan ctiing va cap mang
- C6 11 Switch 2960, moi Switch 24 céng lam nhi€ém vu chuyén mach gitra cac
vung VLAN véi nhau.

- Thué 2 dudng cap quang, thiét bi DrayTek 3900 1am Router (ctia nha cung cip

dich vu) dé cung céip Internet cho toan bénh vién.

- C6 duong mang ndi bd st dung cap quang toc d6 1Gb ndi giita Router voi cac
Switch. Puong mang tir Switch di dén mdy Client str dung cap thuong 100Mb.

- CoOhé théng Data server dung dé luu trir dit liéu ctia bénh vién.

- Cac may in dung riéng tai ting phong, khoa trong bénh vién.

2.3.3.4 Thuyc trang vé phan mém
- Heé thong hién tai dang sir dung phan mém khong ban quyén cho may Server va
may Client.
- May Client dung hé diéu hanh Windows 7, Windows 10.
- Database Server dung phan mém Microsoft SQL Server 2008 dé quan 1y toan bo
dir li€u cua bénh vién.
2.3.3.5 Thuyc trang hé théng bao mat
C6 trién khai 2 Firewall két nbi song song dé bao vé cho ving may Server.
2.3.4 Phan tich tiém néing va nhu cau bao mat déi véi hé théng mang
cua bénh vign
Pic diém chung ctia mot hé thong mang 1a c6 nhiéu ngudi st dung chung va
phan tan vé& mat dia Iy nén viéc bao vé tai nguyén (mat mat hoic stir dung khong hop
1¢) phirc tap hon nhiéu so v6i méi truong mot may tinh don 18, hodc mot ngudi sir

dung.
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Hoat dong ctia ngudi quan tri hé thong mang phai dam bao cac thong tin trén
mang la tin cdy va st dung ding muyc dich, doi tuong, déng tho1 ddm bao mang hoat
dong 6n dinh khong bi tin cong boi nhitng ké pha hoai.

Nhung trén thyc té, khong c6 mot mang nao dam bdo an toan tuyét ddi. Mot hé
théng du duoc bao vé chic chin dén mirc nao thi cling ¢6 lac bi vo hi¢u hoa boi nhirng

ké c6 y do xau.

2.3.4.1 Cac méi de doa tiém nang ddi véi hé thong

Trong thdi gian qua, hé théng mang may tinh dugc céc cap quan tim dau tu.
Tuy nhién, van chua ddm bdo toan ven va an toan diing mirc, chi méi dap tng yéu
cau & mirc co ban.

Hé théng mang LAN (mang ndi bd) duoc xay dung cach day hon 20 ndm, da
c6 nang cip sta chita nhung khong cé su dong bd, may tinh phan bd roi rac khong
tap trung. Thé hé thiét bi mang da cil, 156i thoi khong con bét kip tinh trang phat trién
tin tic hién nay tiém an nhiéu nguy co bi tin céng mang.

Trude nhu cau ung phoé voi tinh hinh dich bénh COVID-19 phtre tap nhu hién
nay, theo phuong chim phong chdng COVID-19 “5K + vic-xin + cong nghé” do
Thii twéng Pham Minh Chinh dua ra, nhiéu cong nghé, ing dung cong nghé di duogc
Bénh vién ap dung cho bénh nhin dé phong chdng dich nhu: Khai bdo y té online,
phan mém hé tro tiém ching quéc gia, vng dung sé svrc khoe dién tir trén smartphone,
cong théng tin tiém ching COVID-19, thanh todn vién phi khéng ding tién mdt bang
ma QR Code. Bénh vién dang tié}) nhén cdach van hanh mdi, cac thach thire vé bdo
mdt ciing vi thé xudt hién va gia ting.

Hoi nghi truyén hinh truc tuyén dong mot vai trd vo cing quan trong ddi voi
nganh y té. Khong nhitng gitip t6i wu héa quy trinh, tiét kiém chi phi, thoi gian, cong
suc di chuyén cho ca bénh nhan, bénh vién va ca cac co quan nha nudc. Nhit 1a trong
khoang thoi gian nay khi ma dich bénh dién bién rat phuc tap, viéc han ché di chuyén
1a diéu hét strc can thiét d& dam bao an toan stc khoe. Do d6 van dé an ninh thong tin

can duoc dac biét quan tam.
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Hé thdng phong, chéng vi rat trén may chii va may tinh c4 nhan con sir dung
phan mém mién phi nén hiéu qua sir dung chi & muc don gian, chua thé phat hién
nhirng loai ma d6c méi, nhitng vi rat n danh din dén hé théng may tinh bi ldy nhiém
vi rat nhiéu.

Céc Bac si c6 nhu cau sir dung mang Internet dé tra ctru théng tin Bénh nhan
ngdy cang cao nhu: Hé théng luu trit va truyén tai hinh anh (RIS-PACS),
Telemedicine, Telehealth néu khong c6 phuwong an bao mat hiéu qua thi c6 nguy co
lay nhiém vi rat rat 16n. Bén canh d6, va tao co hoi thuan lgi cho ké x4u tan cong léy
cip thong tin ...

Viéc truy cap cta ngudi sit dung bén ngoai Internet vao hé théng may chu web
ctia bénh vién ngdy cang nhiéu. Néu khong c6 hé théng phong chong hiéu qua sé& c6
nguy co bi tan cong tir chéi dich vu.

Nhan vién y té va nguoi dung chua duge dio tao dé quan 1y va khai thic mang
mot cach hi¢u qua, an ninh.

Chua c6 mot chinh sach an ninh mang thuc sy nao duoc ap dung. Diéu nay dan
dén viéc t6 chirc, quan 1y va st dung mang khong dung theo ¥ mudn cta quan tri
mang va dé dang gy nén cic thiét hai khong luong trude.

Trén toan mang chi c6 mot s6 co ché dam bao an ninh mang nhu chimg thuc
nguodi ding. Picu ndy din dén viéc mang khong c6 kha ning phan cap, diéu khién
truy nhap, khong c6 kha niang phan tng lai cac cudc tan cong va kho co kha ning
theo ddi toan bo hoat dong cua mang.

bép ung dugc kha ning mo rong quy mo hoat dong va ing dung cong nghé
thong tin ciia Bénh vién trong tuong lai: M rong vé sb luong may tinh, s6 luong may

chu, cac mang LAN va cac ung dung.

2.3.4.2 Nhu cau bao mat hé théng mang cua bénh vién
bai dich COVID-19 da déy nhanh sy phat trién cua khoa hoc cong nghé, rut
ngan thoi gian cong nghé t6i gan hon véi doi sdng cta con ngudi, dic biét trong linh
vuc y té. Nhét 1a nhitng cong nghé nhu cham séc strc khoe tir xa, giam sat hay tri tué

nhan tao s& duoc tng dung trong Bénh vién trong tuong lai gan:
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Thay d6i cach cung cip dich vu sirc khoe: Thé kham chira bénh dién tir s& gidng
nhu mot bénh an dién to dugce luu gitr tai hé théng may tinh bénh vién, bac sy
diéu tri c6 thé tra ctru théng tin lién quan ngudi bénh bat ¢l lac nao, bat ctr noi
dau mién 1 c6 duong truyén Internet.

Bénh vién tién dén Gmg dung tri tué nhan tao va ngudn dir liéu Big Data vao
phuc vu bénh nhan, dé béc si tham khéo va dua ra phac dd diéu tri nhiéu bénh
nguy hiém:

+ Ung dung tri tué nhan tao (AI) trong cham soc strc khoe, sir dung cac

thuat toan va phin mém, cong nghé ciing nhu ngudn dir liéu 16n (Big
Data) : Dua vao nguén dir li€u thu thap dugc cia ngudi bénh, cac Al
déng bd hoéa trén kho dir liéu, tir d6 bac si sé nhan dugc nhiing goi ¥ tir
phuong phap chan doan, diéu tri, phac do hién dai cta cac Bénh vién 16n
trén thé gi61 hodc cap nhat dé hd trg chan doan, diéu tri ung thu, tim mach,
dai thao dudng. .. Trong mét sb tng dung khuyén nghi vé dinh dudng cho
bénh nhan, phﬁn mém s& cho khuyén cdo, bac si chan doan sé& ra soat
khuyén céo d6, néu 6n thi co thé cung cip cho bénh nhan.

+ Ung dung tri tu¢ nhan tao trong noi soi ti€u hoa, chan doan va du bao
dich t& bénh lao phoi bang X-quang sém, hd trg trong viéc kham va chira
bénh sé& giup ting kha ning diéu tri cho bénh nhan.

+ Ung dung cong nghé Al vao phan mém kham chira bénh HIS, phan mém
quan ly thong tin xét nghi¢m gitip bénh nhan giadm thoi gian cho doi bac
sT, ¢6 thé hen thém bac si ma khong phai dbi mat nhiéu nguoi va nhiéu
vi khuan trong phong chd nhan vién y té.

+ Cong nghé may hoc Al con dugc sir dung dé sang loc cac dit liéu kham
bénh, tim kiém ra sai lam trong phuong thirc diéu tri, tinh khong hiéu qua
va nhimg truong hop khong can thiét déu s& duoc phat hién nhanh chong.

Bénh vién déy manh tham kham truc tuyén: Cho phép dat lich kham tir xa, chu
dong chon thoi gian kham, hd tro nhic lich kham va tai kham, tu van stic khoe

24/7, luu trit hd so bénh an dién tir va thanh toan tién loi tir xa dudi nhiéu hinh
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thire...Nham giam thiéu cac 1an tiép xuc truc tiép kham bénh truc tiép giita bac
s va bénh nhan. Bénh nhan giao tiép hoan toan véi bac si chi bang mot hodc hai
14n cham vao thiét bi, gitip giam chi phi va mé rong quy mé kham chita bénh.
Nghién ctru tmg dung két ndi van vat trong y t& (IoMT — Internet of Medical
Things): Két ndi thiét bi dién tir chia sé va truyén tai dir liéu 1én hé théng, két ndi
hé thdng phan mém thong tin bénh vién (HIS), phan mém thong tin xét nghiém
(LIS), phan mém thong tin chan doan hinh anh (RIS), hé thong luu trit va truyén
tai hinh anh (PACS), phan mém bénh an dién tr (ERM), dinh dang ngudi bénh
qua mi vach, cam bién. Hudng téi RFID PACS — Bénh vién khong in phim, qua
d6 tiét kiém chi phi va hiéu qua trong két ndi, hoi chan dién tir thoi gian thyc;
Lién thong két nbi chuyén hd so bénh 4n dién tir gifra cac bénh vién tuyén huyén.
B0 Y té dd co ban hanh vin ban Théng tw s6 54/2017/TT-BYT va Théng tw sé
46/2018/TT-BYT huéng dan trién khai duoc hd so bénh 4n dién ti.

Theo Piéu 20 Théong tw s6 46/2018/TT-BYT da néu rd 19 trinh thuc hién trién khai
ho so bénh an dién tir tai cac co sé kham bénh, chita bénh nhu sau:

+ Giai doan tir ndm 2024 — 2028: Tét ca cac co s& kham bénh, chita bénh
trén toan quéc phai trién khai ho so bénh an dién tir. Yéu cau cap thiét
dat ra 1a Bénh vién phai trang bi hé théng phat hién xadm nhap (IDS), h¢
thong ngin chin xdm nhap (IPS) dé ngan chin tdn cong co chu dich va
xam nhap tir xa dam bao an toan cho hé théng may chi cua bénh vién.

Nguy co tin cong mang cia tin tic nhim vao bénh vién va cac co so y té khong
chi nham muc dich ldy cdp tién hodc thong tin ¢4 nhan nhu trude day, ma con
khién cho nhiéu ngudi tir vong. That vy, theo két qua mot cudc nghién ctru va
khao sat vira duoc cong bd ctia Cong ty An ninh mang Censinet (M¥), gan 1/4
céc bénh vién va trung tim cham soc sirc khoe da bi tin cong mang, chu yéu boi
cac loai mi doc téng tién trong vong 2 nim qua, khién ti 1& bénh nhan tir vong
tang cao va anh hudng qua trinh cham soéc stc khde cua nguodi bénh.

Céc chuyén gia bao mat da nhiéu 1an canh bo vé viéc cac bénh vién, trung tam

cham sdc stc khoe co thé tré thanh muyc ti€u tan cong cua tin tdc va cac loai ma
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ddc, nhung cho dén nay nhirng dia diém nay van chua co sy chuén bi thuc su dﬁy
du. Nhiéu thiét bi kham chita bénh doi hoi két ndi Internet dé str dung va néu bi
mi doc tin cong, cac thiét bi nay khong thé hoat dong va s& lam anh hudng
nghiém trong dén qua trinh chira tri cho bénh nhén.

Ngay ca khi cac vy tan cong mang khong nham vao hé théng may méc, thiét bi y
té ctia bénh vién, ma nham muc tiéu léy ca‘ip dir 1iéu cia nguoi bénh, diéu nay

cling c¢6 thé anh huong dén két qua chita tri ciia bénh nhan.
Nhén xét:

- Viéc nghién ciru va phét trién cac san pham vé an ninh thong tin noi
chung va an ninh mang néi riéng, la mdt nhu cau buc thiét ddi véi hé
théng mang bénh vién nham dam bao an ninh bao mat hé théng. Nham
tang cudong kha ning bao vé nhiéu 16p dé ting cuong tinh bao mat cac
khu vuc bén trong, noi luu giit cic ngudn tai nguyén mang co gia tri
nhat

- Hé¢ théng mang cua Bénh vién hién nay da két ndi v6i nhau tuy nhién
kha nang vé bao mat chua duoc cao nhét, két ndi chua thuc sy bao dam
vé an ninh gitra cac khoi nha khi dit liéu tap trung.

- Viéc ap dung cimg nhic nhitng tng dung cong nghé méi vao hé théng
mang chua thé dam bao viéc ndng mirc an toan 1én cao hon. Bai yéu to
con nguodi madi la khia canh quan trong nhat trong linh vuc bao mat.
Hién nay, van chua c6 mot nghién ctru ndo dé cung cp cho cac quan
tri mang cta Bénh vién nhiing hiéu biét can thiét dé thiét 1ap cac quy
tac dam bao an ninh trong hé thong.

- Khi ma céc img dung chay hé¢ théng mang ngay cang phat trién vé ca
quy mo va sb luong, thi nhitng 16 hong vé bao mat 4n chta trong céc
hé thong nay ciing ngay cang nhiéu. Bén canh do, trinh do cta céc tin

tdc trong nudc trong thoi gian qua da c6 nhiéu budc tién. Cac nguyén
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1y, cach thuc tin cong ma cac tin tic van dung da c6 nhiéu bd sung va
van dung linh hoat.

- Thiét 1ap hé théng bao mat dit liéu nodi bd cho Bénh vién 1a rit can thiét.
Nhat 1a truée dién bién cta dai dich COVID-19, nhu cau luu trir thong
tin ngudi bénh ngdy cang 16n, nhu cau tra ctru va sir dung mang may
tinh trong Bénh vién ngay cang cao: Két nbi hoi nghi truc tuyén véi cac
Bénh vién Trung wong, khai bdo y té online, hoi chan tir xa,

Telemedicine, ...

2.3.5 Dé xudt chinh sach bdo mat
Déi voi Bénh vién Pa khoa Tay Ninh, viéc phai hoat dong sudt ngay dém, trong
tat ca cac ndy thi viéc dam bao cho hé thong thong sudt, an ninh va bao mat hé théng
1a yéu cau hét strc cAp bach, cuc ki quan trong. Pong thdi chu trong ting cudng kha
ning bao vé da 16p, dé bao vé tdi uu nhat cho dir liéu bén trong. D6 1a tat ca co so dit
liéu cua Bénh vién, thong tin hd so bénh an ctia bénh nhan hay cac tai nguyén mang

c6 gia tri khac tham chi con lién quan dén van dé phap 1y.

2.3.5.1 Bao vé mac mang
Bao dam an toan duong truyén nhim bao mat cac thong tin truyén tai trén hé
théng mang, dua vao cac phuong thitc ma hoa thong tin trén dudng truyén, cac cong
cu xac dinh tinh nguyén ven va chinh xac cta thong tin. Viéc nay c6 thé thuc hién
dugc bang phan mém hay phan cing, tuy nhién viéc thuc hién trén phan cing (card
ma hoa trén router hay thiét bi ma hod cimg cim ngoai trén dudng truyén) ¢6 uu diém
hon 13 giam d¢ tré ctia cac goi tin, st dung bang thong trén duong truyén hiéu qua
hon (nhat 1a trén WAN).
2.3.5.2 Bao mat l6p truy cap
Bao mat cho cac dudng truy nhap cta nguoi diung quay s (dial-up): Thudng ap
dung cac hinh thirc x4c thuc nguoi dung, tao cac kénh VPN cho céc két ndi dial-up, ...
Firewall/IDS: Tai cac khu vuc cung cAp cic may chu truy nhap can b tri cac

buic tuong la (Firewall) kém cac b do tim tan cong (IDS) dam bao ngin chin cac
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truy nhap trai phép hay cac dang tin cong ngay tir cong vao mang, diéu nay la rat can
thiét boi viée sir dung cac thiét bi hd tro cho cac két ndi truy nhap dong thoi lai 6 két
ndi di Internet.
2.3.5.3 Bao mat muc thiét bi

Céac thiét bi mang nhu Router va switch, firewall...l1a cac diém nat cua mang
hét strc quan trong va can dugc bao vé, chiing toi khuyén nghi sir dung cac ACL dé
diéu khién truy nhap trén toan bo cac thiét bi nay, dong thoi sir dung cac thiét bi do
tim 16 hong (IDS) dé do tim xac dinh cac ddu hiéu tin cong vao cac thiét bi mang va

cac nguodn tai nguyén khac va cd cac bién phap ngin chin kip thoi.

2.3.5.4 Bao mat muc may chu
Hé théng may chu thuc hién cac cong viéc dich vu khac nhau trong mang, cé
thé néi ddy 1a ngudn tai nguyén chinh hét sirc quan trong va la muc tiéu ciia nhiéu
cudc tan cong tir bén trong ciing nhu bén ngoai ciing nhu an cap hay pha huy cac
thong tin co gia tri dugc chira trong cac mdy chii nay. Viéc bao mat hé thong may chi

lién quan téi cac cong viéc nhu:

- Béo mat thong tin trén may chu: ddm bao tinh ma ho4, tinh toan ven va xac
thuc cta thong tin

- Quan tri truy nhap vao may chi: 4p dung cic cong nghé tién tién nhu smart
card, Token...

- Chéng truy nhap trai phép: sir dung cac bo do tim IDS dé phat hién va bao
dong kip thoi khi c6 tan cong hay truy nhap trai phép vao hé thong méy chu.

2.3.5.5 Bao mat mic hé diéu hanh (HDH)

Vi¢c bao mat cho HPH may chu dam bao cho hé théng lam viéc 6n dinh viéc
hoach dinh xay dung cac chinh sach cai dat, cap nhat, backup dir li¢u hay sir dung
cac phan mém bo sung (Patch) bit 16 hong trén cac HPH 1a hét stic can thiét dé dam
béo cho cac hé diéu hanh va cac ung dung chay trén n6é dugc bao v¢ an ninh ngan

chan cac cugc tan cong c6 thé xay ra.
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2.3.5.6 Bao mat & mtrc tng dung
Pam bao viéc truy nhap vao cac dich vu va phin mém (Web, mail, CSDL),
chung t61 khuyén nghi thyc hién cic kénh bao mat tir ngudi dung dau cudi toi cac

may chu ting dung dé dam bao céic tinh bao mat, toan ven va xac thyc cua thong tin.

2.3.5.7 Bao mat muc co so dir liéu (CSDL)

C6 thé n6i CSDL 1a 16i ctia toan bd hé thong bao mat thong tin, toan b thong
tin quan trong mang tinh chat song con duoc tap trung trén cac CSDL, trong thiét ké
thi day 1a CSDL dugc dat & mic uu tién cao nhat.

Hé¢ théng mang cua bénh vién véi viéc két ndi céac site voi do tin cay, an toan
cao, toi dé xudt giai phap véi cac tinh ning sau:

- C6 kha nang mo rong va nang cap cao nhat ma chi phi dau tu tiét kiém nhat.

- Kha nang cai dat, quan tri don gian. Gidam mirc d0 phuc tap, tbc do va Routing

ctia hé thong mang dén muc thip nhat, dé dang cho cac hé théng thiét lap
trong thoi gian sau.

- Bao gém hau hét cac tinh ning bao mat hién c6 nhu Antivirus, IDS/IPS, VPN,

WebBlock, Spam, Scanner...
- Quan tri tap trung toan bd hé théng, cap nhat tu dong va thuong xuyén.
- Tdc d6 xir 1y cao trong cac mdi trudng. Kha ning Loadbalancing cho nhiéu

két noi dén cac nha cung cap dich vu khac nhau.

2.3.5.8 Bao mat cho mang phan tan
Do c4c mang LAN két ndi voi nhau qua moi trudng internet, nén rat can chinh
sach bao mat & mang nay, cac dir liéu thong tin trao doi di ra ngoai moi truong internet
can phai duoc ma hoa & cap do cao.
Qua khao sat, da s6 cac Khoa phong gui dir liéu, thong tin déu qua cic dang
mail, nén can tap trung st dung mail server cua bénh vién, tranh st dung cac dich vu

mail ctia bén thr ba dé guri cc thong tin quan trong.
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CHUONG 3: NGHIEN CUU PE XUAT XAY DUNG
HE THONG GIAM SAT SNORT TRUC TUYEN
CHO BENH VIEN

3.1 Gidi thiéu chung
Trong chuong nay trinh bay vé mé hinh tmg dung dé xuat két hop véi Snort va
Pfsense giam sat tryc tuyén hé thong mang LAN noi chung, mang LAN ciia bénh
vién T4y Ninh noi riéng. Cu thé 1a dé xuit xay dung tng dung va trung tim lwu trix
log dé co thé giri mail canh bao dwra trén log ctia Snort duoc sir dung voi Pfsense, s&
chuyén tiép vé Server phan loai va luu trit log ctia Splunk server. Tir 46 dwa ra quyét

dinh canh bao, nhic nhd... trén hé thong mang LAN.

S B
%JS &1 :"il Firewall Snort o || nr'::." [ Firewall -Snort oot r’
g

o PM Xét nghigm :‘

Wil bénk ahin

i ; !
“7 :wll’nm-au-sﬂm i @_m

Wifi biah nhin backup

‘Wifi nhim vién

|
‘Wiffi nhin vién backup . .
X i A A A
Duim i b & @ g '@ @ @ ,g
e i T S a1 ~ iz -

Durimg mang nji b backup .12 = 1
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Hinh 3.1: M6 hinh mang téng quat bénh vién da khoa Tay Ninh
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3.2 M6 hinh nghién ctru h¢ thong mang

o Mang Lan wifi ting di vio
KHOA BENH AN Mang Lan ting di vio k

HO S0 BENH AN
i

I
i Firewall - IDS
X

!

Trueng phing Phé phing

2 8D

Mhin vién b¢nh in 2 Nhiin vién bénh dn 1

Hinh 3.2: M6 hinh mang khoa bénh an bénh vién da khoa Tay Ninh
Mo td mo hinh
Mo hinh nghién ctru bao gdm céc thanh phan nhu sau:
Router: Pay 1 thiét bi cho phép hé thong mang ndi bod co thé két ndi véi internet
bang cap quang. Pam nhiém dinh tuyén, Nat, ....
Switch layout 3: Day 1a thiét bi két ndi toan b hé thong trong mang Lan, day la
thiét bi két ndi tryc tiép véi router chinh. Pam nhiém chia VLan cho timg phong
ban.
Ving DMZ: Pay la ving hé thong chira cdc may chi website, may chii quan 1y
tai khoan AD, mdy chu chtra phﬁn mém kham bénh, nhan su, ...
Firewall -Snort: Hé thong giam sat mang, phat hién va phong tranh xam nhap trai
phép cia ngudi dung vao cac hé thong quan trong ctia bénh vién.
Cdc khoa xét nghiém, khoa bénh an, ... va doi bién phong, bénh vién da chién:
Hé thong mang danh cho cac khoa, khu vuc ¢ chira dit liéu quan trong, can bao

mat muc cao.
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- Ngoai ra hé théng con c6 2 hé thong Wifi danh cho bénh nhan va nhéan vién bénh
vién tach biét voi hé théng quan trong cua bénh vién.
3.3 Pé xuit hé thong giam sat SNORT truc tuyén
3.3.1 M5 hinh - Cdu tric hé théng dé xuat
a) Mo hinh cho méi trrong mang LAN

User ngoai truy cap

l (6)
H¢ thong : ll

S
=
=
¥
-
>
Z

Ung dung dé xuat cé
sir dung Snort de giam sat

Hinh 3.3: M6 hinh hé thng dé xuét tich hop @ng dung giam sat Snort

Mo td mo hinh

Nguoi ding tir moi truong ngoai internet di vao hé théng mang ndi bo qua thiét
bi router. Néu voi mo hinh nghién ctru ban dau, router chinh s& két ndi truc tiép véi
hé théng mang ndi by qua thiét bi switch trung tdm, véi mo hinh dé xuét giam sat hé
thong mang, ching ta s& dat mot Server Pfsense ngay gitra thiét bi router chinh va
switch trung tam. Router chinh s& khong con két ndi truc tiép vao hé thong mang Lan
ma phai két ndi truc tiép vao Server Pfsense. Tai Server Pfsense nay, ching ta sé cai
dat phan mém Snort dé giam sat hé thong, phat hién va ngan chin tan cong thong qua

internet.
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Dién gidi mé hinh
(1): Pay 14 hé thong mang LAN, bao gdm cac nhanh may chii, nhanh may tinh
cac phong ban, nhanh may tinh két ndi trang thiét bi y té, ...
(2): Switch trung tam 13 thiét bi két n6i hé thong mang LAN véi router chinh dé
két ndi ra ngoai internet, tuy nhién véi mo hinh nghién ciru tich hop Pfsense va
Snort, thi switch trung tdm s& két ndi v6i router chinh théng qua server cai dat
Snort d3 dugc dé xuit
(3): Server cai dat g dung Snort dé giam sat luu lugng mang vao ra hé thong
mang LAN.
(4): Router chinh 1a thiét bi ciia nha mang cung cap
(5): M1 trugng mang internet bén ngoai.
(6): User ngoai truy cap vao hé théng mang LAN dé tra ciru thdng tin ca nhan, sir

dung cac dich vu ctia Bénh vién.

b. M6 hinh cho méi trudng truc tuyén

Mang LAN _Mang LAN _ Mang LAN
1

1
1
KHOA |
XET "
NGHIEM |

Router

| Router

\
Ung dung trie tuyén
quan ly Snort

Hinh 3.4: M6 hinh hé théng dé xuét tich hop Gng dung giam sat Snort cho truc tuyén
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Véi mé hinh ching ta s& ké thira tir mo hinh hé théng dé xuét tich hop tmg dung
giam sat Snort cho mang LAN. V&i md hinh nay, chiing ta ¢ s& ¢6 3 hé thong mang
LAN tuong tng véi mdi mirc do quan trong ctia phong ban thudc bénh vién. Véi mdi
hé théng mang LAN, & mdi router chinh ching ta sé thiét lap NAT dé cho ung dung
giam sat truc tuyén Snort c6 thé két ndi voi nhau. O nhanh mang LAN thir 2 (Snort
2) ching ta s& dat tng dung truc tuyén trung tdm, dong vai trd quan 1y cac Snort &

cac nhanh mang LAN khac.

3.3.2 Muc tiéu cia iing dung dé xudt
Véi mé hinh d& xuét nhu trén, Snort s& dong vai trd trung tim dé giam sat hé
théng mang. Cung véi viéc xay dung thém mot ing dung truc tuyén dé két hop véi

Snort, chlng ta sé c6 dugc nhirng muc tiéu nhu sau:

- Giam sat toan bo cac luéng dir liéu trén hé théng mang LAN.

- Khi xay ra hodc bi sy ¢d tin cong tir client trong mang LAN nhu: Virus lay lan
trong mang LAN, Trojan, Malware... Snort sé phan tich ghi log, trén co s& doc
dir liéu log, tng dung dé xuat s& phan tich, dinh danh cac van dé, tir d6 ra quyét
dinh giri canh bao hay nhéc nhd (véi cac mic do khac nhau) t6i nguoi quan tri

hé théng va cac client khac trong mang LAN.

Viéc str dung dit liéu log ctia Snort, chiing ta s& tién hanh phan tich log trén co
so str dung Splunk Server. Day 1a diém méi cta luan van nay ciing nhu diém méi ing

dung dé xuat.

3.3.3 Cac module chinh cia hé théng

Ung dung dé xuét trong luan van nay 1a sy két hop va tai st dung két qua cia
Pfsense va Snort dé giam sat hé thong mang LAN, dwa ra quyét dinh canh bao khi
phat hién nguy co giy hai dén hé thdng. Ung dung d& xuit s& doc va ghi lai cac dir
liéu log thu duoc tir Snort bang Pfsense tir cac rules di dugc cau hinh san, 1di tiép tuc
day log vé& Splunk Server va tir diy ngudi quan tri c6 thé tao cac cau 1énh dé loc va

tao ra cac alert mong muon dé guri vé mail canh béo.



54

Dua vao nghién ctru cac hé théng IDS ciing nhu cac tng dung twong tu di

cong bo, luan van nay xin dé xuat trng dung gom 2 nhém module chinh:

(1) Module tao rules va luu dii ligu LOG tie SNORT ciia PFSENSE
Trong module nay, s€ thuc hién nhiém vu tao cac rules cuia SNORT, va dua vao
co so dit liéu cta tng dung. Nhirng két ndi co cac dic diém gidng voi cac rules da
c4u hinh thi s& duoc luu lai log va hién thi canh bao trén Pfsense. Log nay da duogc
hiéu chinh va chi luu lai nhitng ludng dit liéu da duoc loc, tirc 1a phai c6 ddu hiéu can
Iru lai méi luu vao Log. Mai file luu theo cau hinh tuy chinh trong dich vu Snort

chay trén Pfsense theo dit liéu cac ludng truyén trén LAN.

(2) Module tong hop log va givi canh bdo
O Module nay, 13 module sir dung cac log dugc chuyén téi tir cac Server
Pfsense. Tir d6, tao cac cau lénh va cac chudi string phi hop véi cac mong mudn gui
canh bao vé email.
Bén canh d0, c¢6 thé tao ra dugc cac bao cdo, téng hop sb lugng truy cap vao va

ra internet, ...

3.4 Két luAn Chwong 3
Véi viée dé xuét tng dung canh bao dya trén giam sat SNORT, ludn vin s&
huéng toi xay dung mot tng dung cé tinh truc tuyén cao dé canh bao va giam sat.
Bén canh do6 voi viéc ap dung luu trir server log tap trung Splunk céac file log cua
Snort dé phan tich théng ké theo yéu cau cho ngudi quan tri hé théng s& phan nao
gitip cho ngudi quan tri ¢ cong cu hd trg dic luc, cling nhur mé ra hudng phat trién

sau hon vé khoa hoc dir liéu trong an toan thong tin.
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CHUONG 4: THUC NGHIEM VA PANH GIA

4.1 Thue nghiém hé thong IDS — Snort
M6 hinh thyc nghiém

Note: Email=  PM khim bnh=  Tii khoin
én
Wifi nhéin vién Fille share PM Nhin s AD Website
Wifi bénh nhin ] r
13 -2 a A0
| 192.168.42.024
|

192,168 30.0/24

192 168.60.0/24

- | |
ﬁém" i i i i i P —-—‘ Firewall - Snort
U @ Ll h

-
.
st

Hinh 4.1: M6 hinh thwc nghiém Bénh vién Tay Ninh

4.1.1 Muc tiéu

Xay dung hé thong tudng lira IDS cho Bénh vién Pa khoa Tay Ninh trong twong
lai dya trén so d6 mang thyc té. Muyc tiéu bao vé cac phong ban quan trong va hé
théng co s¢ dit lidu ciia Bénh vién (dit liéu khdm chita bénh, dit ligu tién luong, dit
li¢u xét nghi€ém...)

Bén canh do6, xdy dung hé¢ théng Snort bao vé tung khoa riéng (khoa xét
nghiém). Mit khac xay dung hé théng Snort quan 1y Wifi cho nhan vién va bénh nhan
st dung. Bénh nhan chi vao dugc Server Website dé theo dbi tinh hinh kham chita
bénh, chi phi, tinh trang cdc bénh nhan va cac dich vu cta bénh vién. Nhan vién su
dung wifi dugc phép vao sir dung dé vao 1 hé thong nhu webiste, hé théng phan mém
kham bénh va nhan su (tiiy theo phan quyén nhan vién vao hé thong khac nhau).

Muc tiéu thir nghiém hé théng giam sat phat hién tan cong IDS két hop nhiéu
IDS véi nhau dé dam bao phong chdng cac cudc tin cong tir nhiéu phia nhu tan cong

tir phong ban vdi cac phong ban quan trong, tin cong tir phong khong quan trong 1én
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hé théng may chu, tir phong quan trong 1én mdy chu, tir bénh vién da chién — bién
phong vao hé théng datacenter hodc tin cong tir wifi nguoi ding ciia bénh nhan va

nhan vién vao cac hé thong quan trong.

Muc tiéu xay dung rule canh bédo cua céc kich ban nham phat hién sy xam nhap
mang bt thuong trong hé thong mot cach chinh xach nhét. Giri thong tin vé cude tan
cong cho nha quan tri mang qua email mot cach nhanh nhat. T d6, gitp cho nha
quan trj mang c6 du thoi gian dé xay dung cach phuong an phong thii cho hé thong.
Bén canh do, viéc xay dung cac rule cho kich ban tan cong cling dua vao su phan bd
16p mang cua cac khoa phong trong hé thdng. Muyc dich ghi nhan céc cudc tin cong

ndi bo tir khoa phong.

4.1.2 Thuc hién tdn cong
4.1.2.1 Kich ban tan cong 1
% Muc dich
Ké xam nhap t6 chirc tAn cong tir cac phia, tir cac may ndi bd khoa Xét
nghiém va cac may thuoc phong khong quan trong khac (khoa Chan doan hinh anh)
thuc hién tin cong cung lic bang 10 may ca ving mang trong va viing mang ngoai.
T6 chirc truy cip vuot quyén cua cac khoa phong, tin cong vao may chit Khoa Xét
nghiém co chtra dir liéu quan trong dé truy xut cac thong tin 13 két qua Xét nghiém
HIV, SARS-CoV-2, cac két qua xét nghiém quan trong khac.
s Mo ta
Thuyc hién tan cong tir chéi dich vu DOS tir 5 may ¢ viing mang trong (16p
mang: 192.168.137.0/24) cua khoa Xét nghiém va 5 may tir vung mang ngoai
(192.168.79.0/24) cua khoa CDHA, tan cong cung lic 10 may vao may chu Khoa xét
nghiém c6 dia chi [P 192.168.137.12.
Dé thuc hién danh gia viéc xdy dung Snort tai khoa Xét nghiém hiéu qua
trong bao mat mang, muc dich xay dung cac rule dua ra bién phap phong chdng tin
cong tur cac khoa khac xam nhap trai phép vao may cha 192.168.137.12. Tur d6 dua

ra cac canh bao cho nha quén tri mang.
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IP 5 may tinh & ving bén ngoai:
o May thir nhat Kali 192.168.79.14 & viing bén ngoai
e May thir hai ParrotOS 192.168.79.15 ¢ vung bén ngoai
e May thtr ba Ubuntu 192.168.79.16 ¢ ving bén ngoai
e May thir tw Ubuntu 192.168.79.17 ¢ vung bén ngoai
e May thir nam Ubuntu 192.168.79.18 ¢ vung bén ngoai
IP 5 may tinh & vang bén trong:
e May thir 1 Kali 192.168.137.15 & ving bén trong
e May thu 2 ParrotOS 192.168.137.19 ¢ viung bén trong
e May thtr 3 Ubuntu 192.168.137.20 ¢ vung bén trong
e May thir 4 Ubuntu 192.168.137.21 ¢ vung bén trong
e May thtr 5 Ubuntu 192.168.137.22 ¢ vung bén trong
< Thuec hién tan cong: Tan cong cung lic 10 may vao myc tiéu may chu
Khoa xét nghiém c6 dia chi IP 192.168.137.12

Activities [=) Terminal v

#)
:~$ ifconfig

ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
e 2.168.137.12 netmask 255.255.255.0 broadcast 192.168.137.255
1:5de3:75af:50a7:8558 prefixlen 64 scopeid 0x20<link>
c:29:87:5b:7f txqueuelen 1008 (Ethernet)
RX packets 3844709 bytes 211920006 (211.9 MB)
RX errors @ dropped 8 overruns @ frame @
TX packets 1909450 bytes 117692064 (117.6 MB)

TX errors © dropped © overruns © carrier 6 collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.6.0.0
ineté ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 389465 bytes 156765875 (156.7 MB)
RX errors @ dropped @ overruns @ frame 0
TX packets 389465 bytes 156765875 (156.7 MB)
TX errors @ dropped © overruns @ carrier ® collisions @

Hinh 4.2: Pia chi may muc tiéu Kich ban 1
Str dung cdu 1énh DoS qua Port 80, tin cong cung lic 10 may, muc dich pha
hoai lam nghén dudng mang cua may chu khoa Xét nghiém:

sudo hping3 -S --flood -V -p 80 192.168.137.12
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Hinh 4.3: Tén cong trén may Parrot

LT T=E)
File Actions Edit WView
HPING

hpl

s + @ data bytes

Hinh 4.4: Tan cong trén may kali

ubt@ubuntu: ~

V -p 88 192.

0 data bytes

Hinh 4.5: T4n cong trén may Ubuntu
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< Két qua thu dwoc

ugsense

Services / Snort/ Alert °

Alert Log View Settings
Intertace to Inspect X 8 Autorefresh view m

Alert Log View Filter [+)
S Entries in Active Log
Date Acion  Pri Proto  Class  Sourcel® SPort  Destestion®  DPort  GIOSID  Description
‘ e @ 1921681 5 N LA
917:4 Q@ Qe Bx
91 Q® Qs Bx
11204 1921607904 21742 1921681 b

Qe Q@ Bx

Hinh 4.6: Man hinh canh bao trong kich ban 1

Ldc nay Snort server s€ guri log sang cho Mail server cho nha quan tri mang
dé theo doi.

Splunk Alert: Alert Lan DOS it s

spiunkmtggmail com

eplunkmiagmail com

splunkmiggmail.com -

splunkmtagmail com

cplunkmt@gmail.com

Hinh 4.7: Mail canh bao vé DoS trong kich ban 1

Két qua 1a Snort ghi nhan duoc log cuia 10 may tan cong va ngay lap tic gui
vé Server ghi log tip trung. Tai dy, voi nhitng cdu hinh alerts dd duoc ciu hinh sén
thi nguoi quan tri s& nhan dugc mail canh bao mot cach sdm nhat va tir d6 c6 thé dua

ra cac giai phap dé han ché va phong chong cudc tan cong nay.
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4.1.2.2 Kich ban tan cong 2
% Muc dich

Thue hién tdn cong tir may tinh ving ngoai c6 day dia chi (192.168.79.0/24)
thudc cac khoa phong khong quan trong khac, tan cong trai phép may tinh & ving
mang Active Directory c6 day dia chi 192.168.137.0/24 cua khoa Xét nghiém nham
muc dich iy cip thong tin, truy cap tai liéu ca nhén.

Muc dich xay dung kich ban nham kiém tra céc rule di chin duoc nhan vién
cac khoa phong truy cip vuot quyén trai phép gitta cac phong ban. Qua do6 gilp nha
quan tri mang xay dung dugc cd cac rule hiéu qua trong bao dam an toan thong tin
trong hé thong.

s Mo ta

St dung 1 may hé diéu hanh Window 7 & ving mang c6 dia chi IP
192.168.79.20 thudc khoa Ngoai Tong Quat dé tan cong SSH vao may tinh khac &
vung mang Active Directory c6 dia chi IP 192.168.137.12.

Hinh 4.8: Pia chi may tin cong trong kich ban 2

Activities F] Terminal ~

S

ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.137.12 netmask 255.255.255.0 broadcast 192.168.137.255
inet6 feB0::5de3:75af:50a7:8558 prefixlen 64 scopeid Ox20<link>
ether 00:0c:29:87:5b:7f txqueuelen 10080 (Ethernet)
RX packets 3044709 bytes 211920006 (211.9 MB)

RX errors @ dropped 8 overruns @ frame 0

TX packets 1509450 bytes 117692064 (117.6 MB

:-$ ifconfig

Hinh 4.9: Dia chi may muc tiéu trong kich bén 2
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< Thuwe hién tdn céng: St dung phan mém Putty trén hé diéu hanh

Window 7 dé xam nhép tién hanh remote Ién may tinh Linux:

Category
Sassion Basic: aplions for your PUTTY sassion
_Leagng Specify tha destination you wank to connect ta
TS -
Keytoand Hicest Mame (or IP address) Port
192 168 137 12 3
Bal 32.168.137,12 2
Features Canneclion typs
Wiindiaw @ 55H Senal Other: | Teinet -
Appearance
Behawiour Load, savwe or delete a stoned session
Tm”m':r Saved Seasiors
+- Selechion
Colours
Canraadiarn Drefauk Settings Load
Data
By Save
- Didets
Sedal
Tednet
Rllaxgini
SUPDUF Qose window on e
Alwrys Pd=ver @ Dby on clean =d
Abwouil Hesdp Cipan Cancel

i .
@ login as: [J

Hinh 4.11: Tién hanh SSH vao may Ubuntu muc tiéu.

< Két qua thu dwoc:
Trén giao dién Pfsense, hé thong gidm sat Server Snort da ghi nhan duoc
chi tiét cac canh bao cua cudc tAn cong, va tién hanh giri mail vé& cho nha

quén trl mang.
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Elisense

Services / Snort/ Alerts e

Alert Log View Filter =)

Date Action P Proto  Class Source 1P SPort  DestinationiP  DPort
20211204 0o e 3717 ames  meiseimiz 22
23360
20211204 0o e 19216813717 49195 1921681372 22
23:36:07 a® Q@
20211208 o Tee 19216813717 49195 19216813712 22 000006 "SSH Connection is Detected ON LAN
223507 a® a® x

o e 19716073717 an9s  1m21se13niz 22 1

a® am Ex

202112.04 0 Tee 19216013717 49195 19216813712 22 11
23:36:07 Q@ Q@ B x
20011208 0o Toe 216813717 4385 2
723607

19 13 2 i
ad a® & x

o @
¢ @ =
= Mi Gmail a 3= o @z @

€« a e & = o ¢ o = B
b sosathu
. Splunk Alert: SSH on Lan e ths s = I m @
L Hopthu dén
splunkmi@gmail.com - @
e alert mall for SSH on Lan' was triggereet (]
o Lan
v o
Met +
- Cubchop
B Tham o hop
Hangouts
Q- + splunkmi@gmail.com 12 . &
eplunkm@gmsil.com - vl fr
’ Tiding Anh Tiéng |
splunkmt@gmail.com A u o~
=9 -

Hinh 4.13: Noi dung canh bao vé mail trong kich ban 2

4.1.2.3 Kich ban tan cong 3

¢ Muc dich

Thuc hién truy cdp vuot quyén tir cac tai khoan thudc ving mang Active
Directory, truy cép trai phép vao cac Website khong dugc nha quan tri mang cho
phép. Nham muc dich thyc hién cac két ndi khong can thiét ra bén ngoai, muc dich

lam 16 thong tin tai khoan, hé théng.
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< Mo ta
Str dung 1 tai khoan viing mang Active Directory truy cdp vao cac Website
khong can thiét cho cong viéc nhu: Facebook, Youtube,... khong dugc nha quan tri

mang cho phép va sau d6 hé thong sé& gui log vé bao hiéu cho Server Snort.

< Thuec hién tin cong

Tai khoan nguoi dung nay dugc dat tén la “at”. Khi st dung cac trinh duyét
Web, hé thong yéu cau ngudi ding dang nhap tai khoan Active Directory dé st dung
trinh duyét.

Hinh 4.14: Ping nhap dé sir dung proxy kich ban 3

Véi tai khoan “at”, dwoc phan quyén cho phép truy cap vao trang web :

https://www.amazon.com/

O

amazon

S AL Today'sDeals CustomerService Registry Gift Cards

Gaming accessories Shop by Category Holiday Gifts
—

Hinh 4.15: Dang nhip va sir dung thanh cong


https://www.amazon.com/
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Sau d6, tai khoan “az” tién hanh truy cap vao cac trang web nhu:

https://www.youtube.com/ va https://www.facebook.com/ khong duoc phan quyén,

s& bi hé thdng tuong ltra Pfsense ngdn chin thi tra vé cung 1 két qua tir chéi.

a nd less, Smile X | ERROR: Th { URL could e % | ERROR: The requested URL could e X+

<« [¢] O & httpsy/wwwyoutube.com

ERROR

The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: https://www youtube.com/*

Access Denied.

Access control configuration prevents your request from being allowed at this time. Please contact your service provider if you feel this is incorrect.

Your cache administrator is admin@localhost.

Genarated Sun, 05 Dec 2021 08:06:26 GMT by lacslhost (squid/4.15)

Hinh 4.16: Truy cap vao trang web bi chin

Va sau d6 WebServer s& nhan dugc log canh bao do phan mém Splunk guri vé

va bdo qua mail cho nha quan tri mang.

}.
Q >
*
o Bét dbu su dung Gmal
g 8 2] & o
81
Moot o -
= .
“ P—— -

Hinh 4.17: Noi dung canh bio vé mail trong kich ban 3

4.1.2.4 Kich ban tan cong 4

% Muc dich

Thuc hién tin cong DOS bing 5 may cung lic tir ving mang ngoai
192.168.43.0/24 cia cac khoa phong trong Bénh vién 1én hé thdng may chu cé dia
chi IP: 192.168.43.38 Webs ¢ ving DMZ. Muc dich kiém tra kha nang bao vé cia h¢
théng Snort ddi v6i dugc cac cude tin cong bang nhidu may cung luc va dua ra canh
bao mail cho nha quan tri mang.

Thuc hién tin cong DOS nham muc dich pha hoai hé théng thong tin Bénh

vién, tan cong hé thong may chu WebServer.


https://www.youtube.com/
https://www.facebook.com/
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Xay dung céc rule trén IDS-Snort dé phat hién tdn cong vao hé thdng Server.
% Mbé ta
Phong ban ¢ vung DMZ c¢6 chta may chu Web Server cO dia chi IP
192.168.43.138.

Activities FJ Terminal ~

o

ens33: flags~4163<UP,BROADCAST ,RUNNING ,MULTICAST> mtu 1500
> inet 192.168.43.138 netmask 255.255.255.0 broadcast 192.168.43.255

inet6 feB80::20c:29ff:fed6:b7ea prefixlen 64 scopeid oxz26<link=>
ether 00:0c: :d6:b7:ea txqueuelen 1600 (Ethernet)
RX packets 287559 bytes 311584265 (311.5 MB)
RX errors © dropped 8 overruns @ frame ©
TX packets 8017 bytes 548924 (5468.9 KB)
TX errors ® dropped © overruns ® carrier @ collistons ©

Hinh 4.18: Dia chi may muc tiéu trong kich ban 4

SAVE TIME AND LOWER
YOUR SWEFEP) S WITH TH

ROBOT
FACTORY

ROBOT FACTORY

Hinh 4.19: Giao dién Website ngi b ciia bénh vién

IP ciia 5 may thue hién tin cong nhu sau:
e May thtr 1 Kali: 192.168.43.136
e May thu 2 Parrot: 192.168.43.137
e May tht 3 Ubuntu: 192.168.43.138
e May thr 4 Ubuntu 192.168.43.139
e May thtr 5 Ubuntu 192.168.43.140

% Thuec hién tan cong:
Tat ca 5 may nay sé& thyc hién DoS vao may vung DMZ cling ldc.
Cau lénh tn cong sir dung: sudo hping3 -S --flood -V -p 80 192.168.43.138
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File Actions Edit View Help

(ethd 192. | H 48 header @ data bytes

o replie:

Hinh 4.20: T4n cong DOS tir may Kali kich ban 4

% Két qua thu dwoc

Services / Snort/ Alerts e

Alert Log View Seitings

Alert Lag View Filter (4]

11 Entries In Active Log
Date Action Pi Pt Class Seurce IP sPart DPert  GID:SID Description

Interface to Inspect

5216842136 3090

< = ® @

o as L3
aplunkmt @ Sphunk Alert: Alert DMZ site " , g DO! A =y
splunkmt Sphunk Alert: SSH on Lan ' A ’ . Alert o3
splunkmt Sphunk Alert: Alert Lan DoS - Ale N Someone d et Alert Lav View resuis o ousz
aplunkmt Sphunk Alert: Alert Lan DoS - Aler . an DoS V E 22
splunkmt Splunk Alert: Alert Lan DoS - & LAN. Sar doing DoS Alert: Alert Lan DoS V Emoil A 258

i 0 thg 11

i Sphunk Alert: Web alert 101 15 & ’ " v " 200h 11
Splunk Alert: XSS

i Sphunk Alert: Web alert -\ g

i Splunk Alert: Web alert - X 5 o ’ - 1k Aler Pt}

w0 Sphunk Alert: Web alert 1 X . " v K Aler w11

Alert: Web slert - Mat thl

Hinh 4.22: N$i dung canh bio vé mail trong kich bén 4
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4.1.2.5 Kich ban tan cong 5

% Muc dich

Thuc hién tin cong cung lic bang 5 may tir mang WAN vao hé thong may

chu WebServer ving DMZ.

Thuc hién tin cong nhiéu may tir bénh vién di chién — bién phong vao hé

théng may chu Webserver ving DMZ.

Loi dung tan cong thong qua 16 hong XSS vao hé thong may chu dé xéac

dinh cac rule xay dung trén hé théng IDS-Snort chin duoc cc tin cong, tur d6 dua ra

canh b4o mail cho nha quan tri mang.

Muc dich tin cong cung luc bang nhiéu may nham pha hoai Cong thong tin

dién tr cua Bénh vién.

s Mo ta

Phong ban ¢ ving DMZ c6 chira web server c6 dia chi: 192.168.43.138

Activities (=] Terminal =

‘~;1. "

Nhirng may tin cong thudc 2 ving mang khic nhau d6 1a tir bén ngoai va

ttr bén trong:

:-$ ifconfig

: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST>

inet 192.168.43.138 netmask 255.255.255.0

inet6 feBO::20c:29ff:fed6:b7ea prefixlen 64

ether 00:0c:29:d6:b7:ea txqueuelen 1006

RX packets 14919902 bytes 1202219185 (1.2 GB)
RX errors ® dropped & overruns @ frame @
TX packets 8293981 bytes 506222483 (500.2 MB)

TX errors ® dropped 0 overruns @ carrier

Hinh 4.23: Dia chi may muc tiéu trong kich ban 5

IP 5 may tir ving mang bén ngoai

May thir 1 Parrot: 192.168.43.137
May thtr 2 Ubuntu: 192.168.43.140
May thir 3 Ubuntu: 192.168.43.139
May thir 4 Ubuntu: 192.168.43.138
May thir 5 Ubuntu: IP 192.168.43.138

broadcast 192.168.43.255
scopeid ox20<link>

collisions @



68

% Thuec hién tan cong

Thyc hién tan céng bang 5 may tinh & cdc ving mang khic nhau, tin cong
cung ltc 18n WebServer bang 16 héng Web.

Muc dich kiém tra kha nang bao v¢ cua h¢ théng canh bao Snort d6i véi duge
cac cudc tan cong bang nhidu may cung luc va dua ra canh bao mail cho nha quan tri
mang.

Cau 1énh XSS co ban dugc st dung:

<script>alert(1)</script>

SAVE TIME AND LOWER
YOUR SWEEPING COSTS-WITH THE
ROBOT
FACTORY

ROBOT FACTORY

Looked up fonts.googleapis.com

Hinh 4.24: Thye hién tin cong XSS trong kich ban 5

> Két qua thu dwoc
Phan mém Splunk server tién hanh ghi log va giri mail cho nha quan tri

mang. Noi dung 12 c&c log ctia tat ca nhitng may cb gang tan cong vao Web-Server.
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- [
TAG06000AM s = ununtu

Hinh 4.25: Man hinh cinh bao trén server Splunk kich ban 5

4.1.2.6 Kich ban tan cong 6

% Muc dich

Gia 1ap mang WLAN dé tan cong hé thong bang cac mdy tuong trung tugng
trung cho 2 ving WLAN la Wifi nhan vién va Wifi bénh nhan.

Muc dich kiém tra dugc dd bao mét Snort véi hé théng vung DMZ, quéan
ly cc Wifi cho bénh nhéan va nhan vién cia bénh vién. Cung cap cho nha quan tri
mang phuong an phong chéng tan cong WLAN.

Thuc hién tan cong dé IDS-Snort phat hién va canh bao bao v¢ hé théng tur
WLAN

s Mo ta

Thuc hién tin cong bang 2 may tir viing mang ngoai: May nhan vién duoc
phép vao may chii web, may cha phin mém, con may bénh nhan thi chi dugc phép
vao may chii Website nhung khong duge vao may chi phan mém.

May bénh nhan c0 IP 192.168.79.15 dugc coi nhu 1a may bénh nhan s€ chi
dugc phép truy cap vao may chi web. Con may nhan vién co IP: 192.168.79.14 thi

dugc cho phép vao cac hé théng may chi.
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& Problem loading page

¢ 59 c o

Hinh 4.26: May bénh nhan c6 IP bi chan trong kich bén 6

< Thuec hién tan cong

Hinh 4.27: Thyc hién SSH trén may muc tiéu trong kich ban 6

% Két qua
Va khi bénh nhan c6 ging st dung tin cong SSH 1én server thi khong thé

nao thuc hién duoc:
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& Problem lcading page X

€ c @

File Actions Edit View Help
192,168,137.12
.168.137.12 (192
m 1§

(Ethernet)
M1B
overr . 0

845049 (2

0 collisions

collisions @

Hinh 4.29: Két qua trén may nhan vién dwoc phép truy cip
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4.1.2.7 Kijch ban tan cong 7

¢ Muc dich
Nham muc dich xay dung mét mo hinh bénh vién da chién that nhanh chong,
cho truong hgp tng pho vai tinh hinh dich bénh COVID phtic tap nhu hién nay.
Hodc bénh vién c6 nhu cau mé rong co sé'y té ra dia ban khac trong tinh trong
tuong lai.
Sao chép ciing nhu di doi hé thong quan 1y sang ving khéc
O day vi 1a bénh vién da chién khong 16n nhu bénh vién chinh nén ching ta sé
chi st dung 1 h¢ théng mang LAN dé két nbi
s Mo ta
Trudc tién, chling ta can phai backup hé thdng IDS cta bénh vién da khoa.
Str dung chirc nang Backup & Restore cua Pfsense.
X4y dung mot hé thong mang hoan toan méi v6i diy dia chi mang LAN
192.168.140.0/24.

Xay dung cac rule trén IDS-Snort dé phat hién tan cong vao hé thong Server.

) O & 192.168.137.10/diag_

Flisense

ITY EDITION

Status ~

Diagnostics

ARP Table
Authentication

Backup & Restore

Hinh 4.30: Backup va Restore ciia pfsense
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Tién hanh sir dung chirc ning Backup Configuration dé di doi hé théng IDS

sang bénh vién da chién.

Diagnostics / Backup & Restore/ Backup & Restore (2]

Backup & Restore  Config History

Backup Configuration

Backup area All ~

Skip packages [] Do not backup package information.

Skip RRD data Do not backup RRD data (NOTE: RRD Data can consume 4+ megabytes of config.xml
space!)

Include extra [] Backup extra data.

data - .
Backup extra data files for some services o

Encryption [ Encrypt this configuration file.

& Download configuration as XML

Hinh 4.31: Xuit ra file Backup Configuration

Sau do, léy file XML d3 xuit ra roi import vao Pfsense moi.

Restore Backup

Open a pfSense configuration XML file and click the button below to restore the configuration.

Restore area All ~

Configuration | Browse... | config-pfSense.home.arpa-20211213050317.xml
file '

Encryption [ Configuration file is encrypted.

%) Restore Configuration

The firewall will reboot after restoring the configuration.

Hinh 4.32: Nhap file Backup vao hé thng méi

Tuy chinh lai hé thong mang cho hé théng. Sau d6 ding nhap man hinh quan

Iy cia ngudi quan tri. Pang nhap xong s€ ¢6 giao di¢n nhu sau:
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O A 192.168.140.10

Flisense e B St

COMMUNITY EDITION

Status / Dashboard

System Information 0
Name pfSense.home.arpa
User admin@192.168.140.11 (Local Database Fallback)
System VMware Virtual Machine
Netgate Device ID: e2fbe1e4d8ee9446d76c
BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

Release Date: Thu Nov 12 2020

Version 2.5.2-RELEASE (amd64)
built on Fri Jul 02 15:33:00 EDT 2021
FreeBSD 12.2-STABLE

Version information updated at Fri Dec 10 9:06:53 PST 2021 ,e
CPU Type Intel(R) Core(TM) i5-8350U CPU @ 1.70GHz

4 CPUs: 2 package(s) x 2 core(s)

AES-NI CPU Crypto: Yes (inactive)

QAT Crypto: No

+ 0
Netgate Services And Support [-Xx)

Contract type

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
hardware, you have access to various community support resources. This includes
the NETGATE RESOURCE LIBRARY.

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Support subscription. We're always on! Our team is staffed 24x7x365 and
committed to delivering enterprise-class, worldwide support at a price point that is
more than competitive when compared to others in our space.

« Upgrade Your Support « Community Support Resources

Support FAQ « Official pfSense Training by Netgate

Hinh 4.33: Giao dién Snort ctia may moi

Viy la cong doan thiét 1ap may cha hoan tat. Hé thong cong nghé thong tin c6

thé dap ung duoc nhu ciu mo rong mang ludi co sé y té ciing nhu hé thong kham

chita bénh ctia Bénh vién. Pap tng tuc thoi trong truong hop phuc vu tinh hinh

chdng dich bénh COVID-19 cép bach ciia nganh Y té dia phuong, ciia tinh.

Thtr nghiém thyc hi¢n tAn cong va ngan chan dé kiém tra hé théng.

/

ibuntu: -~

Hinh 4.34: Dia chi IP may tin cong trong kich ban 7
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I+l ubt@ubuntu: ~ TN =

:~% ifconfig
ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1508
inet 192.168.140.11 netmask 255.255.255.0 broadcast 192.168.140.255
inet6 feBO::5de3:75af:50a7:8558 prefixlen 64 scopeid 8x20<link>

ether 00:0c:29:87:5b:7f txqueuelen 1008 (Ethernet)

RX packets 2765 bytes 2201907 (2.2 MB)

RX errors ® dropped @ overruns @ frame 0

TX packets 5120 bytes 797099 (797.0 KB)

TX errors ® dropped @ overruns @ carrier 8 collisions @

Hinh 4.35: Dia chi IP may bi tin cong trong kich ban 7

Hinh 4.36: Thue hién tin cong SSH

< Két qua thu dwoc

Services / Snort/ Alerts e

Snort Interfaces Global Settings ~ Updates Alerts Blocked  Pass Lists Suppress 1P Lists SID Mgmt og Mgm

Alert Log View Settings

metscehapeet | NET) ] g asorehuer |20 @ =]
Hertog Actions

Alert Log View Filter )
71 Entries in Active Log

Date Action Pri Proto Class Source L3 SPort Destination of GID:SID Descri iption
20011210 o T 192.168.140.12 35002 " tion s Detocted ON LAN
094710 Q x
2021-12-10 o TCP 192.168.140.12 35802 192.168.140.11 22 00006  “SSH is Detected ON LAN'
094710 Q Q B x
w1210 0o Te 1921684012 %02 921EAOT 72 5S4 Comectionis Detected ON LAN®
09:47:10 Q Q Bx

Hinh 4.37: Théng tin log lai tAn cong ciia may snort méi
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4.1.3 Panh gia
4.1.3.1banh gia tinh hi¢u qua

V&i mé hinh va cac ciu hinh da dé xut, mang bénh vién s€ duoc chia thanh nhiéu
phan 16p c6 thé d& dang trong viéc quan 1y va xir Iy cac mdi de doa dén hé théng
mot cach sdm nhat va khong giy anh hudng cho cac 16p mang quan trong.
CAc snort s& bo trg cho nhau trong viée giam sat va quan 1y cac két ndi ra vao hé
théng mot cach chat ché va c6 thé backup cho nhau néu can.
MB&i snort quan Iy mot viing nhat dinh nén khi can xtr Iy hodc twong tac véi viing
nao chiing ta chi can truy cap vao snort dang dam nhiém chuc nang dé. Gitp cho
ngudi quan tri dé dang dua ra cac chinh sach phu hop véi timg ving.
Céc rules dé xuét s& giam tdi thiéu kha nang hé théng bi dua vao trang thai
downtime va cling nhu bao vé hé théng tranh khoi cac nguy co tdn cong vao cac
may quan trong. Tranh viéc tin tic s& kiém soat cac vung Server va danh cip
thong tin.
Trén dia ban tinh va trong cac co sd y té, chua c6 hé thdng giam sat an ninh mang
nao dugc ap dung nén mod hinh dé xuét 1a diém méi. Phong thu trude cac cude
tan cong cua tin tic khong bao gio 1a thira. Khi bi tan cong, hé thdng c6 su chuan
bi tng pho s& tt hon cac hé thong khac khong dugce trang bi chirc nang giam sat
mang.
Véi cac kich ban da xay dung cho mé hinh dé xuét, qua d6 phat hién duoc nhiing
diém yéu cua hé théng mang, nham chuén bi tot nhét cho cac truong hop tAn cong

c6 thé xay ra trong twong lai ciia Bénh vién.

4.1.3.2 Dbanh gia nguy co rui ro
Heé thng IDS di xay dung con chua khong nhan biét tin cong chén ma doc vao
file chinh thong di vao hé thong dan dén rui ro 16n 1a rat d& mat dir liéu hay ma
hoa dé téng tién. Trong khi cac hinh thirc tin cong mi doc tong tién rat phd bién

hién nay.
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- Ngoai ra, néu bj v hiéu hoa hé thdng IDS kha ning hé thdng dé tdn cong an cép
dir liéu, ma hoa hay pha hoai rat cao. Nén khi xdy dung hé thong IDS, cac nha
quan tri mang ludn phai két hop véi cac thiét bi Backup, tuong lira dé bao mat
va sin sang hoat dong mot cach t6t nhat.

- Hé thong c6 nguy co bi 161 thoi so v6i trinh d6 va cach thire tAn cong cua tin tic.
Nén nha quan tri mang can cap nhat h¢ théng 1én cac ban mai nhét, ra soat ban

vé giam thiéu nguy co cho hé théng.

Qua két qua thuc nghiém giam sat hé théng IDS Snort ap dung trong Bénh vién Pa
khoa tinh Tay Ninh cho thay khi két hop nhiéu IDS-Snort thi két qua bao vé hé thong
t6t hon nhiéu so v4i 1 IDS bao vé dudng mang tong (dudng internet vao), cu thé:

- Thyc nghiém tin cong vao khoa xét nghiém: Khi ching ta xac dinh khoa xét
la khoa quan trong khi day 1a noi cho biét két qua ctia bénh nhéan chinh xéac
nhét qua xét nghi¢m, dé tranh bi 16 bi mat mot sd bénh tinh nhay cam cta bénh
nhan ra ngoai nén ching ta can dit 1 IDS-Snort dé bao vé khoa xét nghiém.
Thir nghiém céc cudc tin cong tir phong ban khac tan cong Dos, tin cong SSH
déu b:;ing chan va phat hién tai IDS, va canh bao cho quan tri mang biét qua
mail. Ngoai ra, cling thir nghiém cudc tin cong tir bén ngoai vao khoa xét
nghiém bang mang Wan hoic Wifi cia ngudi dung thi déu dugc phat hién
chin boi 2 IDS trong hé thong.

- Thuc nghiém tin cong tir cac khoa khong quan trong vao hé théng may chu:
nam bét dugce ciac mdi nguy hiém tir thyc té vao hé thong may chu nén khi day
cling noi chtra hau hét cac dir liéu quan trong nhu thong tin bénh nhan, ho so
nhan vién, va tai khoan nguoi dung, ... nén dat 1 IDS trudc hé théng datacenter
dé bao vé hé théng. Qua céc thtr nghiém tan cong tir cac bén ngoai, tr bén
trong hé thong déu phat hién va chin tdn cong hau hét tit ca cac cudc tin cong
nhu DOS, SSH, Scan port, brute force va canh b4do qua mail ngudi quan tri.

- Thyc nghiém tAn cong tr cac bénh vién da chién vao hé théng bénh vién da

khoa tinh T4y Ninh: cac cudc tan cong déu phai di qua 2 IDS-Snort (1 IDS-
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Snort & bénh vién da chién, 1 IDS vao mang bénh vién) cho théy nhiing tan
cong da bi chan tai IDS-Snort ctia bénh vién da chién, ngoai ra 1 s6 cudc tan
cong da vuot qua IDS-Snort cia bénh vién da chién thi cling bi chan tai IDS-

Snort di vao hé théng mang cua bénh vién da khoa tinh Tay Ninh.

Tom lai, qua hé thong giam sat, phat hién tin cong két hop nhiéu IDS-Snort
bao vé tung khu vuc tdt hon nhiéu véi hé théng 1 IDS-Snort bao vé hé théng mang
bénh vién. N6 phong chdng dugc cic cude tan cong ma 1 IDS khong thé giam sat
duoc nhu tin cong ndi bd hodc mdt s6 cudc tn cong co thé vuot qua IDS-Snort thu

nhat.
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CHUONG 5: KET LUAN VA HUONG PHAT TRIEN

5.1. Kétluin

5.1.1 Vé mat Iy thuyét

Trong khuon kho xay dung va thong qua trién khai, nghién ctru vé hé thong
mi ngudn mé d6i voi hé théng bénh vién tinh. V& mat 1y thuyét dd an d néu ra
duoc cac van dé co ban nhét ciia mot hé théng phat hién xam nhép va hé théng
ngin chin xam nhap bang IDS snort va cac tool khac. Bén canh d6, dua ra cac
nhan thirc vé nhitng yéu cau can thiét dé thiét 1ap va duy tri mot hé thong mang
an toan. Cac ndi dung nghién ctru ma dé tai da dit ra va giai quyét duoc nhu sau:

- Pat duoc cac muc tiéu kién thic vé hé théng phat hién xam nhap, cac ky
thuat phat hién xam nhap.

- Tim hiéu co ban vé hé thong giam sat an ninh mang, cac thanh phan va
chtic nang chinh cua hé théng giam st an ninh mang.

- Nghién ctru, tim hiéu va khai thac hé thong phat hién xdm nhap mang
IDS va ngan chan xam nhap mang IPS.

- Tim hiéu duoc kién tric va cach thirc hoat dong cua Snort. Phan tich cac
tap tin log, cac canh bao, dua vao do co6 luat phu hop dé phat hién va ngan chan
xam nhap.

- Két hop xay dung duoc giao dién quan trj tng dung SNORT truc quan
v6i nguoi st dung thong qua cong cu Pfsence.

- Tim hiéu va khao sét mang LAN tai co quan cong tac, dua ra nhan dinh
vé an toan, bio mat thong tin va cich phong chong nhiing nguy co tan cong trong
mang LAN.

- Phan tich dugc mét sb truong hop tan cong, phan tich dugc mdt ) tap
luat cta cac dang tan cong pho bién.

- Xay dung hé thdng canh bao qua mail st dung splunk.
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5.1.2 Vé mat thuc tién

Snort s€ giam sat va phan tich cac hoat dong trong mang theo cac phan
doan mang khac nhau. Véi hé théng mang bénh vién khé phuc tap khi can nhiéu
ving truy cap va cac cip bac khac nhau vé viéc bao vé an toan mang. Diém khac
biét trong dd 4n nay dén tir viéc sir dung nhiéu snort IDS trong mot hé thong
mang. SNORT s¢€ dugc dat & 3 phan vung: Phan vung nd1 by - Mang LAN cua
bénh vién, Phan ving DMZ — viing mang WAN bén ngoai va Phan ving Remote
— Mang truy cap tir xa ctia cac bénh vién da chién. Poi voi mdi mot phan ving
mang SNORT ciing s& ¢ nhitng rules va muc dich quan 1y va tuy chinh dé thuc
hién giam sat mang khac nhau. SNORT vung DMZ s€ dugc dat véi muc dich st
dung cho viéc giam sat cic cudc tdn cong tir bén ngoai, bén trong, c6 nhiém vu
bdo v€ vung ngoai vi cua hé théng mang va hoat dong nhu mét IDS mé rong.
SNORT vung Remote s& c6 nhiém vu quan ly va gidm sat luu luong truy cép
gitta mang ndi bo va cac quyén truy cp tir xa duoc cip cho cac nhan vién & bénh
vién di chién. Cubi cung 1a SNORT ving LAN dé giam sat ludng mang cuc bd
dugc gan cho cac nhom khac nhau. Va boi vi SNORT la tng dung single theard
nén viée sir dung nhiéu IDS ciing sé& giup ting toc d6 xur Iy dan dén viée xac dinh
va phan tich cac hoat dong dang ngd mdt cach nhanh chong va chinh xac hon.
Khi mot SNORT gip van dé vé cac cudc tan cong tir cac tac nhan gy hai, cac
SNORT ¢on lai ¢6 thé bd tro va van dam béao duge tinh kha dung va chic nang
giam sat cua hé théng mang, dam bao hé théng van co thé hoat dong mdt cach
binh thuong ma khong gy ra su ¢ dinh tré. Bén canh d6 1a kha ning bao vé ddi
v6i cac ving mang toi quan trong trong hé théng mang dugc giam sat va quan ly
béng cac quy dinh cling nhu luat 1€ mdt cach chat ché hon va kha nang bao mat
cling dugc nang 1én mat bac.

- Luén van da dua ra dugc gidi phap va cac chinh sach bao mat, an ninh
mang trong mang LAN tai co quan.

- Nghién ctru va xay dung ung dung gidm sat Snort truc tuyén va tich

hop vao trong hé théng mang LAN thuc té.
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- D& xuit mo6 hinh nghién ctru mang LAN tich hop Gng dung quéan 1y
Snort truc tuyén dé giam sat hé thong.
- Xay dung duoc cac chinh xéc rule bao v¢ hé théng mang bénh vién tir

cac moi nguy hai bén trong va bén ngoai hé thong.

5.2 Han ché

- Luén van dugc thuc hién trong thoi diém dich bénh, do d6 viéc xay
dung mo hinh phai thuc hién trén mdéi truong 4o hoa hoan toan. Dan dén, viéc
danh gia hé théng c6 thé khong hoan toan chinh xac so véi thuc té.

Mai truong 4o hoa chi gdm 15 may tinh dé trién khai hé thong IDS, thuc
hién cic tan cong co ban va thuong gip nhu DoS, diéu khién SSH, Brute-

Force, XSS, SQL injection trén Web Server.

5.3 Hudng phat trién tiép theo ciia dé tai

+ Tich hop Snort vao cac hé théng mang LAN phiic tap tai cac co s
khac nhu bénh vién cac tuyén huyén.

+ Xay dung tmg dung hoan chinh dé quan 1y Snort cho toan bd cac hé
théng chi nhanh mang LAN.

+ Nghién ctru tich hop hé thdng Snort voi cac IDS khéc ciing nhu cac
tool khac dé hd tro phat hién cac cudc tin cong va bat thuong hon, gia lap nhiéu
dang tin cong hé thong.

+ Xay dung cac hé théng canh bao két hop Snort véi Al dé dua ra nhiing

két qua chinh xac hon, t6t hon va nhanh hon.
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