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LOI MO DAU

Hién tai co rat nhiéu cong cu IDS va cac cong cu hd tro phan tich log, truc quan
hoa dir liéu ma nguén md. Mobi loai cong cu c6 nhitng uu diém, nhuoc diém khac
nhau, va khi két hop lai s& c6 nhitng hé théng c6 tinh phu hop, hiéu qua khac nhau.
Nghién ciru cua tac gia nham gitp quan tri vién c6 thé nhanh chong lya chon dugc
hé théng tdi wu cho mo hinh mang hié¢n tai ctia doanh nghiép.

Nhan thdy mé hinh quan 1y mang hién tai ctia Viettel Tdy Ninh dang con rat don
so' va nhiéu thiéu sot can cai thién dé dam bao an toan thong tin, hoc vién thuc hién
dé tai “Xdy duwng cdc hé thong phén tich, quan ly mang trén co sé tich hop nhiéu
md nguén mé” nham tiép can nhitng kién thirc chuyén sau, tir 46 dua ra nhiing giai
phap pht hop dé giam sat hé thong mang LAN dua trén hé thong quan 1y sir dung cac
mé ngudn ma.

Noi dung lugn van dwoc chia lam 05 phdn nhu sau:

Chuong 1: TONG QUAN VE AN TOAN HE THONG MANG VA MANG
VIETTEL TAY NINH

Chuong 2: CAC CONG NGHE AN TOAN HE THONG MANG:

Chuong 3: XAY DUNG HE THONG PHAN TICH QUAN LY MANG TREN
MA NGUON MO, TRIEN KHAI VOI CAC CONG NGHE IDS KHAC NHAU

Chuong 4: CHUONG 4 - XAY DUNG HE THONG PHAN TiCH QUAN LY
MANG PA LOP VOI NHIEU CONG NGHE IDS MA NGUON MO UNG DUNG
TAI VIETTEL TAY NINH

Chuong 5: CHUONG 5 — KET LUAN



CHUONG 1-TONG QUAN VE AN TOAN HE THONG MANG
VA MANG VIETTEL TAY NINH

1.1 Céc cong trinh thé giéi

Trong tin hoc, xAm nhap c6 nghia 13 truy cip hodc sir dung trai phép hé théng
may tinh. Schell va Martin (2006, 180) dinh nghia hanh dong xadm nhép la “xam nhap
hé thdng may tinh bang cach pha v& bao mat hodc khién no roi vao trang thai khong
an toan”. D& giam sat va canh bao cac quan tri vién hé thdng vé viéc sir dung trai
phép nhu vay, can c6 mot cong cu. Rehman (2003, 5-6) mo ta IDS 1a hé théng cO cac
phuong phap va k¥ thuat dé phat hién hoat dong trai phép dua trén cic quy tic va chir
ky. Cac hé thdng phat hién xAm nhap nay cung cip cho ngudi quan tri hé théng mot
cong cu kha thi co thé duoc sir dung dé tu dong gidm sat hé théng va cung cép canh
bao cho nguoi quan tri hé thdng. Sir dung cac hé théng nay, quan tri vién co thé phat
hién ra viéc st dung trai phép hé thdng cua ho va theo ddi viée str dung dang ngo.

Hé thong phat hién xam nhép c6 lich st 1au doi hang thap ky cung véi su phat
trién ctia hé théng may tinh. Khan Pathan (2014, chuong 2.) d3 theo ddi sy khdi dau
cua lich sir IDS dén nhitg nam 1980 khi nghién ctru dau tién vé cac hé thong nhu
vay duogc xuét ban. Su phat trién ctia hé th6ng chi nhu mot d6i tuong nghién ctru hoc
thuat tiép tuc cho dén dau nhitng nam 1990 khi cac san pham IDS thwong mai dau
tién dugc tung ra thi truong.

Hé théng phat hién xam nhap co thé dugc phan loai béng nhiéu cach khac nhau
dua trén phuong phéap phat hién ciia chung, tinh hinh trong kién trac hé thong va cac
hanh dong sau phat hi¢n. Theo Khan Pathan (2014, chuong 2) c6 cac phuong phéap
phat hién dua trén chit ky va diém bat thuong, hé thong dya trén may chu, dua trén
mang hodc két hop st dung vi tri cam bién va hé théng phat hién xam nhap va hé
théng ngin chian xdm nhép dya trén cac hanh dong sau phat hién.

Phuong phép phat hién chir ky va diém bat thuong khac nhau trong cach hé

théng danh gid luu lwong truy cap. Cac hé thdng dya trén chit ky phat hién cac cudc



xam nhap bang cach luu trit cac chit ky cua cac cude tin cong va hanh vi cua cic
phuong thirc xam nhap da biét va so sanh céc chit ky niy véi cac hanh dong, 1énh va
lwu lvong mang ma cac phuong thire xAm nhap di biét nay sir dung. Khi mot tran déu
duoc tim théy, su kién s& duoc bao cdo. Mot vi du vé phat hién chir ky s€ 1a theo doi
luu Iwgng mang dén cong dich vu hé thong giri cac goi dit lidu dang c¢b gang khai thac
mot 16i da biét.

Trong phat hién dua trén sy bt thuong, hé thdng dang theo ddi cac hanh dong,
1énh va luu luong mang va nhan thic duge hanh vi binh thuong co6 thé chép nhan
dugc. Khi hanh vi du khac véi duong co s¢ binh thuong, su kién s€ duge bao cao.
Mot vi du vé phat hién bat thuong s€ 1a mét may chu phu trg ) ga"lng thuc hién
motSSH di két ndidén may chu internet khi nd khong dugc phép theo chinh sach cia
cong ty.

IDS dua trén may chi (HIDS) duoc cai dit trén moi mdy chu yéu cau phat hién
xam nhap va ching bao cdo tat ca cac su kién dién ra trén may chu ma chung duoc
cai dat, vi du thay doi tép hoac I¢énh dang ngo. IDS dya trén mang (NIDS) giam sat
luu lugng mang va bao céo tat ca cac sy kién lién quan dén luu lwong mang ma ching
giam sat, vi du: cac két ndi dang ngd hodc géi dit lidu ¢ chira cac kiéu tdn cong da
biét. Hybrid IDS 13 mot hé thong str dung két hop ca cac phuwong phap va ki thuat
IDS dua trén may chua va dya trén mang dé phat hién cac hanh vi xam nhap.

Céc phuong phéap phat hién sau chia IDS thanh hai loai khac nhau. Su phat trién
hop 1y cia mdt hé théng phat hién xam nhép la mot hé théng ngan chan xam nhap
(IPS). NIST-800-94 (2-1) mé ta IPS 1a “phan mém c6 tat ca cac kha ning ciia mot hé
thong phét hién xadm nhap va ciing c6 thé ¢ gang ngin chin cac sy cd co thé xay ra”.
Bang cach st dung cac kha niang cua IDS dé phat hién ra cac xam nhap c6 thé xay ra,
hé théng IPS s€& c6 hanh dong tich cuc dé ngan chan sy xam nhap. Mot vi du vé su
kién IPS s€ 1a luu luwong ddc hai dén mot céng dich vu mang; sau khi phat hién, IPS
s€ canh bao viéc quan ly sy kién nhu vy, nhung cling chan luu lugng mang tir [P
ngudn dén cong dich vu mang dé ngin chin bat ky sy xdm nhap nao. Diéu nay ciing

c6 nghia 1 IPS can phai ¢ vi tri dé thuc hién cac hanh dong phong ngira nay, vi du



nhu thuc thé truyén qua mang hodc khi HIDS duoc cai dat trén may chu la muc tiéu

cua sy xam nhap.

1.2 Cac cong trinh trong nuéc

Trong nudc, cong nghé IDS/IPS dugc ap dung chu yéu ké thira tir cic cong trinh
nghién ctru ngoai nude. Nhidu giai phap xay dung mot hé théng IPS trén thuc té da
duoc trién khai rat hiéu qua va duoc danh gia cao. Han ché cua nhitng giai phap nay
chi 12 trién khai hé théng trén mot phan doan mang nho, nén chua danh gia dugc hét
hiéu suat cta hé thong va cac van dé hé thong IPS s& gip phai khi trién khai thuc té.

Ngoai ra, nhiéu giai phap phat hién va ngin chin xdm nhap mang may tinh dugc
trién khai tuy nhién chi lya chon mét trong cac loai IDS hién c6 nhu Snort, Suricata,
Zeek. Chua c6 sy danh gia so sanh uu diém, nhugc diém cta tung loai dé phan tich

va ap dung mot cach cu thé vao timg loai hinh doanh nghiép.

1.3 Giéi thiéu chung vé Viettel Tay Ninh

Viettel Ty Ninh 13 mot trong nhiing don vi kinh doanh 16n nhat tinh Tay Ninh,
v6i doanh thu hang nim 1én dén 1200 ty dong, co lwong khach hang 16n 1én dén
800.000 khach hang. Viettel Tay Ninh ¢6 trén dudi 500 can b, nhan vién dang hoat
dong & nhiéu kénh, 16p ban hang tir mire tinh dén mirc huyén.

o
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1.4 Khao sat hé thong mang tai Viettel Ty Ninh

Viettel Tay Ninh gdm co:

e Tru so chinh tai Trung tdm Thanh phé Tay Ninh:

+ 08 phong ban churc nang riéng biét: Phong kinh doanh, Phong k¥ thuat,
Phong nhan sy, Phong CSKH, Phong ha tang, Phong tai chinh, Phong quan 1y ban
hang, Phong Marketing.

+ 01 Data center luu trir dit liéu tip trung, cac phan mém ERP, ké toan, quan
tri khach hang, web server, FPT Server...

+ 01 Trung tdm ban 1€ chinh thudc tru s¢ Viettel Tay Ninh(co st dung wifi)

e (09 Chi nhanh Viettel huyén tai trung tdm hanh chinh cta ting huyén:

+ 01 Trung tdm ban hang tai Viettel huyén (Gom truéng, phé huyén va 30
nhan sy ban hang)

+ 01 Cira hang giao dich v&i khach hang (c6 sir dung wifi dé cung cap trai
nghiém cho KH)

Tai tru s& chinh, hé théng mang LAN duoc két ndi va quan 1y tip trung bing
Router chinh. Hé théng mang LAN duoc quy hoach mang LAN ndi b9, chi c6 can bo
nhan vién Viettel dugc phép s dung. Tru s& chinh 1a noi dat may chu dit li¢u, cho
phép cac chi nhanh két ndi dong bo dir licu.

H¢ théng mang chi nhanh dugc trang bi server, hé théng backup, luu trir va router
cung cac phan mém, tng dung, dudng truyén WAN két nbi dén tru so chinh.

a. Phan hé quan tri mang

Phén 16p mang: Hé théng mang dugc thiét ké theo mo hinh 3 16p dam bao cho phat
trién va bao mat hé théng.

Céc 16p mang dugc ngin cach boi Firewall nham ngan chin cic xAm nhap bat hop
phap tir bén trong ciing nhur bén ngodi co quan vao hé thong trung tam.

May chu dugc phan theo chuc nang phuc vu: May chu Firewall, May chu DNS,
Web Server, Mail server, Application Server, Database Server, Backup Server. Hé

thong mang dugc thiét ké dam bao cho phat trién va bio mat hé thong.



b. Phan hé mang DMZ
May cht web Reverse proxy (Ngix Reverse Proxy) lam cong giao tiép chinh vai
moi truong internet. SU dung hai may chu Web Apache dit website, nhi¢ém vu can
bang tai cho trang. Cac may chii web server két ndi vao cum MySQL Cluster, nhiém
vu can béng tai cho dich vy Database. Hai may chu web s€ tu dong déng bo dir liéu
cua website theo thoi gian thyc.
c. Phan h¢ may chu CSDL
Céc may chu Gmg dung chtra cic co so dit liéu chinh (Data center), hét sitc quan
trong do vay khu vuc nay can dugc dam bao an ninh bao mit cao nhat.
Nhan xét
Hé thong mang cuia Viettel Tay Ninh hién nay da két ndi v6i nhau tuy nhién kha
nang vé bao mat chua duoc cao nhat, két ndi chua thue sy bao dam vé an ninh khi dit
lidu tap trung. Khi c6 tdn cong xay ra, quan tri vién khong biét duoc tire thoi dé ngin

chin, c6 thé din dén viéc dong bing hé thong, ngung hoat dong toan bo hé thong.

1.4.1 Cdc méi de doa tiém ning déi véi hé thong
Hoat dong cua Viettel Tay Ninh voi ) luong can bd nhan vién 16n Hon 500 nhan
vién va hién c6 hé thong nhiéu mang LAN phan tan (Distributed Local networks) bao
g6m mang LAN cua 09 chi nhanh huyén va Lan cac phong ban, trung tim ban hang.
Khéi lugng thong tin xir Iy trong hoat dong kha 16n. Do d6 truong can xay dung mot
hé théng quan 1y chung dam bao cic yéu cau vé bao mat. Hé thong nay phai dam bao
cac yéu cau sau:
e Baio dam an toan cho toan bo thong tin trén mang, chng lai moi sy truy nhap
bat hop phap vao mang. (T4n cong tir bén ngoai)
e Kiém soat duoc moi hanh dong truy nhap vao mang ctia ngudi sir dung. Pam
bao an ninh tir nhitng ngudi sit dung bén trong. (tn cong tir bén trong).
e Dap tmg dugc kha ning mo rong clia mang trong tuong lai: mé rong vé sb

lugng may tinh, sb lugng may chu, cac mang LAN va cac ung dung.



1.4.2 Phdn tich chinh sdach bdao mdt tai Viettel Tdy Ninh
Dé phan tich chinh sach bao mat, chung ta phai phan tich duoc cac van dé sau
trong hé thong thong tin cta truong:
a. Xac dinh céc tai nguyén can duoc bao vé
Vén dé quan trong 13 phai xac dinh duogc cac tai nguyén cia mang ndi bo c6 thé bi
tac dong bdi he théng bao mat. Cac tai nguyén can duoc bao veé:

e Phan cing: Cac may chu cua mang, cdc may tinh, cac thiét bi mang (Routers,
Access Servers).

e Phan mém: Hé diéu hanh cua cac may chu UNIX, Windows, céc co s¢ dir li¢u
va cac phan mém chuyén dung.

e Dit liéu: Pay la phan quan trong can dugc bao vé nhat. Dit liéu nay s& gdm ¢
cac du liéu lién quan dén dir liéu khach hang, cac dir li¢u kinh doanh, dir liéu
ké toan.

b. Xéc dinh cac mbi de doa hé théng
Sau khi x4c dinh tit ca cac tai nguyén phai dugc bao vé,can phai xac dinh mbi de
doa dbi voi cac tai nguyén d6. Cac mdi de doa d6 gdm c6:

e Nhiing truy nhap bat hop phap. Viéc truy nhap vao céc tai nguyén ciia mang
chi nén duoc thuc hién boi nhitng nguoi da xac dinh. Mbi de doa chung ma
moi ngudi quan tdm 13 viée truy nhap bat hop phap. Dic thu ciua mbi de doa
nay la sir dung tén ciia nguoi khac dé truy nhap vao mang va tai nguyén cia
no.

e Sir dung nhitng chuwong trinh do tim mat khau, Hat nap dit liéu (Spooling)

e Sir dung 15 hong trong phin mém: Khong c6 phan mém nao 1a khong co 16i.
Mot 161 trong phan mém 1a mbi de doa chung cia viéc truy nhap bat hop phap.

e MJdi de doa anh huéng dén hoat dong binh thuong cta hé théng (Denial of
Service). Mang thong tin noi bo két ndi cac tai nguyén c6 gia tri nhu may tinh,
CSDL va cung cép dich vu cho moi thanh vién cia mang. Tat ca nguoi su

dung cua mang déu tin rang moi hoat dong ciia mang déu lam cho cong vi¢c



ctia ho tré nén c6 hiéu qua. Néu mang khong lam viéc thi s& c6 nhitng mat mat
trong hoat dong kinh doanh.

e MJdi de doa tir bén trong. Ngudi sir dung bén trong mang c6 nhiéu co hdi hon
dé truy nhap vao cic tai nguyén cua hé théng. Néu ngudi sir dung trong mang
c6 y mudn truy cdp vao nhing tai nguyén ctia hé thong thi ho s& gy nén mot
mdi de doa cho mang. Nguoi st dung bén trong ¢ thé dugc gan nhimng quyén
khong can thiét, c6 thé bi mat mat khau... va d6 s& 1a mdi de doa 16n d6i véi
hé théng an toan mang.

. Xac dinh dbi twong co thé tin cong an toan mang dén Viettel Tay Ninh
Dbi tuong tan cong dén Viettel Ty Ninh 1a nhom ddi twong cé kha nang CNTT
cao, c6 kién thirc chuyén sdu va c6 muc dich tin cong rd rang:

e Dbi tugng bén ngoai tin cong muc dich pha hoai hoic khai thac thong tin.

e Dbi tuong 13 nhan vién thude don vi A, mudn khai thac thong tin trai phép cua
don vi B thudc Viettel Tay Ninh.

e Dbi tuong 1a nhom cau két giira bén ngoai va nhan vién cta Viettel Tdy Ninh

tan cong truy cip dit liéu bat hop phép.

1.5 Két luan chwong

Nhitng nghién ctru vira néu trén da dé cap dén trién khai cac hé théng phan
tich, gidm sat, quan Iy mang st dung cac IDS. Trong luan van nay, tac gia tip trung
nghién ctru vé céc loai IDS, x4y dung cac hé thdng Single — IDS, Multiple —IDS, thuc
nghiém danh gia hiéu qua, vu diém, nhuoc diém cua timg loai Single- IDS.

Tiép theo, tac gia dua ra sy két hop céc loai Single - IDS khac nhau tao nén
hé théng Mutiple — IDS tdi wu, co thé khic phuc duoc cac nhugc diém cua Single —
IDS, b6 tro 14n nhau dé dem lai tinh hiéu qua cao nhat.

Tur do, tac gid ung dung vao mo hinh giam sat mang hién tai ¢ Viettel Tay
Ninh, dé xuit xay dung hé théng Multiple- IDS phu hop véi dic thi va c6 thé ap dung
duoc ngay tai Viettel Ty Ninh, dong thoi c6 tinh dy tri cho twong lai khi doanh

nghiép c6 thé mé rong hon.



CHUONG 2 - CAC CONG NGHE AN TOAN HE THONG MANG

2.1 Tong quan hé thong phat hi¢n xAm nhap IDS

2.1.1 Khadi ni¢m IDS

IDS (Intrusion Detection System — hé théng phat hién xAm nhap) 1a thiét bi hoic
phan mém tng dung giam sat, phan tich luu luong hé théng hoic lwu lwong mang
nham phat hién cac hanh dong bat thuong, cac hoat dong trai phép xAm nhép vao hé
théng.

IDS phat hién dua trén cac ddu hiéu vé nguy co da biét (gidng nhu cach thirc
hoat ddng cta antivirus) hodc dya trén viéc so sanh luu thong mang hién tai voi thong
s6 chuan cta hé théng dé tim ra cac dau hiéu bat thudong. Tir d6 dua ra cac canh bao
dén quan tri vién.

Firewall Router

.
SN R A

SN oxo
l— | B §
2

Hinh 2.1: M6 hinh mang NIDS

Chirc nang co ban:

« Chirc ning giam sat: cac hanh dong bat thuong, kha nghi.
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« Chirc ning canh bao: canh bao toi ngudi quan tri khi c6 cac hanh dong bt
thuong.

* Chtrc ndng bdo vé: bao vé chéng lai ké xam nhép, pha hoai bing cach su dung
nhirng thiét 1ap mic dinh va nhitng ciu hinh tir ngudi quan tri.

Chirc nang mao rong:

« Phan biét duoc nhimg tin cong tu bén ngoai va tn cong tir bén trong.

* Phat hi¢n nhiing d4u hiéu bat thuong dua vao su so sanh luu lugng mang.

2.1.2 Cdc thanh phan IDS

Mot hé thong IDS bao gém 3 thanh phin co ban la:

ConEaE |::>
Giao dién

Alerts
Cac canh bao
_
Trafice Network
Luwu lvgng mang Sensor
Cam bién
Engine
BO xur ly

Hinh 2.2: Cac thanh phan trong IDS

« Cam bién (Sensor): c6 nhiém vu quét ndi dung cac gdi tin trén mang, so sanh
ndi dung v&i cidc mau va phat hién cac d4u hiéu hodc su kién. Bo phan chiu trach
nhiém phat hién céc sy kién c6 nguy co de doa dén hé théng mang.

« Giao dién (Console): twong tac véi quan tri vién, nhan cam bién hoat dong cua
bo diéu khién, Engine va dua ra canh bao tan cong.

« Bo xtr Iy (Engine):: chiu trach nhiém ghi lai tit ca cac bao cdo vé cac su kién
do Cam bién phat hién trong co s& dit liéu va str dung hé thdng quy tic dé dua ra canh
bdo trén cam bién. Cac su kién su kién bao mat dugc nhan cho hé théng hoac cho

quan tri vién.



11

2.1.3 Co ché hoat dpng IDS

H¢ théng IDS hoat dong theo co ché phat hién va canh bao. Cam bién 12 bd phéan
duge bd tri trén hé théng tai cac diém can diéu khién. Sensor bt g061 tin trén mang,
phan tich goi tin dé tim ra dau hiéu tan cong, néu géi tin c6 du hiéu bi tin cong,
Sensor thiét lap tac la danh d4u no 13 su kién va gui bdo cao lai cho Engine, Engine
ghi lai tAt ca cac bao cdo cua tat ca cac Sensor , luu cac bdo céo trong co so dir licu
cua nod va quyét dinh mutrc do s€ di. canh bao cho su kién da nhan. Console c6 nhiém
vu giam sat, canh bao va diéu khién hoat dong cua cac Cam bién.

Dbi voi hé théng IDS truyén thdng, cic cam bién hoat dong theo co ché “so
sanh mau”, cac cam bién bét cac goi tin trén mang, doc ndi dung géi tin va so sanh
cac chudi trong ndi dung goi tin véi hé théng mau tin hiéu xac dinh cac cudc tin cong
hodc ma doc dé hé théng, néu trong nd1 dung gbéi c6 mot chudi khép voi mau, B cam
bién s& danh du no 1a mot su kién hodc c¢6 dau hiéu ciia mot cude tdn cong va tao ra
mot canh. bao chi. Cac tin hiéu xac dinh cac cudc tan cong duoc tong hop va tap hop
lai thanh mot tap hop dugc goi 1a cac chir ky. Thong thuong, cac mau nay dugc hinh
thanh dua trén kinh nghiém ngan chin cac cudc tdn cong, cac trung tdm nghién ciru
duoc thanh 1ap va cidc miu nay duoc phat hanh dé cung cip cho cac hé thong IDS

trén khap thé gidi.

Cam bién

i Canh bao N
Cam bign—— Khoi phan tich —— > Khoi quan ly

Chinh sach I

Chinhsach— bdao mat o

bao mat J» o

(o]

Q.

o
Chinh sach k4

Quan tri vien bao mat Khéi didu hanh

- -

Hinh 2.3: Hoat djng ctia IDS
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2.1.4 Phédn loai IDS

Vé dbi tugng giam sat, c6 hai loai IDS co ban nhét: IDS dua trén may chu va
IDS dya trén mang. M&éi loai c6 mot cach tiép can khéac nhau dé giam sat va phat hién
xam nhép, dong thoi cling c¢6 nhimg wu nhuoc diém riéng. No6i tom lai, IDS dya trén
may chu gidm sat dir liéu trén cdc may tinh riéng 1€ trong khi IDS dya trén mang giam

sat luu lugng ciia mot mang.

2.1.4.1 Host Base IDS ( HIDS)

Hé théng Host-based 1 loai IDS dau tién duoc nghién ctu va trién khai. Béng
cach cai dit phan mém IDS trén cac may tram (dugc goi 13 Agent), HIDS c6 thé giam
sat tat ca cac hoat dong ciia hé thong, cac tép nhat ky va luu luong mang di dén mdi

tram.

HIDS

wWeb Server Mail Serve Web Server DNS Server

L td 243

HIDS HIDS HIDS

Hinh 2.4: M6 hinh mang HIDS

2.1.4.2 Netwwork Base IDS ( NIDS)

NIDS la giai phap xac dinh truy cdp trai phép bang cach kiém tra cac ludng
thong tin trén mang va gidm sat nhidu may tram, NIDS truy cdp luéng thong tin trén
mang bang cach két ndi véi cac Hub va Switch dé bt cac géi tin. , phan tich ndi dung
g0i tin va dua ra canh bao.

Trong h¢ théng NIDS, cac cam bién duoc dit tai cac diém quan tdm trong mang,

thuong & phia trudc DMZ hodc ¢ ria ciia mang, cac cam bién thu nhan tat ca cac goi
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truyén di trén mang va phan tich ndi dung cia mang. goi ting gbi dé phat hién cac

chit ky tan cong trong mang.

web Server i = wWeb Server DNS Server

L1 4 2L

Hinh 2.5: M6 hinh mang NIDS

Bang 2.1: So sdnh HIDS va NIDS

So sanh HIDS va NIDS

Noi dung HIDS NIDS
Quan tri Phéan tan trén ting may tram Tap trung
Cai dat Dé cai dit Kho cai dat
Thap, do mdi may tram chi Cao, do c6 cai nhin toan dién vé

Tinh bao quét
nhan duoc traffice cia may do | traffic mang

Phu thudc hé diéu hanh trén Khong phu thude hé diéu hanh

Phu thudc ]
teng may may tram
C6 anh huong dén bang thong
Bang thong | Khong anh huong do thuc hién phan tich trén
ludng mang
o C6 thé phan tich duoc dit liéu | Khong phan tich duoc dit liéu
Ma hoa

da ma hoa da ma hoa

Bé4o dong gia | Kho xay ra C6 thé xay ra
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2.1.5 Cdc teng dung phé bién hi¢n nay ciia IDS

Viéc sir dung IDS s& gop phan ting cuong quyén luc ciia ngudi quan tri va canh
bao kip thoi moi dién bién bét thudng trén hé théng mang. Cu thé, IDS c6 thé canh
béo chling ta vé cac hanh dong sau:

Tan cong tir chdi dich vu: (DoS) c6 muc dich dong bing hodc khéa tai nguyén hé
théng muyc tiéu. Cudi cung thi myc tiéu khong thé tiép can va phan hoi cac gbi tin
dén. Cac cudc tan cong DoS vao cac muc tiéu bao gém ba loai: mang, h¢ théng va
tmg dung. NIDS c6 thé phat hién cc cudc tin cong goi:

Quét va tham do (Scanning and Probe): May quét va thaim do tu dong sé& tim kiém
hé théng trén mang dé xac dinh cac diém yéu. Viéc do tim c6 thé dugc thue hién béng
cach ping hé théng ciing nhu kiém tra cac cong TCP hodc UDP dé phat hién cac ing
dung c6 16i da biét. Phat hién cac hanh dong nguy hiém trude khi ching xay ra. Host
IDS ciing ¢6 hiéu qua chdng lai kiéu tin cong nay.

Tén cong béng méat khau: Mot IDS mang co thé phat hién va ngin chin cac nd luc
doan mat khau, nhung n6 khong hiéu qua trong viéc phat hién truy cap trai phép vao
cac t&€p dugc ma hoa. Trong khi do, Host IDS c6 hiéu qua trong viéc phat hién doan
mat khau ciing nhu truy cap trai phép.

Gianh dic quyén: Mot khi ké tin cong d3 xam nhdp vao hé thdng, ching s& cb
ging chiém quyén truy cap. Khi thanh céng, ho s& tim cach pha hoai hé théng hoic
danh cap thong tin quan trong. Ca NIDS va HIDS déu c6 thé xac dinh cac thay doi
dic quyén.

Pha hoai mang: Ph4 hoai bao gém: thay ddi trang web, x0a t¢p, pha huy khéi khoi
dong va chuong trinh h¢ diéu hanh, dinh dang b dia, str dung HIDS trong truong hop
nay. hoan toan phu hop. Véi NIDS, c6 thé sir dung cac chit ky tin céng duoc xac
dinh truéc dé phat hién chinh xéac céc truy cp trai phép vao hé diéu hanh.

Tan cong co s& ha ting biao mat: C6 nhiéu kiéu tan cong can thiép vao quyén kiém
soat co ban cua co sé ha téng bao mat, chéng han nhu tao tuong Itra trai phép, stra doi

tai khoan ngudi dung hoac thay doi cai dat khac, quyen doi véi té€p. Cac cudce tan cong
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vao co sO ha tang cho phép ké xam nhédp c6 thém quyén truy cap hodc tao ra nhiéu

con dudng xam nhap vao hé thong.
2.2 Nghién ctru cac loai IDS phd bién hién nay

2.2.1 Snort

Snort 13 mot NIDS do Martin Roesh phat trién theo mé hinh ma ngudn mo.
Mic du Snort 13 IDS mién phi nhung né c6 rat nhiéu tinh ning tuyét voi. N6 duoc
xay dung dé phat hién va ngin chan xam nhap. Pugc thiét ké trén mot mo-dun dé
kiém tra cac goi dén va di bang cach tao ra cac quy tic dé phat hién cac goi bat thuong.
Snort ¢6 thé chay trén nhiéu nén tang nhu Linux, Windows, OpenBSD, NetBSD,
FreeBSD, MacOS ,Solaris. Snort hd tro céac giao thuc sau: Ethernet, Cisco HDLC,
SLIP, 8021, HP-UX, AIX, IRIX, Token Ring, FDDI, PPP va PF ctia OpenBSD.

2.2.2 Kién triic Snort
Kién trac Snort gdm nhiéu thanh phan, vi mdi phan c6 mot chirc nang riéng.
Céc phan chinh d6 1a:

* Module giai ma goi tin (Packet Decoder)

« Module tién xtr Iy (Preprocessors)

* Module phat hién (Detection Engine)

* Module log va canh bdo (Logging and Alerting System)

« Module két xuét théng tin (Output Module)

- giﬁ;ma "

. sz Xuat canh bao
Khéi tién xte Iy |::>{ Khéi phat hién }:ﬁ (4] '°§é‘éa canh ——"3 “hoac Iwu vao
file
Khéi két xuat D
thong tin

Hinh 2.6: Kién truc ciia Snort
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Khi Snort hoat dong, né s& ling nghe va nim bit tit ca cac géi tin di qua no.
Cac gbi da bat duoc s& dugc gui dén Mo-dun giai ma goi. Sau dé, goi tin dugc dua
vao mo-dun Tién xir 1y va sau d6 13 mo-dun Phat hién. O day, tuy thude vao viée co
phat hién ra sy xAm nhap hay khong, goi tin c6 thé duge bo qua dé tiép tuc luu luong
hodc dugc nhdp vao mod-dun Nhat ky va Canh bao dé xu ly. Sau khi céc canh béo
duge x4c dinh, md-dun Pau ra Thong tin s thyc hién viéc xudt cac canh bao ¢ dinh
dang mong mudn. Sau ddy, chung ta s& di tim hiéu chi tiét hon vé co ché hoat dong

va chitc nang cua ting thanh phan.

2.2.3 Suricata

Suricata 1a mot hé théng phat hién xam nhap ma nguén mo, dugc phat trién
bdi Open Information Security Foundation (OISF).

Cong cu nay khong dugc phat trién dé canh tranh hodc thay thé nhitng cong
cu hién cd, nhung nd s€ mang lai nhitng y tuéng va cong nghé mai trong linh vyce an
ninh mang.

Suricata 13 cong cu phat hién va ngin chin xam nhap dya trén quy tac IDS /
IPS (Hé théng phat hién xAm nhap / Hé théng ngan chin xam nhap) dé giam st luu
lugng mang va dua ra canh bdo cho quan tri vién hé théng khi x4y ra cac su ki¢n dang
ngd. Ngoai ra, né duge thiét ké dé twong thich véi cac thanh phan an ninh mang hién
c6. Ban phat hanh dau tién chay trén nén tang linux 2 véi hd trg ndi tuyén va cdu hinh
giam sat luu luong thu dong c6 kha nang xir 1y luu luong 1én dén gigabit. Suricata 1a
mot cong cu IDS / IPS mién phi trong khi van cung cdp cac tiiy chon c¢6 thé mé rong
cho céc kién triic an ninh mang phirc tap nhét.

Suricata ting toc do va hiéu qua trong viéc phan tich luu luong mang nhd hd
trg xr Iy da ludng. Ngoai viée ting hiéu suit phan cing (voi phan climg va card mang
han ché), cong cu nay duge xay dung dé tdn dung stirc manh xir Iy cao cua cac chip

CPU da 1561 m&i nhét.
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2.2.4 Kién tric ciia Suricata

Suricata c6 4 module ludng:
- Packet acquisition: chiu trach nhiém doc cac goi tin tir mang..
- Decode and stream application layer: giai mi cac goi va kiém tra tng dung.
- Detection: so sanh cac chit ky va c6 thé duoc chay trong nhiéu ludng.

- Outputs: trong md-dun nay, tit ca cac bio dong duoc xir 1y.

Detection
Nhan dién
s Y / \
'N_e Ol'k-: N nchE::fiton DECO{!Q 31.1(1 srre-\am Detection Oulputs
T quisition Sl Nhin dién Canh bio—
~— Doc cac goi1 tin Gidi ma va kiem tra
M v /
Detection
Nhan dién

Hinh 2.7: Kién tric cia Suricata

Cic ché dp runmode ciia Suricata
- Worker: runmode hoat dong tot nhat. Trong ché d6 nay, NIC / trinh diéu
khién dam bao cac goi duoc can bang hop 1y qua cac ludng xir 1y cta
Suricata. M&i ludng xur Iy g6i sau d6 chira toan bo dudng dng goi.
- Autofb (Single capture thread):
- Autofb (Multiple capture thread):

- Single: gibng nhuw Workers, tuy nhién chi c6 mot ludng xir Iy gbi duy nhat.
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Flow balancing happens in hardware or driver

Flow balancing happens inside Suricata

2.2.5 Zeek

Flow balancing happens in both Suricata and hardware/driver

Hinh 2.8: Céc ché @9 Runmode

Zeek 1a mot framework ma ngudn mé duoc sir dung dé phan tich va giam sat

mang. Nhiém vu chinh 13 giam sat mang dit liéu mang va canh bao, phat hién tin

cong. Zeek IDS thuong duoc dung dé bao vé ha tang an ninh cho céac truong dai hoc,

trung tm nghién ctru, doanh nghiép vira va nho. ..

Céc tinh nang cua Zeek:
* Trién khai

Chay trén cac hé théng kiéu UNIX (MacOS, FreeBSD, Linux...).

Phan tich thoi gian thyc hodc ngoai tuyén.

Ho tro cum cluster, trién khai toc do cao, trén quy mo 16n.

M3 ngudn mé véi gidy phéps BSD.
* Phan tich

Ghi log phuc vu cho viéc phan tich.
Phan tich ddc 1ap cac giao thuc tﬁng ung dung (DNS, FTP, HTTP, SSH, SSL,

SMTP...)

HO trg IPV6 toan dién.

Cénh bao thoi gian thyc néu xay ra tan cong.

* Ngon ngir kich ban

Ngbn ngit hoan chinh dé phuc vu cho viéc phan tich.
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M0 hinh 13p trinh dya trén su ki¢n.

Hb trg mé rong dé theo ddi va quan 1y trang thai mang theo thoi gian.

* Giao dién
Ban ghi log c6 cdu trac ASCII phu hop.
Tich hop dé phan tich dau vao thoi gian thyc.

Thu vién mé rong C dé trao doi cac su kién Zeek vai cac chuong trinh khac:

Perl, Python, va Ruby...

Co kha nang goi céc tién trinh bén ngoai tir ngdn ngir kich ban.

2.2.6 Kién tric ciia Zeek

Kién tric cia Zeek IDS duge chia thanh cac tﬁng. Vé co ban, Zeek dugce chia

thanh céc tng sau:
« Tang Network
« Tang Event Engine

« Tang Policy Script Interpreter

Canh bao thov gian thouyrcoc T

Tang Policy Script
fmterpreter

Dong sw Kign T

Tang Event Engine

Dong packet T

Tang Network

Hinh 2.9: Kién tric cia Zeek

Tdng Network

La tang thip nhét trong cac thanh phan ciia Zeek, noi tiép nhan géi tin ra vao

trong hé théng mang. Tang nay st dung libpcap, duoc st dung béi cong cu phd bién

tcpdump, thu vién dugce s dung trén cac hé diéu hanh ho Unix.
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Chure nang cua libpcap:

« Cung cép chirc ning dé bat cac géi tin, sir dung dé giam sat mang cap thap.

« N6 gitip tach biét Zeek céac chi tiét cia cong nghé network-link (Ethernet,
FDDI, SLIP...), hd tro port Zeek t6i cac bién thé Unix khac nhau (d& dang nang
cap...)

« Néu OS hd tro cac chic ning loc goi tin manh mé ¢ kernel, nhu BPF thi
libpcap sé& gitip giam thiéu lwu lugng vao trong kernel.

Céc goi tin sau khi dugc loc s€ dugc chuyén Ién tﬁng trén, Event Engine.
Tang Event Engine

Tﬁng Event Engine nhan céac goi tin da duogc loc, thuc hién kiém tra tinh toan
ven dé dam béao rang goi tin ¢6 cau trac phit hop, bao gdm kiém tra checksum cta IP
header. Néu kiém tra thét bai, Zeek sé tao ra mot canh bao tuong Uing va loai bé goi
tin. Zeek ciing tién hanh lip rap cac manh géi tin lai véi nhau thanh cac géi dir liéu
hoan chinh trudc khi tién hanh kiém tra.

Sau khi kiém tra thanh céng, né tim kiém trang thai két ni lién két vé6i 2 dia
chi IP va 2 port TCP hodc UDP. Sau d6, n6 giri goi tin t6i trinh xtr 1y cho két ndi
tuong tng. Zeek duy tri file tepdump lién két voi luu lugng mang. Trinh xir Iy két n6i
s€ quyét dinh viéc luu lai toan bg goéi tin, hodc 1a header, hoac khong Iuu gi ca.

Tuy thudc vao goi tin TCP hay UDP dé trinh xit Iy thuc viéc v6i payload cia
tung goi tin.

« TCP: Vi mdi goi tin TCP, trinh xir 1y két ndi (mot ham ao C++) kiém tra
toan bo TCP header va xac thuc TCP checksum qua header va payload. Néu thanh
cong, né kiém tra TCP header chira c& SYN/FIN/RST hay khong, va s& diéu chinh
trang thai két ndi twong tmg. Cubi cung, né goi trinh xtr Iy dé thuc hién véi payload.

« UDP: Tuong ty nhu TCP nhung don gian hon, do n6 khong c6 trang thai két
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Tang Policy Script Interpreter

Sau khi tﬁng Event Engine thuc hién xong vi¢c xir Iy mdt gobi tin, nd kiém tra
liéu tién trinh trén co tao ra bt ki su kién nao hay khong (dua vao hang doi FIFO).
N6 s& xir Iy 1an luot timg sy kién cho dén khi hang doi trong.

Policy Script Interpreter thuc thi nhimmg doan script dugc viét bang ngon ngir
kich ban Zeek. V&i mbi sy kién duoc truyén vao bo thong dich, trudce hét Zeek tim ra
trinh xir 1y su kién twong tmg véi su kién d6 ( hay con goi 1a cac event handler), lay
nhitng thong tin trong su kién tao ra va truyén vao cac tham sé twong ng trong event
handler va thong dich ra code twong tng. Nhitng doan code ndy c6 thé thuc thi cac
doan ma Zeek khac, bao gém tao ra mot su kién mdi, ghi log, tao thong bao, ghi dir

liéu vao dia, hoac chinh stra trang thai.
2.3 Cac phan mém mé tich hop véi cac phan mém IDS

2.3.1 Pfsense

Dé bao vé cho hé thong mang bén trong thi chung ta co giai phap st dung thiét
bi twong ltra cing nhu PIX Firewall cua Cisco..., hodc dung tuéng lira mém cia
Microsoft nhu ISA ... Tuy nhién nhiing thanh phan ké trén tuong dbi tén kém. Vi
vay ddi véi nguoi dung khong mudn ton tién nhung lai mudn c6 mot tuwong lira bao
vé hé théng mang bén trong (mang ndi bd) khi ma chung ta giao tiép voi hé théng
mang bén ngoai (Internet) thi pfSense 1a mot giai phap tiét kiém va hiéu qua tuong
dbi tot nhat ddi voi nguoi ding.

PfSense 13 mdt tng dung c6 chirc ning dinh tuyén, tudng lira va mién phi, tmg
dung nay s& cho phép chiing ta mé rong mang ctia minh ma khong bi thoa hiép vé sy
bao mat. Bit ddu vao nim 2004, khi firewall méi bat dau chap chimg — day 1a mot du
an bao mat tap trung vao cac hé théng nhung — pfSense di co hon 1 triéu luot
download va duoc su dung dé bao vé cac mang co tat ca kich cd, tir mang gia dinh
dén cac mang 10n cta cac cong ty/doanh nghiép. Ung dung nay c6 mét cong dong
phat trién rat tich cuc va nhiéu tinh ning dang duoc b sung trong mdi 1an phat hanh

nham cai thi¢n hon nita tinh bdo mat, sy 6n dinh va kha nang linh hoat cta no.
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Hinh 2.10: Vi tri cia pfsense trong mang doanh nghiép

PfSense bao gém nhiéu tinh ning ma chiing ta van thay trén cac thiét bi tuong
lira hodc router thwong mai, chang han nhu giao dién nguoi dung (GUT) trén nén Web
tao sw quan ly mot cach dé dang. Trong khi d6 phan mém mién phi ndy con c6 nhiéu
tinh ning an tuong ddi voi firewall/router mién phi, tuy nhién ciing c6 mot s6 han
ché.

PfSense hd tro loc bdi dia chi nguén va dia chi dich, cong nguén hoic cong dich
hay dia chi IP. N6 cling ho tro chinh sach dinh myén va co ché hoat dong trong ché
d6 brigde hodc transparent, cho phép chiin ta chi can dit pfSense & giira cac thiét bi
mang ma khong can doi hoi viéc cau hinh bd sung. PfSense cung cap co ché NAT va
tinh nang chuyén tiép cong, tuy nhién ing dung nay van con mot sd han ché véi Point-
to-Point Tunneling Protocol (PPTP), Generic Routing Encapsulation (GRE) va
Session Initiation Protocol (SIP) khi str dung NAT.

PfSense dugc dua trén FreeBSD va giao thitc Common Address Redundancy
Protocol (CARP) ctia FreeBSD, cung cap kha ning du phong bang cach cho phép cac
quan tri vién nhom hai hoac nhiéu tuong ltra vao mot nhom tu dong chuyén doi du
phong. Vino hd tro nhiéu két ndi mang di¢n rong (WAN) nén co thé thuc hién viéc
can béng tai. Tuy nhién c6 mot han ché v&i nd & chd chi 6 thé thuc hién can béng
Iuu Iwgng phéan phdi gitra hai két n6i WAN va khong thé chi dinh duge luu luong cho

qua mot két noi.
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Hinh 2.11: Mé hinh trién khai pfSense cho doanh nghiép nhé

2.3.2 Splunk

Splunk 1a phan mém cho phép CNTT cé thé tim kiém va duyét logs va cac dir
liéu IT trong thoi gian thuc. Ngudi dung c6 thé ngay 1ap tic phat hién ra su ¢d & bt
clr tmg dung nao, hodc & cic may chu va thiét bi; canh bao cac nguy co tiém 4n va
béo cdo cac hoat dong cua cac dich vu va thanh phan khac nhau trong mang. Va day
cling 1a giai phap troubleshoot cho hé thong.

Splunk 1a mot cong cu dir liéu rat linh hoat va kha nang mé rong cho cac dit liéu
may tinh dugc tao ra bdi co so ha tﬁng CNTT cua CNTT. N6 thu thap ,l1ap chi muc
va khai thac nhiing dir li¢u dugc tao ra tur bat ctr nguén nao , dinh dang hoac vi tri bao
gdm ca dong goi va cac tmg dung tuy chinh , may cha tng dung , may chu web , co
so dir liéu , mang , may 4o, hypervisors, h¢ diéu hanh va nhiéu hon nita ma khong
can phai phan tich ct phap tiy chinh , bd diéu hop hoic mot co sd dir lidu trén cac
phu tro .

Splunk dugc sir dung dé cung cdp mot cai nhin rd rang, chi tiét vé toan bo hé
théng cong nghé thong tin. N6 lién két cac dir lidu riéng biét cua cac thiét bi, ung
dung riéng biét lai v6i nhau mot cach tw dong, giup qua trinh tim kiém diéu tra tre

nén nhanh chéng, don gian di rat nhiéu.
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Chu dong giam sat cac dir liéu dé phat hién cac bat thuong theo thoi gian thyc.
Cho phép ngudi dung ngay lap tirc di sau chi tiét vao van dé gip phai dé c6 hudng
giai quyét mot cach chinh xac va nhanh chong nhét.

logs TACACS

" d}
= it e
’)“?/ & ‘ l C:nsatle
ACNS ’ A
C_—é‘l > S : - DHCP

‘”s‘,',}‘;, pm ' ‘ Servers
- C_—_{!"’ :(3
v, Unix
Directory Servers

Hinh 2.12: Splunk

2.4 Mgt so phan mém, cong cu tan cong mang

2.4.1 WireShark

WireSharkla mot cong cu phén tich giao thirc. Cong cu nay cho phép kiém tra
cac sy kién trong mang béng cach thuc hién chin bat cac g0b1 tin va phan tich tryc
tiép. N6 cho phép phén tich cac gbi tin & muirc d6 rat chi tiét. Wireshark c6 thé hoat
dong trén nhiéu phién ban hé diéu hanh khac nhau nhu: Windows, Linux, OS X,
Solaries, FreeBSD... Viéc st dung WireShark yéu cau phai c6 nhitng hiéu biét va
kién thtrc chuyén mén vé mang va giao thirc mang kha tot. Pay 1a mot cong cu gianh

cho céac chuyén gia phan tich mang.


https://4.bp.blogspot.com/-EGVYRsup01Q/VBZB6fW5I4I/AAAAAAAADOE/J9jzkv5dnDg/s1600/sources.png
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2.4.2 Nmap

Nmap (tén day di Network Mapper) 1a mot cong cu bao mat dugc phat trién boi
Floydor Vaskovitch. Nmap c6 mi nguén md, mién phi, ding dé quét cong va 16 hong
bao mat. Cac chuyén gia quan tri mang sir dung Nmap dé xac dinh xem thiét bi nao
dang chay trén hé thdng cua ho, ciing nhu tim kiém ra cic may chii ¢6 san va cac dich
vu ma cac may chu nay cung cip, déng thdi do tim cic cong md va phat hién céc
nguy co vé bao mat.

Nmap c6 thé duoc st dung dé giam sat cac may cha don 1é cling nhu cac cum
mang 16n bao gdm hang trim nghin thiét bj va nhiéu mang con hop thanh.

Mic du Nmap d3 khong ngimg duge phat trién, cai tién qua nhiéu nim va cuc
ky linh hoat, nhung nén tang ctia né van 1a mot cong cu quét cong, thu thap thong tin
bang cach gri cac goi dir lidu tho dén cac cong hé thong. Sau d6 no ling nghe va phan
tich cac phan hdi va xac dinh xem céc céng do dugc mod, dong hoac loc theo mot cach
nao do, vi du nhu tudong Ira. Céc thuat nglr khac dugc sir dung dé chi hoat dong quét
cong (port scanning) bao gdm do tim cong (discovery) hodc liét ké cong

(enumeration).

2.4.3 Hydra

Hydra 1a mot trinh bé khoa ding nhap song song hd tro nhiéu giao thire dé tin
cdng. N6 rat nhanh va linh hoat, va d& dang thém cac mo-dun méi. Cong cu nay giup
céc nha nghién ciru va nha tu van bao mat c6 thé chi ra viéc truy cap trai phép vao hé
théng tir xa d& dang nhu thé nao.

N6 hé tro: Cisco AAA, Cisco auth, Cisco enable, CVS, FTP, HTTP (S) -FORM-
GET, HTTP (S) -FORM-POST, HTTP (S) -GET, HTTP (S) -HEAD, HTTP- Proxy,
ICQ, IMAP, IRC, LDAP, MS-SQL, MySQL, NNTP, Oracle Listener, Oracle SID,
PC-Anywhere, PC-NFS, POP3, PostgreSQL, RDP, Rexec, Rlogin, Rsh, SIP, SMB
(NT) , SMTP, SMTP Enum, SNMP v1 + v2 + v3, SOCKS5, SSH (vl va v2),
SSHKEY, Subversion, Teamspeak (TS2), Telnet, VMware-Auth, VNC va XMPP.


https://quantrimang.com/10-dieu-can-biet-ve-phan-mem-ma-nguon-mo-79232
https://quantrimang.com/huong-dan-quet-cong-mang-160032
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2.5 Kétluan chwong

Trong chuong Ny, tic giai di nghién ctru tim hiéu khai quat hé thong IDS: khai
niém, chirc nang, cac loai , cac cong cu tan cong mang.

Tim hiéu va cach thutc hoat dong cua cac loai IDS phé bién nhu: Snort, Suricata,
Zeek, cac loai kién trac cua IDS. Tir d6 tac gia co thé Gmg dung va xay dung cac hé
thdng cho cac chuong tiép theo va kiém nghiém céc kich ban tan cong bang cac cong

cu da nghién cuu.
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CHUONG 3 - XAY DUNG HE THONG PHAN TICH

QUAN LY MANG TiCH HQP MA NGUON MO TRIEN KHAI

VOI CAC CONG NGHE IDS KHAC NHAU

3.1 Muc tiéu

Xay dung hé théng phan tich quan Iy mang tmg dung cho mang doanh nghiép vira
va nho bang cach tich hop nhidu ma3 nguén mé véi mot trong cac loai IDS da tim
hiéu (Snort, Suricata, Zeek).

Pénh gia cling nhu so sanh tinh hiéu qua cta 3 hé thdng giam sat ma ngudn md.
Muc tiéu xay dung ap dung cho cac loai doanh nghiép c6 quy mo khac nhau.

Xay dung duoc hé théng phan tich quan 1y mang ap dung dugc cho doanh nghiép

c6 quy mo vira va nhé c6 quy mé hé thong mang don gian tir 1-2 ving mang.

3.2 Phuwong phap

Xay dung timg hé théng giam sat mang ma ngudén mé trén hé théng 1DS: Snort,
Suricata va Zeek, tich hop cic ma nguén mé phén tich nhu: Splunk, pfSense...
Céc giai phap két hop dugc tham khao trén cong dong ma nguén mé sao cho su
két hop mang lai hiéu qua nhat, tryc quan nhat

Str dung mdt bo loai cong cu bd trg (pFsenne, Splunk..) dé ¢6 thé so sanh hiéu qua

cua cac loai IDS.

3.3 MO0 hinh trién khai

Trién khai 3 hé théng phan tich gidm sat mang ma ngudn mo 1a snort, suricata va
zeek dugc phan vung nhitng ving mang quan trong nhu hé théng datacenter, hay
cac hé thong may chii & cac chi nhanh huyén.

Ba hé thong duoc thiét ké trén cing bo phan cimg nhu nhau dé cing danh gia
dung nhét.

Moi trudng thir nghiém duoc tao v6i cac may chi o chay trén phan mém 4o hoa
VMWare. Phan mém VMWare cho phép chay tit ca cac may chii dang thir nghiém

trén ciing mot may va giam b6t sy phuc tap cta viéc thiét 1ap thir nghiém. VMWare
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12 mot du 4n ma ngudn md va mién phi dé str dung cho muc dich ca nhan va gido
duc st dung.

Méi truong thir nghiém c6 ba may chu dich, nhidu may con khéc nhau, tit ca déu
nim trong cuing mot hé théng.

Céc thur nghiém dugc chay mdt lan va két qua duoc ghi lai tu tat ca cac may IDS,
do d6 1am cho céc thtr nghiém va két qua c6 thé so sanh duoc ma khong c6 kha
ning xay ra 16i thir nghiém giira cac giai phap do méi truong trong tinh hudng thir

nghiém.

SNORT / SURICATA / ZEEK Web
Server
IDS —>
; =
«

Switch — é Sk
Firewall i

PFsene

Internet ::>

Hinh 3.1: Mé hinh mang dwa vao thir nghiém singgle- IDS
3.4 Thuc nghiém hé thong IDS

3.4.1 Thyc nghiém hé thong véi Snort 1DS

Dé hé thong phat hién dugc tin cong tir cac ving mang 1én hé théng Datacenter thi
chung ta s& cai Snort trén Pfsence dé giam sat va luu thong tin diéu khién,dua ra
canh bao.... Dudi day la 4 kich ban thyc nghiém véi Snort - IDS.

Thuc nghiém tin cong Ping/Scan port

Thuyc hién tin cong Scan port /Ping tir may c6 dia chi 20.0.0.1/8 tan cong vao hé
thong may chii c6 IP 1a 20.0.0.4/8. Sau khi tan hé théng Datacenter thi Snort da phat

hién va canh bao:
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Pri

0

Proto

IcCMP

IcMP

ICMP

ICMP

ICMP

IcMP

IcMP

ICMP

ICMP

IcCMP

Class Source IP

20.0.0.10

Q
20.00.1
Q
20.0.0.10
Q
20.0.0.1

Qm

20.0.0.10

QA

20001
Q
20.0.0.10
Q
20.0.0.1
Q
20.0.0.10

Qm®

20.0.0.4
N m

SPort

Destination IP DPort

20001
Q
20.0.0.10
Q
20001
Q
20.0.0.10
Q
20001
Q
20.0.0.10
Q
20001
Q
20.0.0.10
Q
20.0.0.4
Q

20.0.0.10
~ m

DPort

IP Lists

1:299999

SID Mgmt Log Mgmt

Description

Ex

1

1:299999

1:299999

GID:SID
1:300003
x
1:300003
x
1:300003
x
1:300003
x
1:300003
x
1:300003
x
1:300003
x
1:300003
x
1:299999
x

9999

Hinh 3.2: T4n cong bing Ping/Scan port

Description

SNORT ALERT: reject attack
0S/DDOS_TO_LAN 20

SNORT ALERT: reject attack
0S/DDOS_TO_LAN 20

SNORT ALERT: reject attack
0S/DDOS_TO_LAN 20

SNORT ALERT: reject attack
0S/DDOS_TO_LAN 20

SNORT ALERT: reject attack
0S/DDOS_TO_LAN 20

SNORT ALERT: reject attack
0S/DDOS_TO_LAN 20

SNORT ALERT: reject attack
0S/DDOS_TO_LAN 20

SNORT ALERT: reject attack
0S/DDOS_TO_LAN 20

Sync

ENORT ALERT: Ping LAN Detected
SNORT ALERT: Ping LAN Detected
SNORT ALERT: Ping LAN Detected
SNORT ALERT: Ping LAN Detected
SNORT ALERT: Ping LAN Detected

SNORT ALERT: Ping LAN Detected

SNORT ALERT: Ping LAN Detected

SNORT ALERT: Ping LAN Detected

Hinh 3.3: Tan céng bing DoS vao LAN
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Thuc nghiém phat hién virut khi svr dung giao thirc HTTP
Thuc hién tan cong virut dua trén giao thie HTTP tir may c6 dia chi 20.0.0.1/8,
14250636/16... tin cong vao hé théng may chii c6 IP 13 20.0.0.2/8. Sau khi tan hé

thong Datacenter thi Snort d3 phat hién va canh bao:

/snort‘/gpxglg alerts.php

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Alert Log View Settings

Interface to Inspect LAN (em1) Y, [ Auto-refresh view

Choose interface.

Alert Log Actions
Alert Log View Filter (+)

74 Entries in Active Log

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description
2021-11-30 3 TCP Unknown 142.250.66.132 80 20.0.04 60248 1203 (http_inspect) NO CONTENT-LENGTH OR
10:29:17 Traffic Q Q X TRANSFER-ENCODING IN HTTP RESPONSE
2021-11-30 2 TCcP Potentially 20.0.04 50870  208.91.196.145 80 120:28 (http_inspect) INVALID CHUNK SIZE OR
102906 Bad Traffic ~ Q L} Q X CHUNKSIZE FOLLOWED BY JUNK
CHARACTERS

Hinh 3.4: Phat hién virus trong khi sir dung giao thirc HTTP
Thuc nghiém tin cong SSH
Thuyc hién tin cong SSH tir may c6 dia chi 20.0.0.1/8... tdn cong vao hé thong may
chu ¢ IP 12 20.0.0.2/8. Sau khi tdn hé thong Datacenter thi Snort di phat hién va

canh bao:

Alert Log View Filter (+]

158 Entries in Active Log

Date Action  Pri  Proto  Class Source IP SPort  DestinationIP  DPort  GID:SID  Description

2021-11-30 0 TCP 20.0.0.1 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:35 Q Q x L3

[2021-11-30) ) = [20.0.0.1] 62496/820.0.0.10) 22] QELGEEEE SNORT ALERT: SSH connection attempted
03339 Xl

2021-11-30 0 TCP 20.0.0.1 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q x

2021-11-30 0 TCP 20.0.0.1 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q x

2021-11-30 0 TcP 20.0.0.1 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q x

2021-11-30 0 TCcP 20.0.0.1 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q x

2021-11-30 0 TcP 20.0.0.1 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q x

2021-11-30 0 TCcP 20.0.0.1 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q x

2021-11-30 0 TCP 20.0.0.1 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted

ananna ~ = ~ = e

Hinh 3.5: Phat hién SSH connect
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3.4.2 Thuwc nghiém danh gia trén Suricata
Dé hé thong phat hién dugc tan cong tir cac ving mang 1én hé thong Datacenter thi
chung ta s& cai Suricata trén Pfsence dé giam sat va luu thong tin diéu khién, dua ra

canh bao.... Duéi day 1a 4 mo hinh thuyc nghiém véi IDS — Suricata.

ps://20.0.0.10;

Interfaces Global Settings Updates Alerts Blocks Files Pass Lists Suppress Logs View Logs Mgmt SID Mgmt

Sync IP Lists

Alert Log View Settings

Instance to View (LAN) LAN

Save or Remove Logs
ed
Save Settings 250
Number of alerts to display. Default is
Alert Log View Filter [+)

Last 250 Alert Entries. (Most recent entries are listed first)

Note: Alerts triggered by DROP rules that resulted in dropped ;ﬂnw:Jaf- packets are shown with highlighted rows below

Date Action  Pri Proto  Class src SPort  Dst DPort  GID:SID  Description

11/30/2021 3 ICMP  NotAssigned 20.0.0.10 0 20001 0 1:300000  SURICATA ALERT: DOS/DDOS_TO_LAN

10:47:30 Q Q b /g

1 21 1@ ICMP  NotAssigned 20.0.0.10 0 20001 0 1:300003  SURICATA ALERT: reject attack 0S/DDOS_TO_LAN 20
10 Q Q Xz

117202091 M@ 3 1cMP Not Assioned 200010 0 0001 0 1:3000N2  SURICATA Al FRT- Dron attack DOS/NNNS TO 1 AN all

Hinh 3.6: Thie hién mé Spunk dé giam sat Suricata
Thuc nghiém tin cong DOS
Thuc hién tin cong DOS tir may c6 dia chi 20.0.0.1/8, 20.0.0.2/8... tan cong vao hé

théng may chu co IP 14 20.0.0.1/8, 20.0.2/8. Sau khi tin hé théng Datacenter thi
Suricata da phat hién va canh bao:

Instance to View (LAN) LAN

Save or Remove Logs | =
All alert log files for selected Interface will be downloac ) files wi

Al ¢
Yefault is ON

Yefault |

Alert Log View Filter )

SPort Dst DPort LfID:SID Description
N

11/30/2021 TCP 62496 20.0.0.10 22 1:1000002 SURICATA ALERT: SSH connection attempted
103314 a® ® % (&
11/30, 1 ICMP 20.004 1:300000

10:28:25 a® @ % [
11/30/2021 8@ CMF 20.004 1 1:300003 S
10 ®B X% [Z os

] ) 1M 1 1:300002
0 @ x (&
1 121 @ MF Not 20.0.0.1¢ 3 20.004 1 1:300001

):28:25 Assigned Q Q x 2

Hinh 3.7: Phat hién va ngin chin DoS 1én LAN
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Thwc nghiém phat hién virut khi sw dung giao thiwc HTTP
Thuc hién tan cong virut dua trén giao thie HTTP tir may c6 dia chi 20.0.0.1/8,
142.250.66.132 tin cong vao hé théng may chi c6 IP 13 20.0.0.2/8. Sau khi tin hé

théng Datacenter thi Suricata dd phat hién va canh bao.

0 a6 = [}ttﬁéi//zo.o.o.w/snort/jpr; alerts.php

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Alert Log View Settings

Interface to Inspect LAN (em1) ¥ [ Auto-refresh view 250
Choose interface. Alert lines to display.
Alert Log Actions

Alert Log View Filter (+]

74 Entries in Active Log
Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description

2021-11-30 3 TCP Unknown 142.250.66.132 80 20.0.04 60248 1203 (http_inspect) NO CONTENT-LENGTH OR
10:29:17 Traffic Q Q X TRANSFER-ENCODING IN HTTP RESPONSE
2021-11-30 2 Tcp Potentially 20.0.04 50870  208.91.196.145 80 120:28 (http_inspect) INVALID CHUNK SIZE OR
10:29:06 Bad Traffic Q 3 Q x CHUNK SIZE FOLLOWED BY JUNK

CHARACTERS

Hinh 3.8: Hién thi trén virus 1én hé thong Suricata

3.4.3 Thwc nghiém danh gid trén zeek

Dé hé thong phat hién dugc tan cong tir cac ving mang 1én hé thong Datacenter thi
chung ta s& cai Zeek trén Elastic stack dé giam sat va luu thong tin diéu khién,dua
ra canh bao.... Dudi day la cAc mo hinh thuc nghiém véi IDS —Zeek.
Thuc nghiém tin céng Ping/Scan port
Thuc hién tan cong Scan port /Ping tir may c6 dia chi 172.16.0/8 tin cong vao hé
thdng may chi. Sau khi tdn hé thong Datacenter thi Zeek da phat hién va canh:

: # nmap 172.16.0.2
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-08 00:36 +07
Nmap scan report for 172.16.0.2
Host is up (0.0043s latency).
Not shown: 992 filtered ports

PORT STATE SERVICE
20/tcp closed ftp-data

21/tcp open ftp

22/tcp open ssh

80/tcp open http

139/tcp closed netbios-ssn
443 /tcp closed https

445 /tcp closed microsoft-ds
9090/tcp open zeus-admin

Hinh 3.9: Thye nghi¢m tan cong port scan dén mang ndi bd ma zeek giam sat
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[2.5.2-RELEASE l[root@Zeek. pfsense.coml /usr/local/logs/current: ls
.cudline loaded_scripts.log packet_filter. log

.env_vars conn. log netcontrol. log stderr. log
.pid dns. log netcontrol_drop. log stdout. log
.startup known_hosts. log notice. log

[2.5.2-RELEASE l[root@Zeek. pfzense.coml/usr/local/logs/current: cat notice. log

{"t=":1638898739. 372895, "note" :"Scan: :Port_Scan","msg":"18.8.8.1 scanned at leas
t 15 unique ports of host 172.16.8.2 in BM5s","sub":"remote"”, "src:"10.8.8.1","d
st":"172.16.8.2", "actions":["Notice: :ACTION_LOG", "Motice: :ACTION_DROP", "Notice::

ACTION_EMAIL"]1, "suppress_for™:8.8%

Hinh 3.10: Cac canh bao lwu tai file /usr/local/logs/current/notice.log

< C @ O A 172.16.0.3

Bl Login | Splunk pfSense - Login

a <d . suppress_for: @
a index ts: 1638112979.824847 ’

Hinh 3.11: Phat hién port scan trén ving mang

Thuc nghiém tin cong XSS
Thuec hién tin cong Scan port /Ping tir may cé dia chi 172.16.0/8 tin cong vao hé

thong may chii. Sau khi tin hé thong Datacenter thi Zeek da phat hién va canh:

® X ® =

O other Bookmarks

O A 172.16.0.3

ogin

source = /varflog/suricata/suricata_em238544/alertslog  sourcelype = alerts-2

host = Suricata.pfsense.com

Hinh 3.12: Phat hién XSS attack trén may chi We
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Thuc nghiém tin cong SOL Injection
Thuc hién tan cong Scan port /Ping tir may c6 dia chi 1726.0/8 tan cong vao hé
thong may chi. Sau khi tdn hé thong Datacenter thi Zeek da phat hién va canh:

N

3459, "note" : "HTTP: :SQL_Injec scovered!”,"src":"10.0.0
10:29:44000PM 1%, "actions”:["Notice: :ACTION_EMAIL", "Notice: :ACTION_LOG" ], "su _
{"ts":1638113383.633459, "note": "HTTP: :SQL_Injection_Victim","msg":"An SQL injection victim was discovered!","src":"172.16.0.

2","actions”:["Notice: :ACTION_EMAIL", "Notice: :ACTION_LOG" ], “suppress_for*:8.8})

Hinh 3.13: Phat hi¢n brute-force password trén may chi Web

3.5 Danh gia thuc nghiém
Qua két qua thyc nhiém cta 3 hé théng IDS (Snort, Suricata va zeek) ching ta
thu dugc mot s tiéu chi danh gia nhu: tinh ding sai, nhan biét tan cong, thoi
gian xir Iy va tiéu hao tai nguyén trén hé théng IDS nhu sau:

a. Nhdn biét dwoc tin cong

- Suricata khong nhan biét dugc ping hay 1a dos.

- Snort nhan biét dugc khi nao c¢é ping, khi nao cé dos.

- Snort nhan biét duoc website co chta virus hodc chira ndi dung khong phai
virus.

- Zeek nhan biét dugc c6 két ndi ssh tir xa that bai trong truong hop nhap sai tai
khoan va mat khau. Snort va Suricata chi nhan biét duoc so két ndéi SSH con

nhap dung hay sai tai khoan/mat khau khong phan biét duoc.

b. Murc do chinh xdc

Bang 3.1: Mirc do chinh xac

Loai hinh tin cong/H¢ thong IDS Suricata Snort Zeek




35

Thuyc hién SSH OK OK OK
Khai thac thong tin hé thong OK
DOS/DDOS OK OK
Virus OK

- Snort t6n nhiéu thoi gian dé hién thong bao (ddi véi ssh)

- Suricata t6n it thoi gian hon (d6i v6i ssh)

- Pbi véi DOS/DDOS Thi Suricata va Snort ¢6 thoi gian phat hién va chan tan

cong nhu nhau

- Zeek c6 murc d6 xur Iy cham do phai xtr Iy mdt luwong 16n goi tin qua no.

d. Tiéu hao tai nguyén:

So sénh trén s6 liéu trude khi tan cong va sd liéu sau khi tin cong.

Bang 3.2: Tiéu hao tai nguyén

Hé thong IDS/Tiéu chuin _ ZEEK
<o sinh Suricata Snort

CPU (1) 20-50 20-50 20-50
CPU (2) 30-60-70-100 | 20-50-60 30-60-70
RAM (1) 70 70 70
RAM (2) 70 70 70
Bing thong (1) 1k-3kB/s 1k-3kB'/s 100-120kbps
Béng thong (2) 100-700kB/s | 50-100kB/s | 100-120kbps

3.6 Két luan chwong

Qua qua trinh thuc nghiém, cac hé théng IDS déu c6 nhirng vu nhugc diém khéc

nhau, chi tiét nhu sau:

- Snort IDS c6 kha nang nhan biét nhanh céc tan cong co ban SSH, DDOS,

Virus, ¢6 d6 tré xtr 1y thap canh bao thip, c6 muc tiéu hao tai nguyén va luu lugng

mang thap. Tuy nhién khong c6 kha ning nhén biét cac tin cong khai thac thong tin &
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16p tmg dung. Snort d& st dung, c6 cong dong hd trg 16n, c6 thé gitip quan tri vién ap
dung dugc ngay tai doanh nghiép c6 quy mé vira va nho. Hé thong quan 1y, va canh
bao bang mail d& ciu hinh va sir dung. O T4y Ninh Snort pht hop véi mot s6 loai hinh
doanh nghi€p phu hop: Trung tdm day hoc Anh Ngitr Viét My, cdc doanh nghiép kinh
doanh van tai nhu nha xe Pong Phudc,....

- Suricata IDS, twong ty nhu Snort, N6 c6 day du cac kha nang phat hién tin
cong, bao vé. Mic khac, Suricata c6 hd tro xir Iy da ludng, giup xir Iy hiéu qua déi
v6i cac hé thong 16n hon, xir Iy nhanh hon Snort. Tuy nhién, qua thuc nghiém,
Suricata van c6 nhiéu nhuoc diém nhu chua phan bi¢t dugc Ping hay Ddos, chua ho
trg phat hién va chan khi client truy cap céc dia chi web khong tin cdy. Suricata phu
hop duoc xdy dung véi cac doanh nghiép 16n, c6 hé théng mang phtc tap va hd tro
da nhan, da ludng, nhung van can hd trg cac thanh phan tuong ltra, antivirus bén trong
dé c6 thé ngan chin duoc cac xam nhap. Suricata phil hop voi cac doanh nghiép quy
mo tuong ddi nhu: Cong ty TNHH Gain Lucky, SailLun, Viét Nam M{c Bai...

- Zeek IDS: hé théng IDS c6 giao dién st dung 13 cdu 1énh phirc tap, cac quy tic
rule phire tap, néu sy dung cac rule don gian thi rat tiéu tén thoi gian dé xir Iy. Tuy
nhién ZEEK c6 thé gidm sét chi tiét hé thong mang, c6 phat hién tat ca nhiing bat
lugng cua luu lugng mang. Khac vai Snort va Suricata, Zeek hoat dong manh va hi¢u
qua & tang tmg dung. Do d6 Zeek co thé img dung trong cac hé thdng can muc bao
mat cao hon trong doanh nghi¢p nhu Datacenter, ving DMZ ¢6 bado mat cao nhu H¢
théng FTP server, Camera server. Ung dung tai Ty Ninh cho cic doanh nghiép nhu:
Cac cong ty tai chinh, ngan hang, Viettel,...Bén canh d6, rule cia zeek c6 thé phat
trién dé phan tich mi doc bang cach tich hop cac script, vi vay zeek c6 kha nang tly
bién va mé rong cao hon.

Téc gia nhan dinh mdi loai IDS c¢6 nhitng uu diém, nhugc diém khac nhau, tuy
mdi md hinh doanh nghiép, quan tri vién c6 thé tham khao va lya chon hé théng phu
hop. Tuy nhién d6i v6i cac md hinh doanh nghiép 16n, c¢6 nhiéu viing mang can phai

danh gid va c6 nhiing két hop dé co thé xay dugc hé théng bao vé toan dién.
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CHUONG 4 - XAY DUNG HE THONG PHAN TiCH
QUAN LY MANG PA LOP VOI NHIEU CONG NGHE IDS
MA NGUON MO UNG DUNG TAI VIETTEL TAY NINH

4.1 Pic ta hé thong mang doanh nghiép c& 16n

Déi v6i hé thdng mang ¢& 16n c6 nhiéu phan ving mang phire tap, viéc xay dung
hé théng Singgle IDS chuwa bao vé toan dién cho doanh nghiép nhu cac danh gid, phan
tich & chuong 3. Dic biét d6i véi cac doanh nghiép co6 quy mé 16n, nhiéu nguy co bi

tan cong, nhu tir bén trong, tir bén ngoai.

“MySQL Database, |
Apache (HTTFD) & BASE” |ISS|

A Security

&) Management

N (Security Zone: 5)
Switch —

IDSFirewal INetwork' Sysem/PKI
Management

USB Storage Device
“Thumb Drive”

Serv
(Internal Web/Dambase:
Ap phcatons/Ba ckup) WAN

o= ,
G
WetieCommarce Database robes
Hinh 4.1: M6 hinh mang doanh nghiép 1é6n
Phan vung mang la mgt trong nhitng phuong phép quan ly an toan thong tin. Viéc

phan ving cé thé ap dung phan tach vat 1y hay luan 1y.
- Phan tach vat 1y 1a phan tach theo vi tri, khu vuc vat Iy nhét dinh.
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- Phan tach luan 1y 1a phan chia thanh cac phan doan mang nhu VLAN, mdi
VLAN dugc dat mét dia chi mang khac nhau, tir do, cac chinh sach truy cap
cho mdi VLAN ciing khac nhau.

Céc phan viing mang thong thuong trong mét to chirc/doanh nghiép:

- Mang ndi bd Intranet

- Mang ngoai Extranet

- Mang Demilitarized Zone (DMZ)

- Mang riéng 4o Virtual private networks — VPN

- Mang khong day trong t6 chitc/doanh nghiép

Khi 4p dung viéc viing mang, pham vi cta truy cap ctia mdi ving mang can duoc
xéac dinh rd. Truy cap giita cac ving co thé dugc cho phép nhung can duge kiém soat
chat ché€ thong qua céac gateway (firewall, router c6 chirc nang filtering). Cac ti€u chi
cho viéc phan tach mang thanh cac ving, va viéc truy cap giita cic vung can dua trén
dénh gia bao mat ctia mdi ving.

Dit liéu ctia to chirc/doanh nghiép duoc truy xuat boi cac nhan vién bén trong mang
cuc bd, con co thé duoc truy xuét boi cac chi nhanh, dai 1y, nhan vién tr nha riéng
hoic dang di cong tac xa, khach hang, nha cung cap... ddn dén cac Hacker c6 thé tin

cong vao cac két noi nay.

Hacker " Mobile Worker
e mpm— ]
oS8 =% B
el =2z [N
Customer

Branch Office

Hinh 4.2: Cac nguy co tan cong vao mang doanh nghiép



39

Viéc thiét ké bao vé hé théng mang nhiéu tang can tuin thi theo mot sé nguyén
tac:

Bio vé c6 chiéu sau

Hé théng phai duoc bao vé theo chiéu siu, phin thanh nhiéu ting va tach thanh
nhiéu 16p riéng biét. Mdi tang va 16p s& dugc thyuc hién cac chinh sach bao mat sao
cho phu hop véi yéu cau truy cap cua tang/1op d6, cang di vao sau thi yéu cau murc
d6 bao mat cang cao. Viéc truy cap giira cac ting/16p mang c6 thé dugc cho phép
nhung can duoc kiém soat chat ché thong qua cac gateway, firewall va bo sung giam
sat bang IDS. Trong trudng hop mot ting/I6p bi xaAm nhap thi xAm nhap trai phép d6
khong thé gy anh hudng sang cac ting/16p khac

Két hop nhiéu cong nghé

Can sir dung dong thoi nhiéu cong nghé va giai phap bao mat két hop nham ting
cuong suc manh hé théng phong vé. Khi thuc hi¢n mdt cong viéc cu thé can co su
két hop cua nhiéu cong cu khac nhau. Boi vi mdi cong cu déu ton tai k& hé, néu chi
st dung cung mot cong cu cho loai cong vi¢c do trén toan hé théng thi ké tan cong
c6 thé loi dung k& ho dé thuc hién tn cong, dé dang xuyén qua toan bd hé théng bao
vé xudng téi ting cudi cung. Picu nay lam cho viéc phan tang, phan 16p hé thong

mang trd nén vo nghia
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4.2 M& hinh thye nghiém hé thong két hop nhiéu IDS- ing dung tai
Viettel Tay Ninh

MO HINH QUAN LY MANG TAL VIETTEL TAY NINH

INTERNET 1
'l' SURICATA
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\ .
T I & PHONG WNH & PIIONG CSKIT

1
\7\10 % ‘
| 22| 22
VUNG MANG TALCHI NILANII VIETTEL IUYEN & e G j @ PHONG QUAN TV

Hinh 4.3: Hé thong mang Viettel TAy Ninh va cac chi nhanh

Y&u ciu béo vé

Viéc dam bao an ninh bao mat hé théng 1a hét suc quan trong. V&i hé¢ théng mang
c¢6 nhiéu chi nhanh va dic thu kinh doanh nganh vién thong cua Viettel Tay Ninh,
can phai c6 sy giam sat lién tuc cac hanh dong bat thudng va phan Gmg ngay lap tirc
dé ngan chin cac nguy co c6 thé xay ra. Tuy nhién ngudn nhan lyc khong thé bao
dam giam sat 24/7. Vi vay can phai xdy dung mot hé théng giam sat ty dong, chu
dong theo dai ludng dir liéu luan chuyén trong hé théng va dua ra canh bao ngay lap
tirc. Hé thdng phai bao vé duoc nhiéu 16p, qua mdi 16p c6 yéu cau vé bao mat riéng

nhu doi voi Datacenter ciia doanh nghi€p can cé su bdo v¢ chuyén sau doi véi cac doi
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tuong c6 kha nang cong nghé thong tin cao, muc dich tan cong r6 rang, c6 kha nang

cau két véi nhan vién bén trong ving mang xam nhap.

4.3 Xay dung hé thong Mutiple-IDS ng dung tai Viettel Ty Ninh

M&i IDS chi ¢6 wu nhuge diém nhat dinh. Dic biét, cong nghé IDS Zeek hoat dong
& tang ung dung dé chdng lai cac tin cong chuyén sau nhu HTTP Attack. Suricata hd
trg

Vi vay cach hiéu qua nhat 1a két hop nhiéu IDS hoat dong cing lic dé hé thong co
thé phat hién da dang céc loai tan cong, bao vé toan di¢n cho toan bo hé théng.

Ving mang tru so chinh 13 ving mang 16n nhat Viettel Ty Ninh. Day 1 noi lam
viéc clia 8 phong ban bao gém nhiéu nhan vién. Pong thoi day 1a noi dat DataCenter
chtra toan bo dit lidu cta hé thdng, cung luc dong bo dit liéu tir 9 chi nhanh trén toan
tinh Tay Ninh. Bén canh d6 ving mang nay con 13 noi xdy dung tmg dung web dé
dap ung dich vu cho khach hang truy cédp tir bén ngoai Internet. V&1 mot luong 1on
dit liéu két ndi cung lic nhu vady, ving mang nay can mét IDS hoat dong véi hicu
suét cao dé luéng dir liéu duoc luan chuyén lién tuc, vira ddm bao vung mang duoc
bao vé, vira dam bao do tré cia két ndi 1a nho nhét. T cac két qua phan tich cac IDS
ddc lap, Suricata 1a IDS phu hop nhét dé cai dat tai diém chién luoc cta tru so chinh
nhd kha ning xtr Iy da ludng cta hé théng IDS nay.

Nam sau bén trong viing mang noi bo 1a DataCenter ciia toan hé thong. Pay 1a noi
chtra may chu dir liéu, may chu ing dung web, cung cép dich vu FTP cho toan bd
nhan vién. Viing mang nay ciing duoc bao vé bai Suricata, cac két nbi khong dugc
cap phép hoan toan c6 thé bi chan lai. Tuy nhién can luu y rang day 1a noi can duoc
cho phép ludng dit liéu vao ra, va Suricata khong thé nhan biét duoc toan b ludng
dix liéu hop 18 d6 c6 dang ton tai diéu gi bat thuong hay khong. Hé thong mang Viettel
Tay Ninh cung cap dich vy FTP dé chia sé dit liéu cho nhan vién cua timg phong ban
riéng biét. Suricata s& khong thé phan biét dugc nhan vién phong ban nay c6 dang cb
ging dang nhap vao tai khoan FTP cua nhan vién phong ban khac dé 1ay dir liéu hay
khong. Thay vao d6, ching ta c6 thé sir dung Zeek IDS dé theo ddi cac két ndi va

phat hién céac co gang két noi that bai dé dua ra canh bao vé loai hinh tan cong nay.



42

Vi vy viing DataCenter nam trong tru s& chinh cin co sy két hop bao vé cua ca
Suricata va Zeek.

Céc ving mang chi nhanh ciing dugc cung cap cac may chu dé hd tro viée xur Iy
dit liéu tai chi nhanh mét cach nhanh nhit. Do d6 tai day cling can mot IDS bao vé
cac may chu chi nhanh trudce sy tan cong cua cac gian di€p tai mang ndi bd chi nhanh.

Bén canh d6, voi viéc nhiéu chi nhanh cung két ndi vé tru s& chinh, viéc ngan chan
cac két ndi tn cong xuit phat ngay tai chi nhanh ciing gbp phan giam tai khdi luong
cong viéc ma IDS tru so can dé xtr 1y. Gia sir néu c6 nhiéu chi nhanh cing bi nhiém
ma doc va thuc hién tn cong DDOS dén try s& thi toan bo két ndi DDOS nay déu
khong gy anh huong dén tde do va kha ning dap tmg dich vu cia tru s& va cac chi
nhanh khéc. Pé lya chon IDS sir dung tai cac chi nhanh c6 cau tric mang don gian

va kha niang ngin chin DOS tét thi IDS tai cac chi nhanh nay sé 1a Snort.

4.4 Xay dung c4c kich ban Kiém thir nghiém tin cong

Céc kich ban duoc xdy dung nham kiém tra kha ning phét hién va phong chéng
tan cong cua 3 hé thdng IDS tich hop bang cach trién khai tin cong két hop nhiéu
kich ban: Tir ngoai Internet tan cong vao bén trong, bén trong ra ngoai, két hop ca
hai. Thong qua cac kich ban ta s€ lam 0 dugc kha ndng bao vé cac vung DMZ,
DataCenter. .. cac IDS phat hién, phong chdng duoc nhiéu cudc tan cong vao va gui

canh bao t6i quan tri vién hé thong
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Hinh 4.4.1: Kich ban 1- T4n cong ndi bd bén trong tru sé
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4.4.1.1 Muc dich
Nguoi tin cong: nhan vién A mudn tin cong Datacenter dé pha hoai hodc danh
cép dit liéu, kich ban thuc hién tin cong nham kiém tra kha nang ton tai cua
DataCenter trudc nhiéu cudc tan cong va kha nang phat hién tan cong cia IDS

phong ban ndi bo + tru s& chinh.

4412 Mota
Str dung cac may ndi bd thudc ving mang tru s¢ 10.0.0.0/8 (10.0.0.1/8;
10.0.0.2/8; 10.0.0.3/8) tan cong téi muc tiéu 13 may cha nam trong ving DataCenter
(30.0.0.4/8)
Cac may thuc hién dong thoi cac hinh thirc tAn cong:
May 10.0.0.1/8: Thuee hién tén cong port scan va brute-force do tim mdt khau ding
nhdp SSH

Qua trinh tan cong

e Tan cong dugc phat hién va giri mail tai zeek server

Hinh 4.6: Tan céng dwoc phat hién va giri mail tai zeek server

Hinh 4.6: Log splunk
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thu dén (1.686) - taikh

G & mai

Mi Gmail Q  Tim kiér
E- 0 6w “- 0 € b ® 150 wong 3 1.724 » &)
 soan th
. R 6l Splunk Alert: SERVER ZEEK: ZEEK ALERT - The alert condition for ‘SERVER ZELK: ZEEK ALERT was triggered. AlertSERVER Z1 18:42]
L] Hépthudén 1.686
. BB SERVER_ZEEK_ SERVER_ZEEK_..
% Cogin ddu sa0
@
© pawman 16i Splunk Alert: SNORT ALERT: Ping LAN Detected {ICMP} - The alert condition for "SNORT ALERT: Ping LA Detected {ICMP} wa.. 142
> Daghi B SNORT_ALERT_.. ' | [§ SNORT_ALERT [2]
B thunhép
X 6i Splunk Alert: SNORT ALERT: Ping LAN Detected {ICMP} - The aleri condition for "SNORT ALERT: Ping LAN Detected {ICMP} wa... 18:42
»  Danh sdch md réng
[0 SNORT_ALERT ... B SNORT ALERT .. .
Meet toi Splunk Alert: SNORT ALERT: (http_inspect) NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE - The alerl .. 18:42
B Cubc hop mdi [ SNORT ALERT .. B SNORT ALERT
@ Tham gia cude hop
i Splunk Alert: SNORT ALERT: Ping LAN Detected {ICMP} - The alert condition lor 'SNORT ALERT: Ping LAN Detected (ICMP) wa.. 18:42
Hangouts [0 SNORT_ALERT B SNORT_ALERT
uﬂn'\g'\mp'nb o+

Hinh 4.7: Mail canh béo

= . < o o = - e o 5 - =
T Splunk Alert: SERVER ZEEK: ZEEK ALERT sen s o
*  C6 gan daiu sac taikhoandangnhapSe@amall.com . <
© ©ataman
> o©osgui The alert condition for ‘SERVER ZEEK: ZEEK ALERT was triggered. g
B Thushap

sch ma rong O s

ch [SERVER ZEEK: ZEEK ALERT]: alway

3 Tham gia cude hop

@R sononnapse +

Quda trinh tan cong

5] =]
ShellNo.1
Actions Edit View Help

ali:~# ifconfig
163<UP, BROADCAST , RUNNING ,MULTICAST> mtu 1508
10.0 sk 255.0.0.0 broadcast 10.255.2!
f 4:708C ixlen 64 id
29:e4:7 txqueuelen 1800 (Ethernet)
RX packets 7537 bytes 2425152 (2.3 Mi
s @ dropped @ overruns 0 frame 0
ets 5918 bytes 1072554 (1.0 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.@.1 netmask 255.0.
inet6 prefixlen 1 id ex1e<host>
txqueuelen 1000 L back)

RX packets 155 bytes 21090 (20.5 KiB)
RX errors @ dropped © overruns 0 frame @
15 i8)

TX packets bytes 21090 (20.5 K
TX errors @ dropped @ overruns @ carrier @ collisions @

rootakali:~# hydra -L user.txt -P pass.txt 30.0 h
Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Pl do not use in military or organizations, or for illegal purposes (this is non-binding, t laws and
ies anyway).

Hydra (htt gi thub. com/vanhau hc/thc-hydra) starting at 2021-12-07 06:46:48
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t &
[DATA] max 16 tasks per 1 server, overall 16 tasks, 135 login tries (1:9/p:0), ~15 tries per task

[DATA] attacking ssh://30 4:22/

Hinh 4.9: Tén cong brute-force do tim mat khau cac tai khoan SSH

Zeek log va canh bao



46

> Canh bao mail: Sau khi tin cong, splunk tao alert va giri mail téi mail cia quan
tri vién hé théng quay lap tirc, ndi dung mail thong bao ding loai tan cong “Splunk
Alert: SERVER ZEEK ALERT...”

{ Hop thy dén (1.691) - taikhoand X

(3 C & mailgoogle.com

M Gmail Q. Timkiém trong th # O & ® o

I- Soan thu
Q chinn 2, Mangyahd &
O Hopthudén 1691
% C6 gan dau sao i Splunk Alert: SERVER ZEEK: ZEEK ALERT - The alert condition for 'SERVER ZEEK: ZEEK ALERT was triggered. Alert: SE 18:47 @
0 bitman

r

Hinh 4.10: Canh b4o mail
May 10.0.0.2/8: Thuc hién tan cong port scan va brute-force do tim mat khau céac tai
khoan FTP
> Ip may tan cong: 10.0.0.2/8

Tan cong port scan vao zeek datacenter

(=] Kali 32 - VMware Workstation

File Edit View VM Tabs Help

Library X Kali 32
[2 tweneretosearch ] i | e e

= [ My Computer T
Kali 32
Kali x32 (2)
Kali x32 (3) rootakali:~# ifconfig
S etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
tficata inet 10.0 netmask 255.0.0.0 broadcast 10.255.255.255
Zeek inet6 fe8 f:fee4:708c prefixlen 64 scopeid @x20<link>
211122 Ubuntu x64 ether 00:0c:29:e4:70:8c txqueuelen 1000 (Ethernet)

RX packets 13455 bytes 3563292 (3.3 MiB)

File Actions Edit View Help

RX errors @ dropped @ overruns 0 frame 0
TX packets 16813 bytes 2216565 (2.1 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.

inet6 ::1 prefixlen 128 scopeid @x10<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 914 bytes 131520 (128.4 KiB)

RX errors @ dropped @ overruns @ frame 0

TX packets 914 bytes 131520 (128.4 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

rootakali:~# nmap 30.0.0.4
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-07 06:14 EST
Nmap scan report for 30.0.0.4

Host is up (0.086s latency).

Not shown: 995 closed ports

PORT STATE SERVICE

21/tcp  open ftp

22/tcp  open ssh

80/tcp open http

8000/tcp open http-alt

8089/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 37.52 seconds
rootakali:~# i

Hinh 4.11: Ip may tin cong: 10.0.0.2/8

» Tan cong dugc phat hién va gui mail canh bao tai zeek server
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[2.5.2-RELEASE1[root@Zeek. pfSense.net 1/usr/local/logs/current: cd Zusr/local/log

s/current

2.5.2-RELEASE](rootoZeek. ])ISE“SE IIE(]/\.lsr/lunal/lugs/currel\t cat notice. log

"ts":1638875670. 196166, can::Port Scan", "wsg":"18.9.8.2 scanned at leas

t 15 unique ports of host 3B B 8.4 in Bmds™, "sub": "rennie "src":"18.8.8.2", "dst

":"30.0.8.4", "actions" [“anu:e ACTION_LOG™1, "suppress_for™:@.83

{"ts":1638875709.819473, "note" :"Scan: :Port_Scan"”, "nsg”:”iﬂ B.8.2 scamed at leas

t 15 Ill\lqlla pnr'ts of host 30.0.8.4 in BMBS” ub™: r ” T 9.8.8.2", "dst
8.8.4", "actions”:["Notice::ACTION_LOG™1, "suppress_

2. 5 2-RELEASE 1 [rootoZeek. pfSense. et 1/usr/ 1ocal/ logs/current []

Hinh 4.12: T4n cdng dwoe phat hién va giri log tai zeek server
> Mail: Sau khi tan cong, splunk tao alert va giri mail téi mail ciia quan trj vién hé
théng quay lap tirc, ndi dung mail thong bao dung loai tin cong “Splunk Alert:
SERVER ZEEK ALERT...”
Tén céng brute-force do tim mat khdu cdc tai khoin FTP
> Qua trinh tdn cong

s[5 i 2 . t > os23PM O @ & ©| & &

File  Acti Edit View Help

rootaka

iydea (htps://github. con/vanhauser-the/the hydra) startd 21-1 52
[DATA] max 16 tasks per 1 server all 16 tasks, 135 L 3 15 tries per task
[DATA] attacking ftp://30.0.

[

Hinh 4.13: Qua trinh tin céng

» Log va canh bao mail

Hinh 4.14: Log IDS
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> Canh bao mail: Sau khi tn cong, splunk tao alert va giri mail téi mail ctia quan
tri vién hé théng quay lap tirc, ndi dung mail thong bao dung loai tan cong

“Splunk Alert: SERVER ZEEK ALERT...”

May 10.0.0.3/8: Thuc hién tdn cong SQL injection vao uing dung web
> Cac hinh thirc tin cong trén nham muyc dich kiém tra kha nang phat hién gian
di¢p tr mang ndi bo
> ip may tan cong
Tén céong SQL Injection

» Web Server DVWA

= Kali Docs <z c 5 . o sin Ex GHDB

]
DYWA)

Py | Vulnerability: SQL Injection
Instructions |
Setup / Reset DB | User ID: Submit

ID: 'UNION SELECT user, password FROM users #

Brute Force
First name: admin

Command Injection | Surname: 5f4dcc2b5aa765d61d8327deb882cTo9

CSRF | ID: 'UNION SELECT user, password FROM users #
- First name: gordonb

File | Surname: e99alBc428cb38d5f260853678922e03

File Upload ID: 'UNION SELECT user, password FROM users #

Insecure CAPTCHA First name: 1337

Surname: 8d3533d75ae2c3966d7e0d4fcc69216b
| ID: 'UNION SELECT user, password FROM users #

SQL Injection (Blind) First name: pablo

Weak Session IDs | Surname: 0dl7de@9f5Sbbedfcade3de5c7lefdedb?

XSS (DOM) ID: '‘UNION SELECT user, password FROM users #
First name: smith

XSS (Reflected) Surname: S5f4dcc3b5aa’765d61d8327deb882cT99

XSS (Stored) ID: ‘UNION SELECT user, password FROM users #

| First name: nva

CSP Bypass Surname: 123456

JavaScript |

DVWA Security | More Information

Hinh 4.15: Qua trinh tin cong Web Server DVWA

<

12/08/2021 W@ 3 leMP NotAssigned  10.0.0.10 5 10003 1 1:300002 SURICATA ALERT: Drop attack DOS/DDOS_TO_LAN all
06:38:06 aQ aQ =g

12/08/2021 @ a 1cmP NotAssigned  10.0.0.10 S 10003 1 1.300002 SURICATA ALERT: Drop attack DOS/DDOS_TO_LAN all
06:38:06 Q Q x (&

12/08/2021 3 TcP NotAssigned  10.0.0.3 33176 300.04 80 1:30013 SURICATA: Tén cong SQL Injection vai tor khea UNION
06:38:06 Q Q *x (2

12/08/2021 B 3 IcMP Not Assigned 100010 & 10003 1 1:300002 SURICATA ALERT: Drop attack DOS/DDOS_TO_LAN all
06:38:06 Q Q *x [2F

12/08/2021 L 3 icMmP Not Assigned 10,0010 5 10003 1 1:300002 SURICATA ALERT: Drop attack DOS/DDOS_TO_LAN all
06:38:06 Q Q x (2

12/08/2021 @ a IeMmP Not Assigned  10.0.0.10 & 10003 1 1.300002 SURICATA ALERT: Drop attack DOS/DDOS_TO_LAN all
06:38:06 (=% (=% >

12/08/2021 B a IcMmP Not Assigned  10.0.0.10 5 10003 1 1:300002  SURICATA ALERT: Drop attack DOS/DDOS_TO_LAN all
06:38:06 Q Q (27

12/08/2021 3 Tcr NotAssigned  10.0.0.3 33176 300.04 80 1:30013 SURICATA: Tén cong SQL Injection vai tor khea UNION
06:38:06 Q Q *x (2

12/08/2021 A a leMme Not Assigned 10,0010 & 10003 1 1300002 SURICATA ALERT: Drop attack BOS/DDOS_TO_LAN all
06:38:06 [=% [=% > [2F

Hinh 4.16: Log IDS
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> Canh bao mail: Sau khi tn cong, splunk tao alert va giri mail téi mail ctia quan
tri vién hé thdng quay lap tirc, ndi dung mail théng bao ding loai tan cong
“Splunk Alert: SURICATA: T4n cong SQL Injection véi tir khoa UNION...”
Danh gia
Cudi cung, st dung toan bo 3 may trén tan cong DOS vao server 30.0.0.4/8
nham kiém tra kha nang bao v¢ cua IDS trudce loai hinh tan cong tu chdi dich vy,

dam bao kha ning dap tmg dich vu ngay ca khi bi tAn cong tir bén trong.

4.4.1.3 Danh gia kich ban
Quakichban 1, ta tha”iy duoc 2 IDS Suricata va Zeek da hoat dong hiéu qua, chan
duoc tan cong tr phong ban tru s¢ + chi nhanh va Datacenter van ton tai tbt trudc

nhiéu cudc tan cong

4.4.2 Kich ban 2: Téin cong tir Internet vao Datacenter

SURICATA

v | | VUNG MANG DMZ

v
A

INTERNET 2
L3
Phong may chi tip fFung,
ZEEK e dir ligu ngf bo
N\ SN T o<
= [ -
< g 9 EE «——
> & g A E VUNG MANG
e < z HU
I s E Tk i
| -
& D
— @
° ® 07w

.
@ e &
P PHONG KY THUAT

Q¢ qu Q@

L e
§§ Pnggg HiYH

Hinh 4.4.2: Kich ban 2- T4n cong tir bén ngoai internet

4.4.2.1 Mucdich

e Ngudi tAn cong: ngudi bén ngoai mudn pha hoai hoic 1ay dit liéu tir Datacenter



4.4.2.2

4.4.2.3
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Kich ban thyc hién tan cong nham kiém tra kha nang ton tai ctia DataCenter
trudc nhiéu cude tan cong va kha nang phat hién tan cong ctua IDS cua tru s&

chinh (tru s& chinh c6 chtrc ning chin tan cong tir Internet VA0)

Mo ta

Gia dinh may chil ndm trong ving DataCenter (30.0.0.0/8) cung cip dich vu
Web va dich vu chia sé file FTP cho cac nhan vién lam viéc tr xa. May chu
nay dugc NAT ra IP public (192.168.1.16) dé khach hang c6 thé truy cép tir
ngoai InternetTao rule firewall khong cho nat ra ngoai, nén cdc may ngoai
Internet khdng ping dugc téi gateway firewall (192.168.1.11) -> Han ché nguy
co tir bén ngoai 6 may tir Internet dong loat tin cong vao DataCenter
(30.0.0.4/8):

o May Internet 1: Tan cong port scan, FTP brute-force

o May Internet 2: Tan cong SSH brute-force, XSS

o May Internet 3: Tan cong FTP brute-foce, SQL injection
Céc cudc tan cong ndy nham kiém tra kha nang phét hién cta IDS ddi véi cac
cudc tAn cong khai thac thong tin tir bén ngoai InternetSau khi hoan thanh tin
cong cac hinh thire trén, sir dung toan bo 6 may tir Internet tin cong DOS tao
thanh cudc tin cong tur chdi dich vu phan tan (DDOS), nham kiém tra kha nang

song sot ctia may chi dich vu trude hinh thirc tan cong DDOS tir bén ngoai

banh gia kich ban

Qua kich ban 2, ta théy duoc kha nang tdn tai tot ctia DataCenter trudce nhiéu

cudc tan cong va kha nang phat hién tan cong cua IDS cua try sé chinh (tru s¢ chinh

c6 chtrc nang chan tan cong tur Internet vao)
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4.4.3 Kich ban 3: Téin cong tir vitng ndi bp chi nhdanh huyén lén
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Hinh 4.4.3: Kich ban 3- TAn céng chi nhanh huyén 1én Datacenter

4.4.3.1 Muc dich
e Nhan vién thudc chi nhanh huyén tin cong Data center
e Kich ban thyuc hién tin cong nham kiém tra kha nang tdn tai cua DataCenter
trede nhidu cudc tn céng va kha ning phat hién tan cong cia IDS ving noi
bd chi nhanh (16p mang 22.0.0.1/8 va 20.0.0.2/8)Qua d6 kiém tra 6 manh cua
hé thong IDS Snort va IDS Zeek, IDS Suricata

4432 Mota

e St dung cac may ndi bo 22.0.0.0/8 (22.0.0.1/8; 22.0.0.2/8; 22.0.0.2/8) thudc
viing mang chi nhanh (c6 IP WAN 14 19268) tan cong téi myc tiéu 1a may cha
nam trong vung DataCenter (30.0.0.4/8) ctia ving mang tru s& (c6 IP WAN 1a
19268)

e May chu (30.0.0.4/8) dugc NAT tur IP private (30.0.0.4/8) ra IP WAN
(192.168.1.11) dé cac may tir chi nhanh c6 thé truy cap va trao d6i dit liéu véi
tru so.

e Cic may chi nhanh thuc hién ddng thoi cac hinh thic tin cong:
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May 22.0.0.1/8: Thuc hién tan cong brute-force do tim mat khau dang nhap SSH
Log IDS
> Canh bao mail: Sau khi tAn cong, splunk tao alert va gtri mail ti mail ciia quan
tri vién hé thdng quay lap tirc, ndi dung mail thong bao dung loai tn cong
“Splunk Alert: SERVER ZEEK ALERT...”
May 22.0.0.2/8: Thuc hién tan cong port scan va brute-force do tim mat khau cac tai

khoan FTP

Qua trinh tan cong

- e Eas o - | B - Google - Mozilla Firerox £ rootas ket =
=1
[

Hinh 4.18: Qua trinh tin cong
» Log IDS

“t5":1638971482. 331837, "note":"FTP: :Bruteforcing™, "Msg™:"192.168.1.11 had 3 fai

led logins on 1 FTP server in BuBAs", src":"192.168.1.11","actions":["Notice: :ACT
ION_LOG"1, "suppress_for™:8.8%

Hinh 4.19: Log IDS
> Canh bao mail: Sau khi tn cong, splunk tao alert va giri mail t&i mail cia quan
tri vién hé thdng quay lap ttc, ndi dung mail thong bao dung loai tn cong

“Splunk Alert: SERVER ZEEK ALERT...”
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1 Hop thu dén (1.674) - taikho. X pfSensefireWall.home.arpa b pfSenseFireWall.home.arpa e B Searches, reports, and alerts X = 5 kich ban tin cdng.ds

mail.google.com,

Rule Snort Alert 1 SPLUNK A Drive B Mail

= M Gmail Q  Timkiém Er] ® @
I' comnth - ¢ 1-50 trong 55 1.728 >
oan thu'
O chinh 2% Mang xa héi P Qu-
[J Hépthudén 1.674
% C6 gén dau sao toi Splunk Alert: SERVER ZEEK: ZEEK ALERT - The alert condition for 'SERVER ZEEK: ZEEK ALERT was 20:51
© 9itaman 5 SERVER_ZEEK_ B SERVER_ZEEK_

Hinh 4.20: Canh bao mail vé cho quan tri vién hé thong

May 22.0.0.3/8: Thuc hién tin cong, SQL injection vao timg dung web
Qua trinh tan cong

B r In D

o Kali Linux 3 Kali Tools & Kali Forums <« Kali Docs e MetHunter Offensive Security MSFU % Exploit-DB HDB

)
D\WA)

Home | Vulnerability: SQL Injection

Instructions |

Setup / Reset DB | User ID: Submit

ID: 'UNION SELECT user, password FROM users #
First name: admin
Surname: 5f4dcc3b5aa765d61d8327deb882cfo0

Brute Force

Command Injection

CSRF ID: 'UNION SELECT user, password FROM users #
First name: gordonb

Surname: £99al18c428 cb38ﬁ2698536?8922e03

File Inclusion

EneEtpload ID: 'UNION SELECT user,

First name: 1337
Surname: 8d3533d75ae2c3966d7e0d4fcc69216b

ssword FROM users #

Insecure CAPTCHA

ID: 'UNION SELECT user, password FROM users #
First name: pablo
Surnams: 0d107d0af5hhedfcade3deS5c71ed=0by

SQL Injection (Blind)

Hinh 4.21: Qua trinh tin cong SQL Injection vaio DVWA

» Log IDS

Services / Snoty/ Alerts -

nort Interface Global Setting: Update Alerts Blocked Pass List Suppress IR List 10 Mgmt Log Mamt e

Alert Log View Settings

imerrace w napeet | DFT1 (o2 <) O avereresnview 250 [S ]
nters Lo actions  EreEE CTRE
Alers Log View Flirer =
2 Entries in Active Loo
e i Prow | Gless sport | Destinmtionie | Drors | owmow | Description
=
= [=ScSEd = > (SNORT)
e = = TS =T e Y
0 >

Hinh 4.22: Log dwgc IDS ghi lai
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» Canh b3o mail

C o] mail.google.com,
Rule Snort Alert 1 SPLUNK (A Drive Mal
= M Gmail Q  Timkiém trong thu = @ &3
I' s . a- ¢ : 50 trong 8 1.756 >
oan thu
O chinn 2 Mang s hel @ Ou-
[J Hopthudén 1.698
% C6 gén ddu sao 16i Splunk Alert: SNORT: Tan cong SQL Injection véi tir khéa UNION - The alert condition for 'SNORT: T. 21:23
© oitaman (B SNORT_Tén_cé. B SNORT_Tan_cd

Hinh 4.23: Canh bao mail
Panh gia
> Sau khi hoan thanh cac hinh thirc tan cong trén, ca 3 may dong loat thuc hién
DOS vé server tru so.
> Cac cudc tan cong nay nham kiém tra kha ning ngan chan cac hinh thic tan
cong gian diép ngay tai IDS cua chi nhanh trudce khi luéng dir lidu tan cong

duogc chuyén ve tru so.

4.4.3.3 Danh gia kich ban
Qua kich ban 3, ta tha”iy duogc kha nang tdn tai tot cua DataCenter trudc nhiéu
cudc tdn cong va kha nang phat hién tin cong cta IDS ciia viing ndi bo chi nhanh.
Va 3 ca hé théng IDS déu phat hién dugc tin cong vao Data Center tir ving chi

nhanh huyén.
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4.4.4 Kich ban 4: Téin cong két hop giiva Internet va cdc phong ban ciing

tin cong DataCenter tqi tru s6

SURICATA
w INTERNET 1

INTERNET 2

s:m(r
I ) I
& ooy |

VPN NETWORK

Qi& PHONG KY THUAT

0o B
I_'> TN
DATA CENTER ﬁ FPT
\
£ & S
° ° * oo
\ s

& gy

Hinh 4.4.4: Kich ban 4 tin cong két hop trong ngoai

4.4.4.1 Muc dich

» Nguoi bén ngoai cau két nhan vién tan cong Datacenter

» Kich ban thyc hién tan cong nham kiém tra kha nang ton tai cla tai tru sO va
phat hién duogc gian diép cau két v6i nhan vién bén trong ndi bo > Kiém tra
kha ning phat hién canh bao gia cua hé théng IDS Suricata + Zeek (1a kha
nang phan bi¢t dugc lic nao cod tan cong that, luc nao tan cong giad va lac nao
la gian di€p)

> Céc cudc tan céng nay nham kiém tra kha ning bao vé cta IDS tru s& trude

cac cudc tan cong dong thoi tir trong va ca ngoai mang doanh nghiép.

4442 Mo ta
» 1 may tor mang ndi bd tru s& (10.0.0.0/8), 1 may tir ndéi bd chi nhanh
(22.0.0.0/8), 1 may tir Internet tAn cong vao server (30.0.0.0/8)Céac may cia

moi vung mang thuc hién dong thoi cac cudc tan cong:

» May noi b try s¢ (10.0.0.0/8): Port scan, FTP brute-force
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» Port Scan
Qus trinh tin cong

Log cua IDS

:Port_Scan”, "msg":"10.0.8.3 scamed at leas

t 15 unique ports of host 38.8.8.4 in BuBs", "sub":"remote”,"src":"108.8.8.3", "dst
":"38.0.8.4", "actions": ["Notice: :ACTION_LOG"1, "suppress_for":@.8}

Hinh 4.24: Log cia IDS

Céanh bao mail: Sau khi tan cong, splunk tao alert va giri mail toi mail ctia quan tri
vién hé théng quay 1ap tirc, ndi dung mail thong bao dung loai tin cong “Splunk Alert:

SERVER: ZEEK ALERT...”

Brute-force vao FTP
Log cua IDS

{hts":153BQE7428.998319,"nute":"FTP::Brutefnrcing","MSg":"lE.B.B.B had 3 failed

logins on 1 FTP server in BmBs”,"src”:"18.8.8.3", "actions":["Notice: :ACTION_LOG"
1, "suppress_for":0.8}

Hinh 4.25: Log cua IDS

o Canh bao mail: Sau khi tin cong, splunk tao alert va giri mail t&i mail
ctia quan tri vién hé théng quay lap tirc, ndi dung mail thong bao dung
loai tAn cong “Splunk Alert: SERVER ZEEK ALERT...”

Tan cong Vao ndi bo chi nhanh (22.0.0.1/8): Port scan, SSH brute-force, XSS (lay
cookie ngudi dung)

root@kali: ~

Actions Edit WView Help

n report for

ble web Application (DVWA) v1.1@ *Develop ...

Cunkd
splunkd httpd

Hinh 4.26: Két qua tin cong Port Scan
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o Log dugc IDS ghi lai

[2.5.2-RELEASEl[root@Zeek. pfSense.net l-opt-splunkforwarder: cat -susr~-local-logs~
current-notice. log

{"t=":1638951117.72871, "note":"Scan: :Port_Scan", "msg":"192.168.1.11 scanned at 1
east 15 unique ports of host 38.8.8.4 in BmBs", "sub":"remote”, "src":"192.168.1.1

1", "dst":"308.08.8.4", "actions":["Notice: :ACTION_LOG"]1, "suppress_for":8.8%
[2.5.2-RELEASE][root@Zeek. pfSense.net1/optssplunkforwarder: |

Hinh 4.27: Log dwgc IDS ghi lai

Canh bao mail: Sau khi tdn cong, splunk tao alert va giri mail toi mail ctia quan tri
vién hé thong quay lap tirc, ndi dung mail thong bao diing loai tan cong “Splunk Alert:

SERVER ZEEK ALERT...”

SSH brute-force
o Quaé trinh tan cong

o Log ghi lai

{"ts":1638952253. 15512, "note”:"35H: :Password_Guessing", "msg":"192.168.1.11 appea
be guessing SS5H passwords (seen in 3 conmections).","sub":"Sampled serwvers

.A.8.4, 38.8.8.4, 38.8.8.4","src":"192.168.1.11", "actions":["Notice: :ACTION
"suppress for":H8.8%}

Hinh 4.28: Log ghi lai

o Mail canh bao: Sau khi tin cong, splunk tao alert va giri mail toi mail
clia quan tri vién hé théng quay lap tirc, ndi dung mail théng bao dung

loai tan cong “Splunk Alert: SERVER ZEEK ALERT...”

» XSS
Qua trinh tin cong

o Log ghi lai

20.0.0.4 says

splunkweb_csrf_token_8000=16217732986713688271;
token_key=16217732986713688271;

expenence_id=8ae9d19b-4644-045b-39e7-7TbbAc0es5fda7;
PHPSESSID =53 1mweglcbOvhjfit3thgmgmmb; securrty=Ilow

Hinh 4.29: T4n cong XSS liay Cookie nguoi ding
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\

Vulnerability: Stored Cross Site Scripting (XSS)

Home

Instructions

Setup / Reset DB

Name * [xss Attack |
=script=alert(document.cookie)=/script=

Message *

Brute Force

Command Injection | Sign Guestbook || Clear Guestbook

CSRF
File Inclusion
Message:

Insecure CAPTCHA

SQL Injection
SQL Injection (Blind)

Weak Session IDs

More Information

XSS (DOM)
XSS (Reflected)

|
|
|
|
|
|
|
File Upload | Name: XSS Attack
|
|
|
|
|
|
|

Hinh 4.30: Log ghi lai

nort Interfaces Global Settings Jpdates Alerts Blocked Pass Lists Suppress 1P Lists SID Mgmt Log Mgmt

Alert Log View Settings

Interface to Inspect LAN (em1) ~ 1 Auto-refresh view 250 m
Chaose Interface Alert lines o display
Alert Lag Actions &, Downloaa m
Alert Log View Filter n [+
1 Entries in Active Log
Date Action Pri Prote  class source P SPort  DestinationlP  DPort  GIDISID  Description
1 TCR web Application 20.0.0.1 63150 20004 80 1:3000014  SNORT: Phat hién XSS Attack to Web
Attack Q Q *® E

Hinh 4.31: Qua trinh tin cdng vio DVWA

Céanh bao mail: Sau khi tin cong, splunk tao alert va giri mail t&i mail cia quan tri
vién hé théng quay lap tirc, ndi dung mail thong bao dung loai tan cong “Splunk
Alert: SNORT: Phat hién XSS Attack to Web Server”, va cac thong s6 cua cudc tan
cong nhu ip may tan cong, thoi gian, hinh thirc, loai hinh tin cong. ..

> Internet: Port-Scan, FTP brute-force

> DOS vao server tran, FTP brute-force

> Sau khi hoan thanh cac hinh thirc tan cong trén, sir dung 1 may tir mang ndi
bd tru s¢ 10.0.0.1/8, 1 may tr mang ndi bd chi nhanh 22.0.0.1/8, 1 may tur
viing DMZ 20.0.0.1/8 d6ng loat tn céng DOS vao server tru s (30.0.0.4/8).
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> Ip cAc may tin cong
» May 1:10.0.0.1/8

» May 2:22.0.0.1/8

» May 3:20.0.0.1/8
Qua trinh tin céng

» May 1:10.0.0.1/8

> May 2:22.0.0.1/8

» May 3:20.0.0.1/8

Thg128 2
root@ynz /home/funz

root@ynz: /home funz# ifconfig
ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST=> mtu 1500
inet 20.0.0.4 netmask 255.0.0.0 broadcast 20.255.255.255
inet6 feB80::d4b9:6eff:feaf:fF597 prefixlen 64 scopeid Ox20<link=>
ether 00:8c:29:d5:88:b8 txqueuelen 1000 (Ethernet)
RX packets 127232 bytes 42820837 (42.8 MB)
RX errors © dropped © overruns © frame ©
TX packets 65387 bytes 48288671 (48.2 MB)
TX errors @ dropped ® overruns @ carrier ® collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.©.0.1 netmask 255.0.0.©
inets 1 prefixlen 128 scopeid ©x1@<host>

loop txqueuelen 1868 (Local Loopback)

RX packets 1495269 bytes 517634596 (517.6 MB)

RX errors @ dropped ® overruns @ frame ©

TX packets 1495269 bytes 517634596 (517.6 MB)

TX errors ® dropped ® overruns ® carrier ® collisions ®

root@ynz:/home/unz# ping -s 60000 192.168.1.15
PING 192.168.1.15 (192.168.1.15) 60000(60028) bytes of data.

.

Hinh 4.32: Qué trinh tin cong (may 3)

Log ghi lai day du cac ip tin cong

SEIVILES / SHUIL/ AEILS

Upda

rt Blocked Pass Lists

pres 1P List SID Mgmt Log Mgmt sync

Alert Log View Settings

interface to Inspact | LAN em1) “] 0 Autorefresh view
hoose Interfac Alert lines to display
Alert Log View Filter o
Most Recent 250 Entries from Active Log
Date Action Pri Proto Class Seurce 1P sPort Destination 1P DPort GID:SID Deseription
I
o8 o icmp Lhoz 168115 1:300003  SNORT ALERT: reject attack
x DOS/DDOS_TO_LAN 20
2021-12-08 o 1chp 192.168.1.15 SNORT ALERT: reject attack
07:35:36 Q[ x DOS/DDOS_TO_LAN 20
2021-12-08 o 1IcmP 192.168.1.15

SNORT ALERT: reject attack
DOS/DDOS_TO_LAN 20

o IchMP

SNORT ALERT: reject attack
DOS/DDOS_TO_LAN 20

2021-12-08 o IchpP

SNORT ALERT: reject attack

Hinh 4.33: Log ghi lai béi IDS
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Services / Snort/ Alerts Qo

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt

Alert Log View Settings

nterface to inspect | OFT1 (em2) “ 1 Autorefresh view cEa
Choose interface Alert lines to display.
Alert Log Actions & Downioaa
Alert Log View Filter [+]

96 Entries in Active Log

pate Action Pri Proto Class Source P Jmy sPort Destination IP bPort GID:SID Descri ption

2021-12-08 o IcMP

w

SNORT ALERT: Ping LAN Detected

Be

2.0. 1 1:209098
07:34:33 Q Q x *®
2021-12-08 o IcMP 2003 192.168.1.1 1:2000099 SNORT ALERT: Ping LAN Detected
07:a4:32 Q Q@ x x
2021-12-08 o IcMP 22.0.0.3 192.168.1.15 1:29999 SNORT ALERT: Fing LAN Detected
07:34:31 a @ a@mx @

Hinh 4.34: Log ghi lai béi IDS (2)

> Mail canh bao: Sau khi tin cong, splunk tao alert va giri mail ti mail ctia quan

tri vién hé thdng quay lap tirc, ndi dung mail thong bao ding loai tdn cong

“Splunk Alert: SNORT ALERT: reject attack DOS/DDOS_TO LAN 20 ...”

Cac cudc tan cong nay nham kiém tra khad nang bao v¢ cua IDS tru s¢ trude cac cudc

tan cong dong thoi tir trong va ca ngoai mang doanh nghiép.

> Danh gia kich banNgudi bén ngoai cau két nhan vién tin cong Datacenter

» Kich ban thuc hién tan cong nham kiém tra kha nang ton tai cua tai tru so va

phat hién duoc gian diép cau két véi nhan vién bén trong ndi bd -> Kiém tra

kha ning phat hién canh bao gia cua hé thong IDS Suricata + Zeek (la kha

nang phan bi¢t dugc lic nao co6 tan cong that, lic nao tan cong giad va lac nao

la gian di€p)

» Céc cugc tan cong nay nham kiém tra kha nang bao v¢ cua IDS tru so trudc

cac cudc tan cong dong thoi tir trong va ca ngoai mang doanh nghiép.

4.4.4.3 bDanh gia kich ban

» Kich ban thuc hién tan cong nham kiém tra kha nang ton tai cua tai tru so va

phat hién duoc gian di€p cau két véi nhan vién bén trong ndi bd > Kiém tra

kha niang phat hién canh bao gia cua hé thong IDS Suricata + Zeek (la kha

nang phan bi¢t dugc lic nao co6 tan cong that, lic nao tan cong gia va lic nao

1a gian diép). Két qua thu dugc cho thiy IDS tai tru s& phat hién duoc gian

dié€p cau ket véi nhan vién bén trong ndi bo.
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» Cac cudc tan cong nay nham ki€ém tra kha nang bao v€ cua IDS tru sé trudc

cac cudc tin cong dong thoi tir trong va ca ngoai mang doanh nghiép.

4.4.5 Kich bin 5: Ngi bé chi nhdnh tin cong vao DMZ chi nhdnh huyén

Website
nhanh

ber— )

e W

ngodi truy cdp
internet

|

= —
® T
| "
\b g
3
-l sﬁ Surfata N
chi PM Nata P;ll\::h i N e
@: i @ N ~
—
& —
<8 Truimg phong ‘
Wifi cho KH bén

4451

DataCenter — 30.0.0.08 rl
Website
= P
& g y
b .. Mail
Zewek '
’ FIP
Phin mém ké todn
B Nhin vién Nhinvién2  Nhan
- —
s )8
<L
Truimg phong
i Nhin vién 1 Nhin vién 2 Nhin vién 3
& S &
&L & <
I 1
&
5
Truimg phong

Hinh 4.4.5: Kich ban 5- T4n cong ndi bd tai CN huyén

Muc dich

» Céc cudc tan cong nay nham kiém tra kha nang bao v€ cta IDS Snort vung

DMZ chi nhanh huyén trudc cac cudc tn cong dong thoi tir bén trong va kha

nang phat hién canh béo gia cia IDS Snort

4.4.5.2

Mo ta

> Noi bo chi nhanh tan cong vao may chu chi nhanh huyén

» St dung cac may ndi bo 22.0.0.0/8 (22.0.0.1/8; 22.0.0.2/8) thudc vung mang

ndi bo chi nhanh tan cong vao may chii & ving DMZ chi nhanh (20.0.0.4/8)

> May 22.0.0.1/8: Thuc hién tin cong XSS, SQL injection vao tng dung web

Méay 22.0.0.2/8: Thuc hién tin cong bang ma doc vao tmg dung Web
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Qua trinh tin cbng (gian diép truy cdp cac website chira mi doc nham phé hoai hé
théng) (Ngudn cic website: https://archive.siasat.com/news/top-100-dangerous-
websites-revealed-29507/)

WIN32 Trojan

» Log Snort

Hinh 4.36: Log ghi lai béi IDS

» Log Splunk

Hinh 4.37: Log ghi lai béi Log Server Splunk

> Canh bao mail: Sau khi tin cong, splunk tao alert va giri mail t6i mail ctia quan

tri vién hé théng quay lap tirc, ndi dung mail thong bao dung loai tan cong


https://archive.siasat.com/news/top-100-dangerous-websites-revealed-29507/
https://archive.siasat.com/news/top-100-dangerous-websites-revealed-29507/
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“Splunk Alert: SNORT ALERT: (http_inspect): NO CONTENT-LENGTH
OR TRANSFER-ENCODING IN H...”, va cic thong s clia cudc tan cong

nhu ip may tan cong, thoi gian, hinh thirc, loai hinh tan cong.. .

22.0.0.1/8: Thyc hién tdn cong port scan va brute-force do tim mat khau dang
nhip SSHPort scan

== a2 [ 2] = root@kali- ~

B | root@ kali: —

File Actions Edit View Help

TX errors © dropped © overruns © carrier © <
ollisions ©

device interrupt 19 base ©=<2000

lo: flags—73<UP, LOOPBACK, RUNNING> mtu 65536

inet 127 .0.0.1 netmask 255 . 0.0.0

inet6 1 prefixlen 128 scopeid @®@=x<1@<host>

loop txgueuelen 1000 (Local Loopback)

RX packets 8 bytes 400 (490.0© B)

RX errors © dropped © overruns © frame ©

TX packets 8 bytes 400 (4900.0 B)

TX errors @ dropped © overruns @ carrier © =
ollisions ©

= -
nmap 20.0.0.4
Starting Nmap 7-.91 ( https://nmap.org ) at 2021-12-©7 ©7:1e
Nmap scan report for 20.0.0.4
Host is up (©0.0034s latency).
Not shown: 996 closed ports
STATE SERVICE
open ssh
open http
open http—alt
open unknown

Nmap done: 1 IP address (1 host up) scanned in ©.66 seconds

= -

Hinh 4.38: Qua trinh tin cong

» Log SNORT ghi lai

0 | B 5 kich ban tin cangdock - Goor X piSenseFireWallhomearpa-Ser X M Hp thu dén (1.790) - taikhoand. x | [ Searches, reports, andalerts| Sp % | +
< C A Notsecure | 20.0.0.10

pffsense f SPLUNK 4\ Drive http://20.0.0.4:8000...

msense n Interfaces - Firewall ~

COMMUNITY EDITION

Services / Snort/ Alerts e

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

—
Alert Log View Settings

Interface to Inspect LAN (em1) v [ Autorefresh view 250

Choose interface Alert lines to display.

Alert Log Actions w
Alert Log View Filter (+]

0 Entries in Active Log

Date Action Pri Proto Class Source |P SPort Destination IP DPort GID:SID Description

Hinh 4.39: Log dwgc IDS ghi lai

> Canh bao mail: SNORT khong phat hién dugc tan cong port_scan nén khong

ghi log va giri canh bao mail toi quan tri vién hé thong.
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> May 22.0.0.1/8:

Kali-Linux-2021.3-vmwar...

| mmP2E D] “] root@kali: ~ 07:17AM O A pos%| @ G

|‘7‘ root@kali: ~ - O X

File Actions Edit View Help

ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 22.0.0.4 netmask 255.0.0.0 broadcast 22.255.255.255
inet6 fe80 0c:29f e39:5b5f prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:39:5b:5f txqueuelen 1000 (Ethernet)
RX packets 1061 bytes 65861 (64.3 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 1029 bytes 59857 (58.4 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @
device interrupt 19 base 0x2000

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 1 prefixlen 128 scopeid 0x10<host>

loop txgueuelen 1000 (Local Loopback)

RX packets 8 bytes 400 (400.0 B)

RX errors @ dropped @ overruns @ frame 0

TX packets 8 bytes 400 (400.0 B)

TX errors @ dropped @ overruns @ carrier @ collisions @

@ ~
ra -L user.txt -P pass.txt 20.0.0.4 ssh
Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations
, or for illegal purposes (this is non-binding, these *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2021-12-07 07:17:08

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[DATA] max 16 tasks per 1 server, overall 16 tasks, 42 login tries (1:6/p:0), ~7 tries per task

[DATA] attacking ssh://20.0.0.4:22/

Hinh 4.40: Qua trinh tin céng Brute Force do tim mat khiu ding nhap SSH

O | B 5 kich bin tin cdng. x 4 Hop thu dén - taikhosnd. X plSensefireWallhome.arpa - S x B Sear
& [ A Not secure | 20.0.0.10,
piisense K 4 Dive B hips/20004:8
sense  system - e : Firewall =
Ty EDITION
Services / Snort/ Alerts (2]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt sync

Alert Log View Settings
Interface 1o Inspect LAN (em1) v [ Auto-refresh view 250

Choose interface Alert lines 1o display.

Alert Log Actions @
Alert Log View Filter [+)
0 Entries in Active Log

Date Action Pri Proto class Source IP SPort Destination IP DPort GID:SID Deseription

Hinh 4.41: Log Snort

> Canh bao mail: SNORT khong phat hién dugc tan cong brute-force do tim mat
khau dang nhap SSH nén khong ghi log va gtri canh bao mail toi quan tri vién

hé thong.

May 22.0.0.2/8: Thuc hién tdn cong XSS, SQL injection vao tng dung web

> Ip may tan cong:
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o Tan cong vao Web Server DVWA
o Tan cong Sql Injection bang tir khéa OR
o Tan cong Sql Injection bang tir khéa UNION

(m} = 5 kich ban tin cdng. X  &J Vulnerability: SOL Injection = X /{4 20.0.0.4 / Iocalhost / SINHVIT X 1 Hép thu dén (1.603) - taikho X pfSenseFireWall.home.arpa

= C A Notsecure | 20.004, ¢

o)

- Vulnerability: SQL Injection

Instructons | N
Setup / Reset DB User ID :

ID: 'UNION SELECT user, password FROM users #

Brute Force First name: admin
L Surname: 5f4dcc3b5aa765d61d8327deb882cf99
Command Injection
CSRF IIIl): UNION SELECT user, password FROM users #
First name: gordonb
File Inclusion Surname: e99a18¢428¢b38d5f260853678922203
File Upload ID: 'UNION SELECT user, password FROM users #
First name: 1337
Insecure CAPTCHA Surname: 8d3533d75ae2c3966d7e@d4fcc69216b
l:l ID: 'UNIOMN SELECT user, password FROM users #
P B First name: pablo
EQChecHon({Biind) Surname: 0d107d09F5bbed@cade3desc71adedby
Weak Session IDs
ID: 'UNION SELECT user, password FROM users #
XSS (DOM) First name: smithy
Surname: 5f4dcc3b5aa765d61d8327deb882cf99
X8S§ (Reflected)

ID: 'UNION SELECT user. password FROM users # M

Hinh 4.42: T4n cong SQL Injection bang tir khéa UNION

pffsense 1 SPLUNK 4% Drive

> Tén cong phpmyadmin

— Showing rows © & (& total. Query teok 0.0008 seconds)

!
& I_;gs._{:_v FROM "users® WHERE ypmg- "ADMIN® GNP pmsmMsnd - U gp 1e1--" I
i e eenene 1 Proning (Ear nine] [ i ] [ Explan SGL] [ Sreate PHP code ] [ Refresn]
' oRBY aaIn
" ‘ ST O snowan | Mumberof ews | 28 - Fiter row: arcn mis b sort by key. | Mene -
1kt gueatbook .
w0 sy [=]

2021-12-05

pabio by
ID58A7 66061 0RA27 AEDBOZEIY | MACKADIEUSErS/sMINY. JBE  2021-12-05

Home
Inatructions
Setup / Reset DB

Vulnerability: SQL Injection

user 1D: | || Submit |

|

|

|

Brute Force |
Command injsction |
csre 1
File Inclusion 1
|

|

]

|

|

|

|

Hinh 4.44: T4n c6ng phpmyadmin bang tir khéa O
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o ne

T | Vulnerability: Stored Cross Site Scripting (XSS)

Mame = EE=Anacx ]

P=Aler (ocUment cooKIa)-

Message =
Brute Force

Command injection [ Sion Guestbook | [ Clear Gussibook |

rame: xs
Message

SQL Injection More Information
SQL Injection (Blind)
weak
xss (DomM)

xSs (Rensctea)

A Not secure
1 SPLUNK 4% Drive

qm3sI7hfa; security=low:
4531621352429

Hinh 4.46: T4n cong XSS iy cookie ngudi dung (2)

pfSenseFireWall home.arpa - Sei %
£ Not secure | 20.0.0.10

SPLUNK 4% Diive
srErL Loy wisw e

73 Entries in Active Log

Date Action eri Proto Class Source 1P SPort 18 DPort SID:SID

2021-12-07 o Tcr 20.0.0.1 s0238 2 80 011  SNORT: Tén céng SOL Injection vél tir khéa O

05.03:36 (SNORT)

2021-12.07 G Tor 50238 20 50 S SNORT Tan cong SOL Injection ver 1 khoa

05:03:36 UNION (SNORT)

TOTTIE 07 T Ter TrRmowr Trahe T B TOTEE s Tnepect NG CONTENTTENG T OF

os:03:34 =% TRANSFER-ENCODING IN HTTP RESPONSE

2021-12-07 o Tce 50214 zo ac 011 SNORT: Tén cong SOL Injection vai tir khéa OR

05:03:21 a (SNORT)

2021-12-07 3 Tcp Unknown Traffic  20.0.0.4 80 20.0.0.1 50161 1205 (http_inspect) NO CONTENT-LENGTH OR

05:02:18 Qa @ Q@ @ x TRANSFER-ENCODING IN HTTR RESPONSE

2021-12-07 o Tcp 20.0.0.4 80 20.0.0.1 50161 011 SNORT: Tén cong SOL Injection vél tir khéa OR
18 [=% a (SNORT)

TOTTTED T T =B AETeaT T T2 iy TTT =GR PRaT e XE= AHGeR 1o Web Server

os 0218 Attack =%

Hinh 4.47: Snort Alert: 2 rule phat hién ¢ 2 Web Server va rule phat hién XSS

Wall. home.arpa - S¢

(o] nail.google.com,

pffsense 1 SPLUNK 4% Drive

= M Gmail Q,  Tim kiém trong thu

a - [« : 1-50 trong 58 1.801 >
| scanthe =
t6i Splunk Alert: SNORT: Tén cong SQL Injection véi tir khda UNION - The alert condition for ‘SNORT. T 19:02
[0 Hepthudén 1.761 BB SNORT_Tén_cé. B SNORT_Tén_co...
+ C6 gin ddu sao
X 6i Splunk Alert: SNORT: Phat hign XSS Attack to Web Server - The alert condition for 'SNORT: Phét hié 19:02 (<]
© Dataman
B SNORT_Phat_hi B SNORT_Phat_hi
Meset
w6i Splunk Alert: SNORT: T&n céng SQL Injection véi tir khéa OR - The alert condition for 'SNORT: Tn ¢ 19:02
= cudc hop méi
B SNORT_Tén_co B SNORT_Tan_co

@@  Tham gia cudc hop

Hinh 4.48: Mail canh bao
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Email giri vé admin: SNORT phat hién duogc cac cudc tin cong trén, va ghi log,
giri log vé splunk, sau d6 splunk tién hanh giri mail canh bao t&i quan tri vién hé
théng (mail md ta day du thong tin vé cac cudc tdn cong nhu thoi gian, ip may tan
cong, hinh thirc, loai hinh tin cong...)

Céc cudc tan cong nay nham muc dich kiém tra kha nang phat hién tan cong gian
diép trong mang ndi bo cua chi nhanh, bdo v¢ su an toan cho may chu chi nhanh.

Sau khi hoan thanh cac hinh thtrc tin cong trén, sir dung ca 3 may tan cong DOS
vao server DMZ ctia chi nhanh (20.0.0.4/8) nham kiém tra kha ning bao vé cua IDS
trude cac cudc tan cong DOS tir nd1 bo.

Bén canh do con thuc hién thur nghiém gian di€p tién hanh tai virus vao may ndi
b6 (22.0.0.1/8) véi ¥ dinh phét tan virus vao mang ndi bo chi nhanh nham pha hoai
mang.

Thir nghiém nay nhdm muc dich kiém tra kha ning ngin chan virus cta Snort IDS.

4.4.5.3 Danh gia kich ban
Két qua kich ban 5 cho thdy duoc kha ning bao vé ving DMZ chi nhanh huyén
ctia IDS Snort 1a rat tot, IDS Snort phat hién dugc nhiéu cudc tan cong vao vung

DMZ, ngan chan va giri canh bao téi quan tri vién hé théng.

4.5 Két luan chwong

Thong qua nhiing kich ban trén, cho théy hé théng bao vé dugc cad mang trong va
ngoai doanh nghi€p, ving mang ndi bd (cac chi nhanh & huyén) va dung
Datacenter...3 h¢ théng DS bd sung va tuong tac voi nhau tao ra tap luat (Rule) hoan
chinh, chan dugc DOS, SSH Brute Force, FTP Brute Force, Port Scan...néu tach
riéng 3 hé thong thi mdi hé théng véi mdi diém yéu riéng s& anh huéng téi mang
doanh nghiép. Khi tich hgp 3 IDS viao mot hé théng, ta duoc hé thong tich hop 3 IDS
(Snort, Suricata, Zeek) bao vé mang doanh nghiép ca trong 1an ngoai, chdng lai nhiéu
cudc tAn cong, va phat hién gian diép....

Qua xay dung va thuc nghiém, tac gid nhan dinh hé théng két hop nhiéu IDS mang

lai hi€u qua toan dién, bao v€ tat ca cac ving mang, voi mic bao vé chuyén sau doi
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v6i mo hinh mang doanh nghiép ¢ 16n. Tuy nhién, doanh nghiép phai c6 du ngudn
luc vé nhan su, can nguodi quan tri co kién thirc sau vé cac loai IDS, c6 du tai chinh
cho Iinh vyc cong nghé thong tin. Pac biét ddi véi don vi hién tai cua tac gia l1a Viettel
Tay Ninh, gop xay dung va tng dung thuc té trong thoi gian téi dam bao yéu cau vé

bao mat cua don vi va mé rong quy mo trong thoi gian téi.
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CHUONG 5- KET LUAN

5.1 Vé mat ly thuyét

Luan vin nay d3 nghién ctu ba giai phap IDS ma ngudn mod khac nhau, Snort,
Suricata va Zeek, dé so sanh voi nhau nhu thé nao vé mit cung cAp bao mét cho méi
truong mang doanh nghi¢p vira va nho. Snort, Suricata va Zeek la cac cong cu IDS
mi ngudn mé duogce thiét 1ap phi hop dé str dung chung. Cac san phAm ma ngudn mé
khac hodc dya trén may chu hodc bi gidi han bﬁng cach nao d6. Cung voi su két hop
v6i nhitng cong cu c6 lién quan dé tao nén mot hé théng hoan thién hon.

Ngoai ta, luan van thuc hién nghién ciru duge cac nguy co tdn cong tir nhiéu ving
mang va dang tin cong khac nhau va dé& xuit duoc cac mod hinh mang cho doanh
nghiép cd vira va nho véi Single IDS va Multiple IDS. Tt d6 giap quan tri vién co

kha nang trng dung nhanh vao mé hinh doanh nghiép cua minh.

5.2 Vé mat thuec tién

Tac gia xay dung hé thong quan 1y mang st dung Single IDS va Multiple IDS
nham tmg dung dé tu vén va trién khai cho nhiéu loai doanh nghiép khac nhau nhu:

Ba hé thong phan tich quan 1y mang sir dung Single IDS két hop véi cac cong cu
mi mé khac, dé tmg dung tu van cho cac doanh nghiép ddi tac cua Viettel Tay Ninh
trén dia ban.

Hé théng Multiple IDS str dung 3 cong nghé IDS khac nhau két hop dé bao vé toan
dién cho doanh nghiép c& lon.

Xay dung va dé xuit hé théng quan Iy mang phu hop v6i mé hinh mang tai Viettel
Tay Ninh, dap Gmg di cac yéu cau vé biao mat nhiéu 16p, dong thoi du doan nhiéu
nguy co bi xam nhap tur nhiéu vung mang véi nhiéu kich ban tin cong duogc dy doan

trudc.

5.3 Vé han ché
Viéc xay dung mo hinh dang thyc hién trén moi truong gia lap. Do do viéc danh

gia hé thong c6 thé chwa hoan toan chinh xac so voi thuc té, mic du tac gia xiy dung
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nhiéu kich ban nhét c6 thé xay ra v6i sb quy mé sb luong 4 may that mod phong cac
vung mang.

V& quy mé, khi trién khai cho cac doanh nghiép c¢& 16n s& gip cac han ché vé kha
ning xtr 1y dit liéu 16n, chua du dép ung yéu cau vé cang ban tai (Load Balancing),
b luat (Rule) cta cac hé thong IDS chua duoc tich hop Al (tri tué nhan tao) dé Rule
¢6 thé ty hoc va chin duogc cac hinh thirc tAn cong mai va bién d6i lién tuc.

Trong tinh hinh dich bénh, mé hinh chua thuc hién duoc tat ca tan cong da dang
ma chi dang dimg lai ¢ nhimg cudc tan cong co ban va thuong gip nhu DoS, diéu

khién SSH, Brute-Force, XSS, SQL injection trén Web Server.

5.4 Huwéng phat trién

Trién khai hé théng da dang va mém déo. C6 thé dan xen hé thdng nay vao 1éng
ghép trong hé thng kia. Hé théng du dinh s& mé rong thém nhiéu dich vu céng nghé
thong tin vao nhu quan 1y hé théng AD, quan 1y thém nhiéu server quan trong va phirc
tap hon.

Hudng tiép theo cia dé tai, ap dung cong nghé may hoc, hoc sau, tri tué nhan tao
vao hé théng, dac biét la tich hop may hoc vao b Rule cua céc hé théng IDS nham
gitip hé thdng co thé tu hoc qua bo dir liéu co san dé du kha nang phat hién cac hinh
thirc tAn cong méi, tinh vi hon. Hé thdng con giup quan tri vién khong phu thudc cac
luat co séan, khong can update cac bo luat lién tuc ma van dam bao hé théng c6 thé tu
phén tich, danh gia, ngdn chdn, gip gidm tai cho quan tri vién va chi phi quan tri cho

doanh nghiép.
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