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LOI MO PAU

Hién tai 6 rat nhidu cong cu IDS va céc cong cu hd tro phan tich log, truc quan hoa dir
liéu ma nguén mé. Mbi loai cong cu c6 nhiing uu diém, nhuge diém khéac nhau, va khi két
hop lai s& co nhitng hé thdng c6 tinh phu hop, hidu qua khac nhau. Nghién ciru cua tac gia
nham gitip quan trj vién c6 thé nhanh chéng lya chon dugc hé thong tdi wu cho md hinh mang
hién tai cua doanh nghiép.

Nhén thdy mé hinh quan ly mang hién tai cia Viettel Tay Ninh dang con rat don so va
nhiéu thiéu sot can cai thién dé dam bao an toan thong tin, hoc vién thuc hién d8 tai “Xdy
dung cdc hé thong phén tich, quén Iy mang trén co sé tich hop nhiéu ma nguén mé” nhim
tiép can nhitng kién thirc chuyén sau, tir d6 dua ra nhitng giai phap phu hop dé giam sat hé
thong mang LAN dua trén hé thong quan 1y sir dung cac ma ngudn mo.

No¢i dung ludn van dwoc chia lam 04 phcfn nhw sau:

Chuong 1: TONG QUAN VE AN TOAN HE THONG MANG VA MANG VIETTEL
TAY NINH : nghién ciru vé IDS/IPS va cac thanh phéan, phan loai, chirc ning. Nghién ctru vé
cac loai IDS nhu Snort, Zeek, Suricata va cac thanh phﬁn, kién trac, bo luat ung. Nghién ciru
vé cach két hop cac cong cu IDS, cac cong cu phan tich, giao dién UL

Chuong 2: CAC CONG NGHE AN TOAN HE THONG MANG: vé tinh hinh nghién
ctru IDS/IPS trén thé giGi va trong nudc. Cac tmg dung giam sat hé thong mang dang dugc
nghién ciru va sir dung trén thé gisi.

Chuong 3: XAY DUNG HE THONG PHAN TiCH QUAN LY MANG TREN MA
NGUON MO, TRIEN KHAI VOI CAC CONG NGHE IDS KHAC NHAU: mé phong hé
thong mang Single- IDS, mo phong kha ning quan Iy, gidm sat mang, so sanh, danh gia wu
nhuoc diém cia tung loai IDS Snor, Suricata, Zeek.

Chuong 4: XAY DUNG HE THONG QUAN LY MANG PA LOP VOINHIEU CONG
NGHE IDS, TRIEN KHAI TAI VIETTEL TAY NINH: xiy dyng Multi-IDS cho hé thdng
quan ly mang tng dung tai Viettel Tay Ninh.
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CHUONG1 - TONG QUAN VE AN TOAN HE THONG MANG
VA MANG VIETTEL TAY NINH

1.1 CA4c cong trinh thé giéi
Trong tin hoc, xdm nhép c6 nghia 1a truy cap hodc st dung trai phép h¢ thong may tinh.

Schell va Martin (2006, 180) dinh nghia hanh dong xdm nhap 1a “xam nhép hé thong may
tinh bang cach pha v& bao mat hodc khién né roi vao trang thai khong an toan”. D& giam sat
va canh bao cac quan tri vién hé thong vé viéc st dung trai phép nhu vay, can c6 mot cong
cu. Rehman (2003, 5-6) moé ta IDS 1a hé thong c6 cac phuong phap va ki thuat dé phat hién
hoat dong tréi phép dua trén cac quy tic va chit ky. Cac hé théng phat hién xAm nhap nay
cung cép cho nguoi quan tri hé théng mot cong cu kha thi c6 thé dugc st dung dé tu dong
giam sat hé théng va cung cép canh bao cho ngudi quan tri hé thdng. Str dung cac hé thong
nay, quan tri vién co thé phat hién ra vi¢c sir dung trai phép hé théng cua ho va theo doi viée

st dung dang ngo.
1.2 Céc cong trinh trong nuée

Trong nudc, cong nghé IDS/IPS dugce ap dung chu yéu ké thira tir cac cong trinh nghién
ctru ngoai nude. Nhidu giai phap xdy dung mot hé théng IPS trén thyc t& da duogc trién khai
rat hidu qua va dugc danh gia cao. Han ché cua nhirng giai phap nay chi 1a trién khai hé thong
trén mot phan doan mang nho, nén chua danh gia dugc hét hiéu suét cua hé théng va cac van

d& hé thong IPS s& gap phai khi trién khai thuc té.
1.3 Giéi thiéu chung vé Viettel Tay Ninh

Viettel Tay Ninh 1a mét trong nhitng don vi kinh doanh 16n nhét tinh T4y Ninh, véi
doanh thu hing nam 1én dén 1200 ty dong, ¢ lugng khach hang 16n 1én dén 800.000 khach
hang. Viettel Tay Ninh c6 trén dudi 500 cén bo, nhan vién dang hoat dong & nhiéu kénh, 16p

ban hang tir mtrc tinh dén murc huyén.
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Hinh 1.1. Mé hinh té chitc tai Viettel TAy Ninh
1.4 Khao sat hé théng mang tai Viettel TAy Ninh
Viettel Tay Ninh gom co:
e Tru so chinh tai Trung tim Thanh phd Tay Ninh:
+ 08 phong ban chirc nang riéng biét: Phong kinh doanh, Phong ky thuat, Phong nhan
su, Phong CSKH, Phong ha tang, Phong tai chinh, Phong quan 1y ban hang, Phong Marketing.
+ 01 Data center luu trit dit liéu tap trung, cac phan mém ERP, ké toan, quan trj khach
hang, web server, FPT Server...
+ 01 Trung tdm ban 1& chinh thugc tru s& Viettel Tay Ninh(c6 st dung wifi)
e (09 Chi nhanh Viettel huyén tai trung tam hanh chinh cua tirng huyén:
+ 01 Trung tim ban hang tai Viettel huyén (Gom trudng, phé huyén va 30 nhan sy ban
hang)
+ 01 Ctra hang giao dich v&i khach hang (c6 sir dung wifi dé cung cép trai nghiém cho
KH)

Tai tru s¢ chinh, hé thong mang LAN dugc két ndi va quan 1y tap trung bang Router chinh.
Hé théng mang LAN dugc quy hoach mang LAN ndi bd, chi c6 can bd nhan vién Viettel
dugc phép st dung. Tru sé chinh 13 noi dat may chi dit liéu, cho phép cac chi nhanh két ndi
ddng bo dir lidu.

Hé théng mang chi nhanh dugc trang bi server, hé théng backup, Iuu trit va router cung

cac phan mém, ung dung, duong truyén WAN két ndi dén tru s& chinh.
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CHUONG2 - CAC CONG NGHE AN TOAN HE THONG MANG

2.1 Téng quan h¢ théng phat hién xdm nhap IDS
Khai niém IDS: ) ) .
IDS (Intrusion Detection System — hé thong phat hién xam nhap) 1a thiét bj hodac phan

mém (g dung gidm sat, phan tich luu luong hé théng hodc luu lugng mang nhim phat hién
cac hanh dong bét thuong, cic hoat dong trai phép xam nhap vao hé thong.

IDS phat hién dya trén cac dau hidu vé& nguy co da biét (gidng nhu cach thirc hoat dong
cta antivirus) hodc dya trén viéc so sanh luu thong mang hién tai v6i thong s chuén cua hé

thong dé tim ra cac dau hiéu bat thuong. Tir d6 dua ra cac canh bao dén quan tri vién.

Firewall Router
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Ny N
o == Internet
\\.l "4 N

|

| | | |

Hinh 2.1: M6 hinh mang NIDS

2.2 Nghién ctru cac loai IDS phé bién hién nay
2.2.1 Snort

Snort 1a m¢t NIDS do Martin Roesh phat trién theo m6 hinh ma nguén mé. Mac du
Snort 1a IDS mién phi nhung n6 ¢ rat nhiéu tinh nang tuyét voi. N6 dugc xay dung dé phat
hién va ngan chan xam nhap. Pugc thiét ké trén mot mo-dun dé kiém tra cac 2061 dén va di
bang cach tao ra cac quy tic dé phat hién cac goi bat thudng. Snort co thé chay trén nhidu nén
tang nhu Linux, Windows, OpenBSD, NetBSD, FreeBSD, MacOS ,Solaris. Snort hd tro cac
giao thirc sau: Ethernet, Cisco HDLC, SLIP, 8021, HP-UX, AIX, IRIX, Token Ring, FDDI,
PPP va PF ctia OpenBSD.

2.2.2 Suricata
Suricata 1a mot hé thong phat hién xam nhap ma ngudn mé, duge phat trién boi Open

Information Security Foundation (OISF).
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Cong cu nay khong duogc phat trién dé canh tranh hodc thay thé nhitng cong cu hién
c6, nhung nd s&€ mang lai nhitng y twdng va cong ngh¢ méi trong linh vuc an ninh mang.

Suricata 14 cong cu phat hién va ngan chin xam nhap dua trén quy tic IDS / IPS (Hé
théng phat hién xam nhap / Hé théng ngan chan xam nhap) dé giam sat luu lugng mang va
dwa ra canh béo cho quan trj vién hé thong khi xay ra cac sy kién déang ngo. Ngoai ra, n6 duge
thiét ké dé tuong thich voi cac thanh phan an ninh mang hién c6. Ban phat hanh dau tién chay
trén nén tang linux 2 voi hd tro ndi tuyén va cdu hinh giam sat lvu lwong thu dong co kha
nang xur 1y lwu lugng 1én dén gigabit. Suricata 1a mot cong cu IDS / IPS mién phi trong khi
van cung cip cac tiry chon c¢6 thé mé rong cho cac kién trac an ninh mang phirc tap nhét.

Suricata tang tbc d6 va hiéu qua trong viéc phan tich luu lwong mang nhé hd tro xu ly
da ludng. Ngoai viéc tang hiéu suit phan ctng (voi phan cting va card mang han ché), cong

cu nay duoc xdy dung dé tan dung strc manh xir Iy cao ctia cac chip CPU da 16i m&i nhat.

2.2.3 Zeek
Zeek 1a mot framework ma ngudén mé duoc sir dung dé phén tich va giam sat mang.

Nhiém vu chinh 1a gidm sat mang dir liéu mang va canh bao, phat hién tén cong. Zeek IDS
thuong dugc dung dé bao vé ha téng an ninh cho cac truong dai hoc, trung tdm nghién ciru,
doanh nghiép vira va nho...

Céc tinh nang cua Zeek:

« Trién khai

Chay trén cac hé thong kiéu UNIX (MacOS, FreeBSD, Linux...).

Phén tich thoi gian thuc hodc ngoai tuyén.

HJ tro cum cluster, trién khai téc do cao, trén quy md 16n.

Mai ngudn mé véi gidy phéps BSD.

* Phan tich

Ghi log phuc vu cho viéc phan tich.

Phan tich doc ldp cac giao thirc tang ung dung (DNS, FTP, HTTP, SSH, SSL,
SMTP...)

HO trg IPv6 toan dién.

Canh béo thoi gian thuc néu xay ra tin cong.

* Ngon ngit kich ban

Ngoén ngit hoan chinh dé phuc vu cho viéc phéan tich.

MO hinh 14p trinh dya trén sy kién.
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HJ tro mé rong dé theo ddi va quan 1y trang thai mang theo thoi gian.

* Giao dién

Bén ghi log ¢ cau trac ASCII phu hop.

Tich hop dé phan tich déu vao thoi gian thyec.

Thu vién mé rong C dé trao ddi cac su kién Zeek véi cac chuong trinh khac: Perl,
Python, va Ruby...

C6 kha ning goi cac tién trinh bén ngoai tir ngdn ngir kich ban.

2.3 Céc phan mém mé tich hop véi cac phan mém IDS
2.3.1 Pfsnene

PfSense 1a mt ng dung c6 chiic nang dinh tuyén, tuong lira va mién phi, tng dung nay
s& cho phép ching ta mé rong mang ciia minh ma khong bi thoa hiép vé sy bao mat. Bit dau
vao ndm 2004, khi firewall méi bat dau chép chirng — day 1a mot du an bao mat tép trung vao
cac hé thong nhiing — pfSense da c6 hon 1 triéu lugt download va dugc sir dung dé bao vé cac
mang c6 tt ca kich c&, tir mang gia dinh dén cic mang 16n cua cac cong ty/doanh nghiép.
Ung dung nay c6 mot cong ddng phat trién rat tich cwc va nhiéu tinh ning dang duoc bd sung
trong mdi lan phat hanh nhdm cai thién hon nita tinh bdo mat, sy 6n dinh va kha nang linh

hoat cua no.

2.3.2 Splunk
Splunk 13 phin mém cho phép CNTT c6 thé tim kiém va duyét logs va cac dir liéu IT

trong thoi gian thuc. Ngudi ding c6 thé ngay Iap tirc phat hién ra sy c¢d & bat cir ing dung
nao, hodc ¢ cdc may chu va thiét bi; canh béo cac nguy co tiém 4n va bao céo cac hoat dong
cta cac dich vu va thanh phan khac nhau trong mang. Va day ciing 14 giai phéap troubleshoot
cho hé thong.

Splunk la mot cong cu dir ligu rét linh hoat va kha nang mo rong cho cac dir liéu may
tinh duogc tao ra boi co s¢ ha té‘mg CNTT ctia CNTT. N6 thu thap ,lap chi muc va khai thac
nhitng dir liéu dugc tao ra tr bét ctr nguén nao , dinh dang hodc vi tri bao g@)m ca dong goi va
cac ung dung tuy chinh , may chi ing dung , may chu web , co s¢ dit li€u , mang , may o,
hypervisors, hé diéu hanh va nhiéu hon nita ma khong can phai phan tich ci phap tiy chinh ,

bo diéu hop hodc mdt co s& dit li€u trén cac phu tro .



2.4 Kétluan chwong: )
Trong chuong ndy, tac giai dd nghién ctru tim hiéu khai quat hé thong IDS: khai niém,

chirc nang, cac loai, cac cong cu tAn cong mang
Tim hiéu va cach thic hoat ddng cua cac loai IDS phé bién nhu: Snort, Suricata, Zeek,
céac loai kién truc cua IDS. Tir do tac gia c6 thé ing dung va xdy dung cac hé théng cho cac

chuong tiép theo va kiém nghiém céc kich ban tan cong bing cac cong cu da nghién ciru.
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CHUONG3 - XAYDUNG HE THONG PHAN TiCH QUAN LY
MANG TiCH HQP MA NGUON MO - TRIEN KHAI VOI CAC
CONG NGHE IDS KHAC NHAU

3.1 Muctiéu
- Xay dung h¢ thong phan tich quan ly mang ung dung cho mang doanh nghiép vira va nhé

bang céach tich hop nhiéu mi ngudn mé véi mot trong cac loai IDS di tim hiéu (Snort,
Suricata, Zeek).

- Paénh gia ciing nhu so sanh tinh hiéu qua cta 3 hé thong giam sat ma ngudn mo. Muyc tiéu
xay dung ap dung cho céc loai doanh nghiép c6 quy mé khac nhau.

- Xay dung duoc hé thong phan tich quan 1y mang ap dung dugc cho doanh nghiép c6 quy
md vira va nho c6 quy md hé théng mang don gian tir 1-2 viing mang.

3.2 Phuong phap i )

- Xay dung tirng hé thong giam sat mang ma nguoén ma trén h¢ thong IDS: Snort, Suricata
va Zeek, tich hop cac ma ngudn mo phén tich nhu: Splunk, pfSense...

- Cac giai phap két hop duoc tham khao trén cong dong ma ngudn mo sao cho su két hop
mang lai hiéu qua nhat, truc quan nhét

- St dung mét bo loai cong cu b trg (pFsenne, Splunk..) dé ¢6 thé so sanh hiéu qua cua cac

loai IDS.

3.3 M6 hinh trién khai

- Trién khai 3 h¢ thong phan tich gi4m sat mang ma ngudn mo 1a snort, suricata va zeek
duoc phan ving nhimng ving mang quan trong nhu hé thdng datacenter, hay cac hé thong
may chu ¢ cac chi nhanh huyén.

- Bahé théng dugc thiét ké trén ciing bd phin cirmg nhu nhau dé cung danh gia dang nhat.

- Mbi trudng thir nghiém dugc tao v6i cac may chu do chay trén phan mém 4o héa VMWare.
Phan mém VMWare cho phép chay tit ca cic may chu dang thir nghiém trén cing mot
may va giam bat su phuc tap cia viée thiét 1ap thir nghiém. VMWare 1a mot du an ma
ngudn mé va mién phi dé sir dung cho muc dich ca nhan va giao duc st dung.

- Mbi truong thir nghiém c6 ba may cha dich, nhiéu may con khac nhau, tit ca déu nam

trong cing mot hé thong.
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- Céc thtr nghiém dugc chay mot lan va két qua duoc ghi lai tir tat ca cac may IDS, do d6
lam cho cac thir nghiém va két qua c6 thé so sanh dugc ma khong c6 kha ning xay ra 15

thir nghiém gitra cac giai phap do méi trudng trong tinh hudng thir nghiém.

SNORT / SURICATA / ZEEK

os [€ Jz
Internet ::> - 4—-’
‘:B: W
f « ] .
WItGh

Firewall
PFsene Splunk s @

Hinh 3.1: M6 hinh mang dwa vao thir nghiém singgle- IDS

3.4 Thuc nghiém hé théng IDS

3.4.1 Thuwe nghiém hé théng véi Snort 1DS

Dé hé thong phat hién dugc tan cong tir cac ving mang 1€n hé thong Datacenter thi chung ta
s& cai Snort trén Pfsence dé giam sat va luu thong tin diéu khién,dua ra canh béo. ... Dudi
day 1a 4 kich ban thyc nghiém véi Snort - IDS.

Thuee nghigm tin céng Ping/Scan port:

Thuyc hién tin cong Scan port /Ping tir may c6 dia chi 20.0.00/8 tin cong vao hé thong may
chu c6 IP 12 20.0.0/8. Sau khi tan hé thong Datacenter thi Snort di phat hién va canh bao:

< ) O G = bl 20.0.0.10/snort/snort. alerts. phpzinst

& (©)

Snort Interfaces Global Settings Updates Nerts. Blocked Pass Lists Suppress 1P Lists SID Mgmt Log Mgmt Sync

Alert Log View Settings
Interface to Inspect LAN (em1) v [ Auto-refresh view 250

hoose interface Alert lines to display

Alert Log Actions

Alert Log View Fllter [+)
40 Entries in Active Log
Date Acton  Pri Proto  Class  Source P SPort  DestinationlP  DPort  GID:SID  Description
20211123 0 IcMP 200,010 20004 1299999 §NORT ALERT: Ping LAN Detected
12:42:58 Q Q@ x
20211123 0 icmp 20.0.04 20.0.0.10 1:299999 SNORT ALERT: Ping LAN Detected
12:42:58 Q Q x
20211123 0 1cMP 200,010 20004 SNORT ALERT: Ping LAN Detected
12:42:57 Q Q
20211123 0 cMp 200,04 200,010 SNORT ALERT: Ping LAN Detected
12:42:57 Q Q
20211123 0 ICMP 20004 20.0.0.1 SNORT ALERT: Ping LAN Detected
12:42:07
20211123 0 IcMP 20001 20004 SNORT ALERT: Ping LAN Detected

Hinh 3.2: Tin cong bang Ping/Scan port
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Thuc nghiém tin cong DOS.
Thyc hién tin cong DOS tr may c6 dia chi 20.0.00/8, 20.0.0/8, 20.0.0/8... tAn cong vao hé
thdng may chii ¢6 IP 1 20.0.0/8, 20.0.0/8. Sau khi tin hé thong Datacenter thi Snort da phét

hién va canh bao:

O & == hueps//20.0,0.10/snort/spart, alerts phpzinstances

Alert Log View Fllter [+)

48 Entries in Active Log
Date Action  Pri Proto  Class  SourceIP SPort  Destination P DPort  GID:SID  Description

2021-11-23 0 IcMP 20.0.0.10 20001 1:300003  SNORT ALERT: reject attack
12:44:14 [y Q@ Q 0S/DDOS_TO_LAN 20
20211123 0 icMp 20.0.0.1 200010 SNORT ALERT: reject attack
12:44:14 Q@ Q@ 0S/DDOS_TO_LAN 20
20211123 0 IcMp 20.0.0.10 20001 SNORT ALERT: reject attack
12:4413 Q Q 0S/DDOS_TO_LAN 20
2021-11-23 0 icmp 20.001 20.0.0.10 SNORT ALERT: reject attack
12:4413 Q Q 0S/DDOS_TO_LAN 20
2021-11-23 0 icMP 20.00.10 20001 SNORT ALERT: reject attack
12:4412 Q Q 0S/DDOS_TO_LAN 20
2021-11-23 0 icmp 20.00.1 20.0.0.10 SNORT ALERT: reject attack
12:44:12 Q Q 0S/DDOS_TO_LAN 20
20211123 0 icmMp 20.0.0.10 20.0.0.1 SNORT ALERT: reject attack
12:4411 Q Q 0S/DDOS_TO_LAN 20
2021-11-23 0 ICMP 20.0.0.1 200010 SNORT ALERT: reject attack
12:4411 Q Q 0S/DDOS_TO_LAN 20
20211123 0 IcMP 20.0.0.10 20004 1:299999  SNORT ALERT: Ping LAN Detected
12:42:58 Q@ Q@ ®x

20211123 0 IcMP 20.0.0.4 200,010 1299999 SNORT ALERT: Ping LAN Detected
Am Am M

Hinh 3.3: T4n cong bing DoS vao LAN

Thuwc nghiém phat hién virut khi sir dung giao thiec HTTP.
Thyc hién tAn cong virut dua trén giao thirc HTTP tir may c6 dia chi 20.0.0/8,
14250636/16... tin cong vao hé thdng may chii co IP 13 20.0.0/8. Sau khi tan hé théng

Datacenter thi Snort da phat hién va canh béo:

/20.0.0.10/snort§;3‘grt alerts.php

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Syne

Alert Log View Settings
Interfaceto Inspect | LAN (em1) vl [0 Autorefresh view 250

e interface

Alert Log Actions 1 Cer
Alert Log View Filter (+)

74 Entries in Active Log

Date Action  Pri Proto  Class Source IP SPort  DestinationlP ~ DPort ~ GID:SID  Description

20211130 3 TcP Unknown 142.250.66.132 80 20004 60248 1203 (http_inspect) NO CONTENT-LENGTH OR
10:29:17 Traffic Q Q X TRANSFER-ENCODING IN HTTP RESPONSE
20211130 2 TCP Potentially 20004 50870  208.91.196.145 80 120:28 (http_inspect) INVALID CHUNK SIZE OR
10:29.06 BadTrafic  Q A Q X CHUNK SIZE FOLLOWED BY JUNK

CHARACTERS

Hinh 3.4: Phat hién virus trong khi sir dung giao thirce HTTP
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Thuee nghigm tin cong SSH.
Thuyc hién tan cong SSH tir may c6 dia chi 20.0.0/8... tin cong vao hé thong may chii co IP
12 20.0.00/8. Sau khi tan hé théng Datacenter thi Snort di phat hién va canh bao:

%

O & ¢ heeply //20.0.0.16/snort/snart, alerts Sha

Alert Log Actions
Alert Log View Filter )

158 Entries In Active Log

Date Action  Pri  Proto  Class Source IP SPort  DestinationlP  DPort  GID:SID  Description

2021-11-30 0 TCP 20001 62496  20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:35 Q@ Q@ @ x L)

[2021-11-30} 1R f20.0.07] 162496 )20.0.0.10) 2] BIGEEEE  SNORT ALERT: SSH connection attempted
[10:33.3. Q Q g

2021-11-30 o TP 20001 6249  200.0.10 2 11000002 SNORT ALERT: SSH connection attempted
10:33:34 Q@ Q @ x

2021-11-30 o0 cP 20.0.01 62496 20.0.0.10 22 1:10000C SNORT ALERT: SSH connection attempted
10:33:34 Q@ Qm® [

2021-11-30 0 TP 0 6249  20.0.0.10 22 11000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q x

2021-11-30 0 TCcP 20.0.01 62496 20.0.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q @ x

20211130 0 TcP 20001 62496 20.0.0.10 2 11000002 SNORT ALERT: SSH connection attempted
10:33:34 Q Q x

20211130 o Tcp 20001 62496  200.0.10 22 1:1000002 SNORT ALERT: SSH connection attempted
10:33:34 Q@ aQm® @ x

2021-11-30 0 TcP 2000.1 62496  200.0.10 22 111000002 SNORT ALERT: SSH connection attempted

Hinh 3.5: Phat hién SSH connect

3.4.2 Thuc nghiém danh gia trén Suricata
Dé hé thong phat hién dugc tin cong tir cac viing mang 1én hé théng Datacenter thi chiing ta
s& cai Suricata trén Pfsence dé giam sat va luu thong tin diéu khién, dua ra canh bao....

Dudi day la 4 m6 hinh thuc nghiém véi IDS — Suricata.

200.0.10,

Alert Log View Settings

Instance to View

Save or Remove Logs

Alert Log View Filter [+]
Last 250 Alert Entries. (Most recent entries are listed first)

Note: Alerts triggered by DROP rules that resuted in dropped (blocket) packets are shown with highiighte
Date Action Pri Proto Class Src SPort Dst DPort GID:SID Description
3w 20001 SURICATA A
Q
MP 2000
Q
1301 n 3 WMP  Nothscimed 200010 onan RICATA A1 ERT: Do attack DOS/DNOS. T0 1 404

Hinh 3.6: Thuc hién mé Spunk dé giam sat Suricata
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Thuee nghiém tin cong DOS.
Thuyc hién tan cong DOS tir may c6 dia chi 20.0.00/8, 20.0.0/8... tin cong vao hé thong
may chu ¢6 IP 1a 20.0.00/8, 20.0.0/8. Sau khi tan hé théng Datacenter thi Suricata di phat

hién va canh bao:

Instance to View

save oveLogs | ] W e
save settings [ ) Refrest
Alert Log View Fliter ©

e listed first)

Date Action  Pri Proto Class sre sport  Dst DPort  AGIDSID  Description

20001 62496 200010 22 11000002 SURICATA
Q@ [o§<:] Bx@

a® a@ Bx @
. > o o0bs. SURGATA ALERT. et
Q@ a® EX[Z 0S/DDOS.TOLAN2D
- . 20004 7 LT
a® a® Bx@ .
w n ear

a Qs x@ o
Hinh 3.7: Phat hién va ngin chin DoS 1én LAN
3.4.3 Thuc nghiém danh gia trén zeek
Dé hé thong phat hién dugc tAn cong tir cac ving mang 1én hé théng Datacenter thi chung ta
s& cai Zeek trén Elastic stack dé giam sat va luu thong tin diéu khién,dua ra canh béo. ...
Dudi day la cac m6 hinh thyc nghiém vai IDS —Zeek.
Thue nghigm tin céng Ping/Scan port:
Thuc hién tén cong Scan port /Ping tir may c¢6 dia chi 1726.0/8 tin cong vao hé thong méay
chu. Sau khi tin hé théng Datacenter thi Zeek da phat hién va canh:

:/# nmap 172.16.0.2
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-08 00:36 +07
Nmap scan report for 172.16.0.2
Host is up (0.0043s latency).
Not shown: 992 filtered ports
STATE SERVICE
closed ftp-data

open ftp

open ssh

open http

closed netbios-ssn

closed https

closed microsoft-ds
zeus-admin

Hinh 3.8: Thwc nghiém tin cong port scan dén mang ndi bd ma zeek giam sat
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[2.5.2-RELEASE][root@Zeek. pfsense.coml/usr~/local~logs/current: ls

.cHdline loaded_scripts. log packet_filter. log
.BNY_Vars conn. log netcontrol. log stderr. log

.pid dns. log netcontrol_drop. log stdout. log
.startup known_hosts. log notice. log

[2.5.2-RELEASE][root@Zeek. pfsense.coml/usr~local~logs/current: cat notice. log
{"ts":1638898739.372895, "note":"Scan: :Port_Scan", "msg":"10.8.8.1 scanned at leas
t 15 unique ports of host 172.16.8.2 in BM5s”, "sub”:"remote”,"src™:"18.8.8.1","d
st":"172.16.8.2", "actions":["Notice: :ACTION_LOG", "Notice: :ACTION_DROP", "Notice: :
ACTION_EMAIL"]1, "suppress_for":8.83

Hinh 3.9: Cac céanh bao lwu tai file /usr/local/logs/current/notice.log

o CcC @ ) & 172.16.0.3

M Login | Splunk  pfSense - Login CIOther Bookmarks

a incex 1

fa: JEILI2628 AMMT i

Hinh 3.10: Phat hién port scan trén ving mang

35 Kétluan q
Qua qua trinh thyc nghiém, cac hé thong IDS déu c6 nhitng vu nhuge diém khac nhau,

chi tiét nhu sau:

Snort IDS c¢6 kha nang nhan biét nhanh cac tin cong co ban SSH, DDOS, Virus, c6 d
tré xtr Iy thip canh bao thap, c6 mirc tiéu hao tai nguyén va luu lugng mang thap. Tuy nhién
khong ¢ kha ning nhan biét cac tan cong khai thac thong tin & 16p tmg dung. Snort d& st
dung, c6 cong dong hd trg 1n, c6 thé giup quan tri vién ap dung duoc ngay tai doanh nghiép
¢6 quy mé vira va nho. Hé thdng quan 1y, va canh bao bang mail d& ciu hinh va sir dung. O
Tay Ninh Snort phit hop véi mét sé loai hinh doanh nghiép phut hgp: Trung tam day hoc Anh
Ngir Viét My, cac doanh nghiép kinh doanh van tai nhw nha xe Pong Phudc,....

Suricata IDS, twong ti nhu Snort, né c¢6 day du cac kha nang phat hién tin cong, bao
vé. Mic khac, Suricata c6 hd tro xir Iy da ludng, giap xt 1y hiéu quéa dbi véi cac hé thong 16n
hon, xir Iy nhanh hon Snort. Tuy nhién, qua thuc nghiém, Suricata van cé nhiéu nhuge diém
nhu chua phan biét duoc Ping hay Ddos, chua hd trg phat hién va chan khi client truy cap cac
dia chi web khong tin cay. Suricata phu hop dugc xay dung voi cac doanh nghi€p 16n, c6 hé
théng mang phtrc tap va hd tro da nhan, da ludng, nhung van can hd trg cac thanh phan tudng

lira, antivirus bén trong dé co thé ngan chan dugc cac xam nhap. Suricata phu hop véi cac



14

doanh nghiép quy mé tuong d6i nhu: Cong ty TNHH Gain Lucky, SaiLun, Viét Nam Moc
Bai...

Zeek IDS: hé théng IDS c6 giao dién sir dung la ciu 1énh phtic tap, cac quy tic rule phirc
tap, néu sy dung cac rule don gian thi rét tiéu ton thoi gian dé xir Iy. Tuy nhién ZEEK c6 thé
giam sat chi tiét hé thong mang, c6 phat hién tit ca nhitng bét lugng cua luu lrgng mang.
Khéac vdi Snort va Suricata, Zeek hoat dong manh va hi¢u qua & téng ung dung. Do d6 Zeek
¢6 thé tmg dung trong cac hé thdng can mirc bao mat cao hon trong doanh nghiép nhu
Datacenter, vung DMZ c6 bao mét cao nhu H¢ théng FTP server, Camera server. Ung dung

tai Tay Ninh cho cac doanh nghi¢p nhu: Cac cong ty tai chinh, ngan hang, Viettel,...

Téc gia nhan dinh mdi loai IDS c6 nhitng wu diém, nhuwoc diém khac nhau, tuy mdi mo
hinh doanh nghiép, quan trj vién c6 thé tham khao va lya chon hé théng phu hop. Tuy nhién
d6i voi cac mo hinh doanh nghiép 16n, c6 nhiéu ving mang can phai danh gia va c6 nhiing

Kkét hop dé co thé xay dugc hé théng bao vé toan dién.
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CHUONG 4 - XAYDUNG HE THONG PHAN TiCH QUAN LY
MANG PA LOP VOI NHIEU CONG NGHE IDS - UNG DUNG
TAI VIETTEL TAY NINH
4.1 Diacta hé’th(‘)ng mang doanh nghié¢p ¢ l6n )
Doi véi h¢ thong mang cd 16n ¢6 nhiéu phan ving mang phirc tap, viéc xay dung hé thong
Singgle IDS chua bao vé toan di€n cho doanh nghiép nhu cac danh gia, phan tich 6 chuong
3. Dic biét ddi véi cac doanh nghiép co quy mé 16n, nhiéu nguy co bi tin cong, nhu tir bén

trong, tir bén ngoai.

Hinh 4.2: M6 hinh mang Viettel Tay Ninh

{Formatted: Not Highlight
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4.2 Xay dung cac kich ban kiém thir nghiém tin cong

SURICATA

T INTERNET 1
1 - -

Hacker tin cing tir hén ROUTER a
ngadl
VUN W
-
'nl INTERNET 2 E'J
N a
2 S [Sp—
= & =9 ; z . o Mait
i \Q’ Q" = VUNG MANG “
- < . - CHUA
enaiyen g oang. < Z DATA CENTER ﬁ r
s H
¥ |
NG NN
< nu [{’l},\[" H ] _.'
e — <<
‘ .
e
InT!
&
S .

_\a} PHONG o

Hinh 4.3: C4c yéu cu bio vé ciia mang & Viettel Ty Ninh

4.2.1 Kichban 1: Tin cong tir phong ban ndi bd ciia tru sé chinh 1én DataCenter
Nguoi tdn cong: nhan vién A mudn tin cong Datacenter dé pha hoai hodc danh cip dit
liéu, kich ban thue hién tin cong nhim kiém tra kha nang tdn tai cua DataCenter trude nhidu

cudc tin cong va kha ning phat hién tin cong cta IDS phong ban ndi bd + tru sé chinh.
Panh gia

Qua kich ban 1, ta thay dugc 2 IDS Snort va Zeek da hoat dong hi€u qua, chan dugc tan
cong tir phong ban tru sé + chi nhanh va Datacenter van ton tai t6t trude nhiéu cude tin

cong.Téan cong dugc phat hién va giri mail tai Zeek server

Hinh 4.4: T4n cong dwoc phat hién va giri mail tai zeek server
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SERVER ZEEK: ZEEK ALERT =

= M Gmail Q @
F sems 8- 8 6 & & © &€ b = o
w0 ‘Splunk Alert; SERVER ZEEK: ZEEK ALERT - The alert condion | EEK: ZEEK ALERT Was t1lgered, AIGrtSERVER
O Hopwaen e o
AvER ZEEK ERvER
% Cogin ddu sag a B
° w Sphunk Alert: SHORT ALERT: Ping LAN Detsoted (KEMP) - The alert condition for ‘SHOR (AP
> @ swoRT_ALER B SHORT_ALEF
B Thunhip
[ 0 ‘Splunk Alert: SNORT ALERT: Ping LAN Detected (ICMP} - The alort oo 1 ‘SNORT ALERT: Ping LAN Detected (I 1
Sanh sdch md g
@ SNORT_ALER B SHORT_aLEF
5 ‘Splunk Alert: SNORT ALERT: (http_inspect) NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE - The siert a2
B3 SHORT_ALER B SHORT_ALERT
w0 ‘Splunk Alert: SNORT ALERT: Ping LAN Detected (ICMP) - The alort oo ar ‘SNORT ALERT: Ping LAN Detested (I waz
@ SNORT_ALER B SHORT_ALEF

Hinh 4.6: Mail canh bdo

Splunk Alert: SERVER ZEEK: ZEEK ALERT ot s« & B

$n dsu 530

talkhoandangnhapS6@gmall.com o~

earch Strin
Trigger
Trigger Time:  12:42 0 December 07, 20;

host index linacount ~source sourcetype  sphunk_server

%_small

Hinh 4.7: Mail canh bao (2)
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4.2.2 Kich ban 2: T4n cong tir Internet viao Datacenter
e Nguoi tin cong: nguoi bén ngoai mudn pha hoai hoac lay dit liéu tir Datacenter
e Kich ban thuc hién tin cong nham kiém tra kha nang tdn tai cua DataCenter trudc
nhiéu cudc tn cong va kha nang phat hién tan cong cua IDS cua tru s& chinh (tru sé
chinh ¢6 chirc ning chin tin cong tir Internet Vao)
DPanh gia
Qua kich ban 2, ta théy dugc kha nang tdn tai tdt ciia DataCenter truéc nhiéu cudc tn
cong va kha niang phat hién tdn cong ciia IDS cua tru s chinh (tru sé chinh c¢6 chirc ning
chan tin cong tir Internet vao)
> Qua trinh tn cong
RiemkdE-| [ Fg dterminal

] root@kal: fhomefynk

File Actions Edit View Help

(1.8 KiB)

carrier ® collisions @

erruns @ frame @
B)
uns @ carrier @ collisions @

] /home/ynk

Hinh 4.8: Qua trinh tin cong

» Log IDS

{"ts":1638971924.375439, "note": "SSH: :Password_Guessing", "msg":"192.168.1.11 appe
ars to be guessing SS5H passwords (seen in 3 connections).”,”sub”:"Sampled server

s: 38.8.8.4, 3A.A.8.4, 30.8.8.4","src":"192.168.1.11","actions” : ["Notice: :ACTIO
N_LOG"1, "suppress_for":0.8}

Hinh 4.9: Log dwgc IDS ghi lai

> Canh bao mail: Sau khi tin cong, splunk tao alert va giri mail t6i mail ctia quén tri vién
h¢ thng quay lap tic, ndi dung mail thong bao ding loai tan cong “Splunk Alert:
SERVER ZEEK ALERT...”
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4.2.3 Kich ban 3: T4n cdng tir ving ndi by chi nhanh huyén 1én DataCenter
e Nhan vién thudc chi nhanh huyén tan cong Data center
¢ Kijch ban thuc hién tin cong nham kiém tra kha nang tdn tai cua DataCenter trudc
nhiéu cudc tin cong va kha nang phat hién tin cong cta IDS ving ndi bd chi nhanh
(16p mang 22.0.0.0/8 va 20.0.0.0/8)Qua d6 kiém tra d6 manh ctia hé théng IDS Snort
va IDS Zeek, IDS Suricata
Panh gia ) ) )
Sau khi hoan thanh céc hinh thirc tan cong trén, ca 3 may dong loat thuc hién DOS vé
server tru so.
Céc cudc tin cong nay nham kiém tra kha ning ngin chin cac hinh thirc tin cong gian diép
ngay tai IDS ciia chi nhanh trudc khi ludng dit liéu tan cong duoc chuyén vé tru so.
Qua kich ban 3, ta théy duogc kha nang tOn tai tt cua DataCenter trudc nhiéu cude tAn
cong va kha niang phat hién tdn cong ciia IDS cua viing ndi bd chi nhanh. Va 3 ca hé théng
IDS déu phat hién dugc tdn cong vao Data Center tir ving chi nhanh huyén.

> Qua trinh tin cong

B om0 # Google - Mozilla Firef r i~ 08:51 AM O

root@kali: ~

File Actions Edit View Help
4163<UP, BROADCAS
t

collisions @

collisions @

k - Pl do not use in mi cret service orga
w*% ignore 1 d ethi

17
, ~7 tries per task

130

Hinh 4.10: Qua trinh tin cong

4+ Log IDS

"ts":1638971482. 331837, "note” :"FTP: :Bruteforcing”, "msg":"192.168.1.11 had 3 fai

led logins on 1 FTP server in BmBs","src":"192.168.1.11", "actions":["Notice::ACT
ION_LOG"1, "suppress_for":08.8%

Hinh 4.11: Log IDS
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4 Céanh bao mail: Sau khi tan cong, splunk tao alert va giri mail t6i mail ctia quan tri vién

h¢ thong quay 1ap tic, ndi dung mail thong bao ding loai tan cong “Splunk Alert:
SERVER ZEEK ALERT...”

a crien s e ® ©

i Splunk Alert; SERVER ZEEK; ZEEK ALERT i RVER ZEEK: ZE T wa: 2081
3 SERVER_ZEE B SERVER ZEE

Hinh 4.12: Canh b4o mail vé cho quan tri vién hé thong

4.2.4 Kich ban 4: Tin cong két hop giira Internet va cac phong ban cing tin cong
DataCenter tai tru sé
Ngudi bén ngoai ciu két nhan vién tin cong Datacenter
Kich béan thyc hién tin cong nham kiém tra kha nang tOn tai cla tai tru s& va phat hién
duoc gian diép cau két voi nhan vién bén trong ndi bo -> Kiém tra kha ning phat hién canh
béo gia cua hé thong IDS Suricata + Zeek (1a kha ning phén biét dugc luc nao c¢6 tin cong
that, ltc nao tin cong gia va luc nao 1a gian diép)
Céc cudc tn cong nay nhim kiém tra kha nang bao v¢ cua IDS try so trudc cac cudc tn
cong ddng thoi tir trong va ca ngoai mang doanh nghiép.
Panh gia
Kich ban thyc hién tn cong nham kiém tra kha nang ton tai cla tai tru s va phat hién
duoc gian diép cau két voi nhan vién bén trong ndi bo -> Kiém tra kha ning phat hién canh
bao gia clia h¢ thong IDS Suricata + Zeek (1a kha ning phan biét dugc lic nao c6 tin cong
that, lac nao tin cong gia va lac nao 1a gian diép). Két qua thu dugc cho thay IDS tai tru s&
phét hién dugc gian diép cau két voi nhan vién bén trong ndi bo.
Céc cudc tn cong nay nhdm kiém tra kha nang bao v¢ cua IDS tru sé trude cac cude
tan cong ddng thoi tir trong va ca ngoai mang doanh nghiép

o ip may tan cong
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File Actions Edit View Help

rootakali:~# ifconfig
eth®: flags=4163<UP, BROADCAST , RUNNING, MULTICAST> mtu 1588
inet 190.9.8.3 netmask 255.0.0.@ broadcast 10.255.255.255
inet6 fe8@ :: 20c:29ff:fees4:708c prefixlen 64 scopeid @=x20<link>
ether @0:0c:29:e4:70:8cC txqueuelen 1800 (Ethernet)
RX packets 957 bytes 551895 (538.9 KiB)
R¥ errors @ dropped @ overruns @ frame @
TX packets 2488 bytes 165483 (161.6 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.0.1 netmask 255.0.0.0
inet6 :z1 prefixlen 128 scopeid @xl@<host>
loop txgqueuelen 1008 (Local Loopback)
R¥ packets 561 bytes 80366 (78.4 KiB)
R¥ errors @ dropped @ overruns @ frame @
TX packets 561 bytes 80366 (78.4 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

root@kali:~# Wi

Hinh 4.13: Ip may tin cong

Log cua IDS

{"ts":1638966198. 159716, -

"note”:"Scan: :Port_Scan™, "Msg”:"18.8.8.3 scanned at leas

t 15 unique ports of host 38.8.8.4 in BuBs"”, "sub”:"remote”, "src”:"18.8.8.3", "dst
":"30.8.8.4", "actions":["Notice: :ACTION_LOG"]1, "suppress_for":08.0%}

Hinh 4.14: Log caa IDS

Canh bao mail: Sau khi tin cong, splunk tao alert va giri mail t6i mail clia quan tri vién hé
thdng quay lap tirc, ndi dung mail thong béo ding loai tn cong “Splunk Alert: SERVER:
ZEEK ALERT...”

4.2.5 Kich ban 5: N§i bd chi nhanh tin cong vao DMZ chi nhanh huyén
Noi bo chi nhanh tdn cong vao may chu chi nhanh huyén
Str dung cac may ndi bg 22.0.0.0/8 (22.0.0/8; 22.0.0/8) thudc vung mang ndi bo chi nhanh tAn
cong vao may chu ¢ ving DMZ chi nhanh (20.0.0/8)
May 22.0.0/8: Thuc hién tdn cong XSS, SQL injection vao ung dung web
May 22.0.0.2/8: Thyc hién tin cong biang ma doc vao img dung Web
Panh gia
Két qua kich ban 5 cho thiy duoc kha ning bao vé ving DMZ chi nhanh huyén cua
IDS Snort 1a rat tét, IDS Snort phat hién dugc nhiéu cudc tan cong vao vung DMZ, ngén chan

va giri canh béo téi quan tri vién hé théng.
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N mmkPE- | []

#» Kali Linux - Mozilla qterminal

root @kali: ~
File Actions Edit View Help

ST,RUNNING,MULTICAST>

.0.8.2 broad

inets fe

: :5b5f prefixlen
@x28<1ink
txqueuelen 1800

(e.e
overruns @
{1.1 KiB}
runs @

<queuelen 1000
ts 8
dropped @
by

Hinh 4.15: Ip may tin cong

4 Qua trinh tdn cong (gian diép truy cap cic website chira md doc nham pha hoai hé

théng) (Ngudn cac website: https://archive.siasat.com/news/top-100-dangerous-
websites-revealed-29507/)

x Kali-Linusx-2021.

=N  mamP®E-| [ » Xnescat.info 02:45AM O
-» Xnescatinfo-

B Top 100 dangerc www6.17ebook > /1.aladel.net/ x  Xnescat.info =
c o o & xnescat.info

Mozilla Firefox

=

Xnescat.info
© o . @
& Kali Linux M Kali Tools M Kali Forums Kali Docs

Exploit-DB

o NetHunter Offensive Security MSFU # GHDB

WIN32 Trojan

Hinh 4.16: Qua trinh tin cong

4+ Log Snort


https://archive.siasat.com/news/top-100-dangerous-websites-revealed-29507/
https://archive.siasat.com/news/top-100-dangerous-websites-revealed-29507/
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Services / Snort/ Alerts L2]

Alert Log View Settings

4+ Log Splunk

Hinh 4.18: Log ghi lai b&i Log Server Splunk

Céanh bao mail: Sau khi tin cong, splunk tao alert va giri mail t6i mail ctia quan tri vién hé
thng quay lap tirc, ndi dung mail thong bao dung loai tin cong “Splunk Alert: SNORT
ALERT: (http_inspect): NO CONTENT-LENGTH OR TRANSFER-ENCODING IN H...”,
va cac thong sd ctia cude tin cong nhu ip may tin cong, thoi gian, hinh thirc, loai hinh tan
cong...

4.3 Kétluin , ,

Thong qua nhitng kich ban trén, cho thay hé thong béo vé dugc cd mang trong va ngoai
doanh nghiép, ving mang ndi bd (cac chi nhanh & huyén) va ding Datacenter...3 hé thong
IDS bb sung va tuong tac voi nhau tao ra tap luat (Rule) hoan chinh, chidn dugc DOS, SSH

Brute Force, FTP Brute Force, Port Scan...néu tach riéng 3 hé thong thi mdi hé théng voi mdi
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diém yéu riéng s€ anh hudng téi mang doanh nghiép. Khi tich hgp 3 IDS vao mot hé théng,
ta duogc hé théng tich hgp 3 IDS (Snort, Suricata, Zeek) bao vé mang doanh nghiép ca trong
1An ngoai, chdng lai nhiéu cudc tin cong, va phat hién gian diép....

Qua xay dung va thuc nghiém, tac gid nhan dinh hé théng két hop nhiéu IDS mang lai hiéu
qua toan dién, bao vé¢ tAt ca cac ving mang, voi mirc bao vé chuyén sau ddi v&i mé hinh mang
doanh nghiép c& 16n. Tuy nhién, doanh nghiép phai c6 du ngudn lyc vé nhan sy, can ngudi
quan tri ¢ kién thirc siu vé céc loai IDS, c¢6 du tai chinh cho linh vyc cong nghé thong tin.
Dic biét d6i voi don vi hién tai ciia tac gia 1a Viettel Ty Ninh, gop phan xay dung va tng
dung thyc té trong thoi gian t6i dam bao yéu cau vé bao mét ciia don vi va mé rong quy mod

trong thoi gian téi.
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CHUONG 5 - KET LUAN VA PANH GIA

5.1 V& mit ly thuyét ‘
Luén van nay dé nghién cu ba giai phap IDS ma nguén mé khac nhau, Snort, Suricata va

Zeek, dé so sanh v6i nhau nhu thé nao vé mit cung cap bao mat cho méi truong mang doanh
nghiép vira va nho. Snort, Suricata va Zeek 1a cic cong cu IDS ma ngudén mé duoc thiét lap
phu hop dé sir dung chung. Cac san phdm ma ngudn md khac hodc duya trén may chu hogc bi
gi6i han bang cach nao d6. Cing vé6i su két hop voi nhirng cong cu c6 lién quan dé tao nén
mot hé théng hoan thién hon.

Ngoai ta, luan vin thuc hién nghién ciru duoc cac nguy co tdn cong tir nhiéu ving mang
va dang tin cong khac nhau va dé xut dugc cac mé hinh mang cho doanh nghiép ¢ vira va
nho véi Single IDS va Multiple IDS. Twr d6 giip quén tri vién c6 kha ndng Gng dung nhanh
vao mo hinh doanh nghiép ctia minh.

5.2 V& mit thyec tién ) )

Tac gia xay dung h¢ thong quan Iy mang sir dung Single IDS va Multiple IDS nham tng
dung dé tu van va trién khai cho nhiéu loai doanh nghi¢p khac nhau nhu:

Ba hé thong phan tich quan 1y mang sir dung Single IDS két hop véi cac cong cu ma mo
khéc, dé ing dung tu van cho cic doanh nghiép ddi tac ctia Viettel Tay Ninh trén dia ban.

Hé théng Multiple IDS sir dung 3 cong nghé IDS khac nhau két hgp dé bao vé toan dién
cho doanh nghiép c& 16n.

Xay dung va dé xuét hé thong quan 1y mang phi hop véi mé hinh mang tai Viettel Tay
Ninh, dap tmg du céc yéu cau vé bao mat nhiéu 16p, dong thoi du doan nhiéu nguy co bi xdm
nhap tur nhidu ving mang voi nhiéu kich ban tin cong dugc du doan trudce.

5.3 V& han ché: i

Viéc xay dung mo hinh dang thyc hién trén méi truong gia 1ap do quy mo phan cing chua
kip thoi xay dung. Do d6 viéc danh gia hé théng c6 thé chua hoan toan chinh xéc so véi thuc
té, mac du tac gia xay dung nhiéu kich ban nhit c6 thé xay ra véi s6 quy mé sb luong 4 may
that mo phong cac vung mang.

V& quy mo, khi trién khai cho cac doanh nghiép ¢ 16n s& gip cac han ché vé kha ning xir
Iy dit liéu 16, chwa di dap tmg yéu cau vé cang ban tai (Load Balancing), bo lut (Rule) cua
cac hé théng IDS chua dugc tich hgp Al (tri tu¢ nhan tao) dé Rule c6 thé ty hoc va chan dugc

cac hinh thtre tan cong méi va bién doi lién tuc.
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Trong tinh hinh dich bénh, m6 hinh chua thyc hién duoc tat ca tAn cong da dang ma chi
dang dirng lai & nhitng cudc tin cong co ban va thudng gip nhu DoS, diéu khién SSH, Brute-
Force, XSS, SQL injection trén Web Server.

5.4 Huwéng phat trién
Trién khai hé théng da dang va mém déo. C6 thé dan xen hé théng nay vao 1dng ghép trong
hé thdng kia. Hé thong du dinh s& mo rong thém nhiéu dich vu cong nghé thong tin vao nhu

quén ly hé théng AD, quan 1y thém nhiéu server quan trong va phirc tap hon.

Huéng tiép theo cua dé tai, ap dung cong nghé may hoc, hoc sau, tri tu¢ nhan tao vao hé
thdng, dic biét 14 tich hop méy hoc vao bd Rule ctia cac hé thong IDS nham gitip hé théng c6
thé tu hoc qua bo dit lidu ¢6 san dé du kha ning phat hién cac hinh thirc tin cong mai, tinh vi
hon. Hé thdng con gitip quén tri vién khong phu thudc cac luat c6 sin, khong can update cac
b6 luat lién tuc ma van dam bao hé thong c6 thé tu phan tich, danh gia, ngan chan, gitp giam

tai cho quan tri vién va chi phi quan tri cho doanh nghi¢p.



